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ust months before a new administration would step into the White House, the

Aspen Strategy Group convened in Aspen, Colorado, to focus on reforming the

.S. government’s national security system to account for the myriad of challenges
the United States will face in the coming years. This publication contains a collection
of policy papers written by experts who served in many facets of the U.S. government
and private sector, from trade and business to defense and national security. These
experts guided our discussion in Aspen, highlighting a multitude of challenges and
providing several recommendations for the U.S. government moving forward—which
you can read in the following pages. Participants at the Strategy Group meeting
included a bipartisan group of ASG members and invited guests, from current and
former government officials to journalists and private sector leaders.

The Aspen Strategy Group would not be able to convene such a group without
the generous support of our partners. The organizations and individuals who invest
in our mission enable us to convene an open and bipartisan dialogue on crucial
topics in U.S. national security and foreign policy. We are enormously grateful to Mr.
Robert Abernethy, McKinsey and Company, Mr. Howard Cox, Markle Foundation,
Pritzker Family Foundation, Segal Family Foundation, Stanton Foundation, John
Anson Kittredge Educational Fund, Mr. Simon Pinniger and Ms. Carolyne Roehm,
Mr. Robert Rosenkranz and Dr. Alexandra Monroe, and Ms. Leah Joy Zell.

To transform this collection of papers into the volume you now hold, we are
indebted to Gayle Bennett, who proofread and edited this publication; Steve Johnson,
who designed the cover, and Sogand Sepassi, who designed the interior layout. Our
Brent Scowcroft Fellows—Daniel Ku, Calli Obern, and Carolina Ponzeto—spent
many hours reviewing this manuscript to ensure its quality; we are grateful for their
invaluable assistance and look forward to following their careers.

Finally, we must recognize the end of an era. At our meeting this August, our
longtime friend and co-chair, Brent Scowcroft, transitioned to chair emeritus. Brent
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was present at the creation of this group and laid the foundation for all the work
the Aspen Strategy Group continues to do. Beyond his well-known public service as
national security advisor to two presidents, and his integral role in ending the Cold
War peacefully and reshaping Europe, he is the epitome of a public servant. The ASG
has been well served by Brent’s leadership and three-decade involvement, helping
ASG foster bipartisan and frank dialogue on key issues facing the United States and
the world. We are enormously grateful and privileged to have benefited from his
tenure, and we look forward to welcoming him back to Aspen in his new role soon.
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Preface

Nicholas Burns Joseph S. Nye, Jr.

Director, Aspen Strategy Group Co-chair, Aspen Strategy Group
Goodman Family Professor of the University Distinguished Service Professor
Practice of Diplomacy and International Relations Harvard University

Harvard University

Since the end of the Second World War, the United States has been the premier
global power. Our modern presidents from Harry Truman to Barack Obama
have coordinated that power in the White House principally through the National
Security Council (NSC). The NSC was created in 1947, along with the Department
of Defense and the CIA, to modernize the way Americans made foreign and defense
policy after the crucible of World War II and as the Cold War was just starting.

Now, seven decades later, many believe the new U.S. administration led by
President Donald Trump should launch a new set of reforms to modernize how
twenty-first century Americans debate and decide policy in a Washington changed
significantly by 9/11, the wars in Iraq and Afghanistan, transnational global issues,
cyber challenges, and renewed great power rivalries with China and Russia.

This was the central conclusion of the members of the non-partisan Aspen Strategy
Group when we met to discuss the broad subject of policymaking in Washington
during our annual summer meeting in Aspen, Colorado in 2016. During four days of
meetings, we debated how the vast and complex national security system in Washington
should be reformed, restructured and made more effective for the new administration.

Most of the members of our group—former and current government officials,
academics, foundation presidents, business leaders and journalists—have spent
lifetimes in and out of government in our major federal agencies, the White House,
and Congress, closely observing the policy process.

For many, the best model for how an administration should arrange its decision-
making process was the presidency of George H.-W. Bush. General Brent Scowcroft,
Bush’s national security advisor (and one of the founders of our group) is widely
viewed as one of the most effective people who has ever held that job.
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Scowcroft’s NSC, on which one of us (Burns) served, was significantly smaller
than that of President Obama. Scowcroft was close to President Bush and worked
well with Secretary of State James A. Baker III and Secretary of Defense Dick
Cheney. He also presided over a policy process that resulted in significant and even
historic successes, including the key U.S. role in German unification in 1990, the
skillful manner in which Bush handled the end of the Cold War and the demise of
the Soviet Union in 1991, and the U.S. coalition’s victory over Saddam Hussein in
Kuwait that same year. Whenever reform of the NSC is discussed today, scholars and
policymakers alike invariably conclude that replicating the Scowcroft model and the
smaller, more cohesive and less layered National Security Council of his time would
be the wisest course of action.

The reality is, however, that the challenges facing the next American administration
in January 2017 will be substantially different from those of the early 1990s. With
today’s constant threat of terrorism, the advent of cyber challenges against the
American government and the private sector and the deployment of American
military forces in the Middle East, Africa, Asia, and Europe, there is a reason why
the NSC staff has more than tripled in the quarter century since the end of the Cold
War. While most agree that the size of the NSC staft should be reduced to more
manageable levels, there are good reasons why a staff of several hundred people
should work at the nerve center of the American government in this complex era.

This book features essays written on the broad subject of how the United States
can build a more streamlined, integrated, and effective national security machinery
for the decade ahead.

Specifically, exactly how should the next president reform the national security
system? What kind of technology acquisitions, training, and doctrinal changes must
we make to create a government that can act in a world dominated by social media
and instantaneous communication?

The essays in this book range from the urgent—immediate reform of the NSC
structure—to the long term—establishing an NSC strategy group to inform long
term policy with lessons from the past.

One of the takeaways that most participants agreed upon at the Aspen conference
is that our presidents get the national security system they want and deserve.
Presidents have a right to put their personal imprint on their staff structure so that it
works best for them.
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Nonetheless, our group coalesced around a set of practical ideas that should apply
to any president. Many believed a strong president should delegate to strong cabinet
secretaries, particularly at the two agencies that are at the core of our national security
system—the State and Defense Departments. There was a general consensus that
the new administration should place much greater emphasis in building America’s
economic power and in bringing the secretaries of Treasury, Commerce, and Energy
into much closer integration with the State and Defense Departments.

We debated the frequent use of the military since 9/11 with many participants
arguing for a policy of making diplomacy our first impulse and using the military as
a last resort. We also felt that more could be done to coordinate the instruments of
American soft power.

There was also agreement that staying ahead of the technology curve would be
critical to sustain America’s qualitative military edge over all of its potential rivals. In
this sense, there was strong interest in the Pentagon’s third offset strategy—a multi-
year, multi-billion dollar effort to achieve engineering and technology breakthroughs
for our military forces over the next generation.

In many ways this book provides a roadmap to the future of American powerin a
complex and challenging global landscape.

We believe that the great value of our group is its commitment to the future of
our country and our ability to work across party lines for an active, leading global role
for the United States in the decades ahead.
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“The shock of Pearl Harbor led to the creation of a network of national security
institutions designed around two questions: Where is the threat? and Who is the
enemy? This Pearl Harbor system served its purpose during the Cold War, but since
that time the costs associated with this narrow and reactive approach to foreign

policy formulation have outweighed the benefits.”

—DOUGLAS STUART
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The Eighth Annual Ernest May
Memorial Lecture
The Pearl Harbor System at /5

Douglas Stuart
Stuart Chair in International Studies
Dickinson College

Editor’s Note: Douglas Stuart presented the annual Ernest R. May Memorial
Lecture at the Aspen Strategy Group’s August 2016 Summer Workshop in Aspen,
Colorado. The following is a paper written based on his remarks at the meeting.
The Ernest May Memorial Lecture is named for Ernest May, an international
relations historian and Harvard John F. Kennedy School of Government professor,
who passed away in 2009. ASG developed the lecture series to honor Professor
May’s celebrated lectures.

Iam very honored to have my name linked to Professor Ernest May, who personified
the engaged academic. One of Professor May’s most important insights was that,
whether one is a scholar attempting to explain a specific foreign policy decision or a
policy maker engaged in the formulation of foreign policy, it helps to think of time
as a stream—in which carefully selected lessons from the past inform the discussion
of current issues and help shape plans for the future.' But Professor May would also
have been the first to admit that this is easier said than done. One big problem that
both analysts and policy makers confront when they attempt to derive lessons from
the past is deciding how far back one needs to go to make sense of any contemporary
situation. We might call this the challenge of infinite regress. How far back do we
have to go to explain the Obama administration’s pivot to Asia? To the debates
surrounding the Truman administration’s decision to create a network of military
alliances in the Pacific in 1951? To Teddy Roosevelt’s deployment of the Great White
Fleet in 1907 To the geostrategic arguments of Admiral Mahan in favor of the Open
Door to Asia in the late nineteenth century?

There have been a few instances in American history, however, where there is no
doubt about how far back we need to go, because a specific event or decision clearly
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served as the starting point for a new era in U.S. foreign policy. One such event was the
Japanese surprise attack on Pearl Harbor in 1941. This single incident set in motion
a series of debates and investigations—including 25,000 pages of congressional
testimony—which culminated in the development of a new network of policy-making
institutions. More importantly, Pearl Harbor changed the way Americans thought
about their place in the world by replacing the concept of National Interest, which
had served as the basis for U.S. foreign policy since the founding of the Republic, with
the concept of National Security.*

The articulation and management of the national interest was the responsibility
of the Department of State for over 150 years. State was the first executive branch
agency created by the new Republic, and serving as secretary of state was the most
direct path to the White House between 1789 and the Civil War. Throughout the
nineteenth century and up until World War II, secretaries of state managed what
Steven Ambrose and Douglas Brinkley have called America’s “rise to globalism” by
sophisticated diplomacy that privileged American economic interests and exploited
the nation’s geographic location in order to be selective about foreign entanglements.’
State also benefited from the nation’s suspicion of a large standing military during
peacetime, which made it difficult for the Departments of War and Navy to challenge
the State Department’s dominance of the policy-making process. At times, the State
Department’s inclination to formulate foreign policy without consulting the armed
services was irresponsible. Professor May reminds us that in 1919, while he was
serving as assistant secretary of the Navy, Franklin Roosevelt tried to remedy this
situation by proposing the creation of an agency that would facilitate cooperation
between State and the Army and Navy, but his proposal was not even acknowledged
by Foggy Bottom.*

By the 1930s, many influential academics and policy makers were expressing
dissatisfaction with the concept of national interest as a guide to foreign policy.” They
tended to make three arguments. First, that many immigrants were manipulating the
concept of national interest so that it actually served the interests of the nations from
which they had emigrated. Second, that business and labor organizations were using
their economic and political power to trick the American people into believing that
their narrow and particular interests were actually the national interest. Finally, that
Woodrow Wilson had conflated his interest in supranational governance with the
national interest, leading us into a war that gave us nothing more than “death, debt
and George M. Cohan.”® These arguments all contributed to the pervasive isolationist
mood during the interwar period, but by 1941, there was still no consensus about
what concept should replace national interest as a guide to American foreign policy.’
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Pear]l Harbor provided the American people with an alternative to the concept of
national interest, based upon five lessons.

1. That technological developments—most notably, improvements in the range
and lethality of airplanes—meant, as one expert put it, that “delusions of
defensive invulnerability are fairy tales....”®

2. That the perfidy and innate aggressiveness of totalitarian governments
made the global defense and advancement of democracy a national security
concern.

3. 'That there was a need for a globalized American military presence and
mechanisms designed to give military leaders a permanent, direct, and
influential role in the formulation of U.S. foreign policies.

4. 'That there was a need for permanent globalized intelligence-gathering.

5. 'That there was a need for new institutions and procedures for high-level
consultation and decision-making in the service of national security.

These lessons not only helped establish national security as the alternative to
national interest, they also helped create the standard against which future national
security policies were to be judged—Preparedness. The U.S. must never again be
“sucker punched” by another nation. To avoid another Pearl Harbor, America would
have to permanently maintain what Thomas Hobbes called “the posture of gladiators,
having their weapons pointing and their eyes fixed on one another.”” This is a difficult
posture for any nation to sustain, but it is particularly hard, and problematic, for a
democracy with a history of selective engagement in world affairs.

It is also worth reminding ourselves that the national preoccupation with
preparedness was in place two years before the United States became focused on
the Soviet threat. If the two wartime allies had somehow been able to resolve their
differences in 1945, the United States would probably still have been looking for ways
to preserve a globalized military presence and a worldwide intelligence network after
World War 1, in the service of preparedness. Once anti-communism took hold, it
eclipsed—but did not eliminate—the more general concern about no more Pearl
Harbors. That concern was still in place, and ready to reassert itself as a guide to U.S.
foreign policy, after the Berlin Wall came down.

Although support for globalized preparedness was nearly universal after World
War I, the Truman administration soon discovered there was considerable room for
disagreement about how to achieve this goal. New institutions were certainly needed,
but what should they look like?
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During World War II, Franklin Roosevelt developed some institutions and
procedures that served as postwar models. The Office of Strategic Services (OSS)
was tasked with the collection of intelligence and acts of sabotage. The Joint Chiefs
of Staff (JCS), headed by a chief of staff to the commander in chief, was established
to facilitate cooperation between the heads of the Army, Navy, Army Air Forces.
The most important innovation was the State, War, Navy Coordinating Committee
(SWNCC), which was created in the latter stages of the war to bring together
representatives of the State Department, the Army, and the Navy to develop plans
for postwar issues, such as the occupation of Germany and Japan. The frustrations
that the State Department experienced in SWNCC presaged the problems of
marginalization that have plagued Foggy Bottom since World War II.

By the time Harry Truman took office in 1945, he had developed his own very
strong opinions about what was needed to insure American preparedness. The top
priority had to be armed forces unification, so that future presidents would have “one
team, with all the reins in one hand.”" He was convinced that Pear]l Harbor was in
large part attributable to failures of communication and coordination between the
Army and Navy—failures that had also undermined the nation’s ability to develop
and pursue a coherent grand strategy during the war. The leaders of the Army
supported the call for armed forces unification, in part because they agreed with the
president that it would make it easier for the two services to work together and in
part because they saw unification as a way to mitigate the negative impact of postwar
budget cuts. As Army Chief of Staff George Marshall noted, his service was always
disadvantaged in peacetime in its competition for scarce resources with what he called
the more “photogenic” Navy—a situation that would only get worse if the even more
photogenic Air Force became an independent military service."

Truman’s call for unification was strongly opposed by the Navy, and in particular
by Secretary of the Navy James Forrestal. But the secretary realized that his service
would not be able to resist unification if the American people and Congress saw
its opposition as nothing more than a knee-jerk rejection of the president’s call for
reform. The Navy needed a counter-argument, and over the summer of 1945 it began
to hammer out an alternative vision of a network of institutions to serve the daunting
demands of preparedness. Over the next two years, the Navy and its supporters in
Congress fought with Truman over competing plans, until an exhausted president
finally gave in and approved most of the Navy’s plan. Although Truman was too
much of a politician to admit it, he had lost the battle for what he considered to be
one of his most important priorities.
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The influence of the Pearl Harbor attack on the debates that culminated in
the 1947 National Security Act (NSA) cannot be overestimated. In fact, it is not an
exaggeration to describe the network of national security institutions created in the
shadow of the Japanese surprise attack as the “Pearl Harbor system.” In spite of the
fact that the legislation was the result of a tactical move by the Navy to block armed
forces unification, the finished product was an extraordinary example of bipartisan
negotiation. The massive piece of omnibus legislation created seven new federal
agencies, including a new Air Force, and gave the Joint Chiefs of Staff statutory
identity. It would be impossible for Washington to pass anything similar today.

The new network of national security institutions created by the 1947 Act was
designed to accomplish three things: institutionalized cooperation at the highest levels
of government, the generation and dissemination of policy-relevant intelligence, and
improvements in the American military’s ability to deter potential aggressors and
transition to warfare in the event that deterrence failed.

The three most important institutions created by this legislation were the National
Security Council (NSC), the Central Intelligence Agency (CIA), and the National
Military Establishment (NME), which became the Department of Defense in 1949.
The NSC was envisioned as the “keystone in the arch” of this ambitious network
of institutions. Although he ultimately approved of the creation of this institution,
Truman was concerned that the NSC would function asa “second cabinet” and attempt
to influence, rather than inform, his decisions. State Department representatives also
warned the president about the risk that the armed forces would be overrepresented
in the NSC and dominate its deliberations—the so-called “capture” problem. Military
leaders, meanwhile, worried that a defensive State Department would attempt to
paralyze NSC discussions and, as they put it, “castrate its effectiveness.”’* In light of
these concerns, the president used the NSC infrequently at first, but he became more
dependent on it after the U.S. became trapped in Korea.

It was left to Eisenhower to fully develop the NSC as an institution. In his
management of the NSC, Eisenhower confronted most of the questions that have
been addressed by every president since then. How big should the NSC be? How
involved should it be in the monitoring or management of policies once a decision has
been made? And what role should a national security advisor play as the gatekeeper
between the NSC and the White House? Eisenhower also had to deal with a Congress
which, although it accepted in principle the argument that the NSC was the president’s
“creature,” occasionally felt compelled to criticize the president’s management of the
Council. The lesson for subsequent presidents was that if an administration’s foreign
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policies became unpopular, Congress would be tempted to link the product to the
process and begin to intrude in the workings of the Council.”

According to the 1947 NSA, the CIA was expected to serve as the “grist” for the
NSC’s “mill.” To accomplish this role, the director of central intelligence (DCI) was
authorized to inspect the materials generated by the other intelligence agencies. But
the section of legislation relating to the CIA fulfilled Napoleon’s standard for a good
constitution—it was short and vague. The legislation was particularly ambiguous
about the DCI’s authority as “the president’s chief intelligence officer.”"* John
Ranelagh notes that, in theory, this gave the DCI “oversight of all intelligence activities
of the U.S. government,” but the other big players in the intelligence community took
advantage of the law’s lack of specificity to block efforts by the Agency to perform
its coordination role. As a result, the Agency experienced its first of three near death
experiences—barely surviving the turf wars that occurred during the Truman era. The
key to its survival was the Agency’s acceptance of responsibility for covert activities
after both the new Defense Department and the State Department refused offers to
take on this role. The CIA would go on to face two more near death experiences—at
the end of the Cold War and in the wake of the attacks of September 11.

The third innovation of the 1947 National Security Act was the NME, which
brought the Army, Navy, and newly established Air Force under a single department.
Pearl Harbor had confirmed the need for permanent military preparedness, which
required both a large and well-equipped standing army and new institutions to give
military representatives an influential role at the top of the policy-making community.
This was a fundamental break from the tradition of a peacetime militia that had
been in place since the founding of the Republic. Many wartime military leaders
welcomed this change and began to prepare for a more active role in the formulation
of American foreign policy when World War II ended. One example of the military’s
efforts to prepare for these new responsibilities was Major General George Lincoln’s
acceptance of a demotion to colonel in 1947, so that he could join the West Point
faculty and help educate the next generation of officers in such areas as political
science and economics. This new approach would come to be described as “pol-mil.”

The new NME was headed by a secretary of defense who was expected to
encourage cooperation between the three armed services—but without any real
authority. James Forrestal, who was chosen as the first secretary of defense, admitted
that he would “probably need the ... attention ... of the entire psychiatric profession”
by the end of his first year on the job.” Which begs the question why Forrestal would
accept Truman’s invitation to serve as the first secretary of defense, since no one
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knew better than Forrestal how frustratingly weak the new office was. The answer
to this question can be found in the wording of the legislation, which designated the
secretary of defense as the president’s “principal assistant ... in all matters relating
to the national security.” This encouraged Forrestal to believe that the weakness
of his position within the NME was not important since he would be serving in a
more important capacity as the person who would oversee the entire new national
security system whenever the president was not present. With this in mind, the
secretary began to make plans for locating the entire NSC staff in the Pentagon, and
drawing almost the entire NSC staft from the armed forces.'® At the first meeting
of the NSC, however, the president announced that the secretary of state would
preside over Council meetings in his absence. Forrestal’s efforts to be “first among
equals” in the new national security bureaucracy were blocked, and the secretary
was forced to concentrate his time and energy on the impossible task of seeking
cooperation among the three independent armed services. It seems reasonable to
describe this entire episode as Truman’s revenge for Forrestal’s opposition to the
president’s unification plan. Two years later, the NSA was amended to eliminate
any future confusion, designating the secretary of defense as the “principal assistant
to the President in all matters relating to the Department of Defense.” Subsequent
amendments to the 1947 Act—in 1953, 1958, and 1986—helped bolster the authority
of the secretary within the Department of Defense, and to move the armed services
closer to Truman’s vision of “all the reins in one hand.” For the most part, this has
been a very positive trend, but as I will discuss later in this essay, it has contributed
to the transformation of the Washington policy-making community from a pol-mil
system to a “mil-pol” system.

One more agency created by the 1947 Act deserves mention at this point, because
it was envisioned as being as important as the NSC. This was the National Security
Resources Board (NSRB). Its duties were vaguely defined in the legislation, but it was
assumed that it would be responsible for advising the president on economic issues
that could affect the nation’s ability to rapidly transition from peace to war. Once the
agency was up and running, however, it attempted to play a much more ambitious
role in the management of the nation’s economy, addressing issues of stockpiling,
civil defense, industrial production, and the location of factories to “better survive
nuclear attack.” Both Truman and Eisenhower opposed efforts by the NSRB to
expand its authority, and by 1953, the agency had been disbanded. Truman and
Eisenhower’s opposition to the NSRB was consistent with the advice that Secretary
of War Henry Stimson had given to FDR at the start of World War II—that even in
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wartime, a capitalist country had to “let business make money. ...”"” From the point
of view of institutional architecture, however, the disappearance of the NSRB left a
hole in the national security bureaucracy—and every president since that time has
had to establish ad hoc procedures for linking national security issues with economic
considerations.

The other important agency that demands comment in any discussion of the
creation of the national security bureaucracy is the State Department. After the
shock of Pearl Harbor, State lost its advantageous position as the lead agency in the
formulation of U.S. foreign policy. In the months prior to the passage of the NSA,
Secretary of State George Marshall tried to convince Truman that the proposed
NSC would be a threat to the president’s constitutionally designated authority. He
also warned that the military would dominate the NSC, making the secretary of
state “the automaton of the Council.”** The secretary also opposed the creation of
the CIA, on the grounds that the collection and analysis of information relating to
foreign affairs was the historically established role of the State Department. Although
Truman was sympathetic to Marshall’s concerns, he had decided by this time that he
needed closure on the issue of institutional reform.

Faced with a choice between supporting the new system that would favor the
national security institutions, or fighting a losing battle to preserve a national interest-
based approach to foreign policy, the State Department leadership opted for the
first option and attempted to demonstrate its indispensability to the new goal of
preparedness. Under the leadership of Marshall and Dean Acheson, State was able
to hold its own during the Truman era, by demonstrating its bona fides as a national
security organization and by relying on the Policy Planning Staff to shape the initial
debates about the nature and implications of the Soviet threat. But with the arrival of
the Eisenhower administration, it became clear that the center of gravity had shifted
to the NSC.

Eisenhower had made it clear during the presidential campaign that he intended
to improve the efficiency of the NSC and rely upon it to make and manage foreign
policy. His negative opinion of Truman’s management of the NSC was shared by his
secretary of state, John Foster Dulles, who blamed much of what he saw as confusion
and competition within the Truman administration on the State Department and
its secretary. Once he took over at Foggy Bottom, Dulles supported the president’s
decision to designate the special assistant to the president for national security affairs,
rather than the secretary of state, as the person who would lead NSC deliberations
when the president was absent.” In his first conversation as secretary of state with Paul
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Nitze, the head of the State Department’s Policy Planning Staff, Dulles made it clear
that the relationship between State and NSC had turned a corner. Dulles commended
the Policy Planning Staff for its work up to that time, but then informed Nitze that
issues relating to national security would henceforth be “placed directly under the
control of the National Security Council.” He informed Nitze that he planned to
“devote ninety-five percent of his own time” to national security issues and that he
would leave the management of State to his deputy, Walter Bedell Smith.** From this
point until the present, the State Department has been fighting a rear-guard campaign
to preserve its status and influence within the Washington policy community.

One of the great ironies of the Cold War era was that a system created to insure
against the next Pearl Harbor was, in fact, a pretty good fit for the demands of
anti-Soviet containment. An intelligence community that performed both covert
operations and information gathering and analysis, a massive American military force
backed by a global network of alliances and armed with the “absolute weapon,” and
a decision-making system that was designed to identify and respond to threats to the
national security all contributed to Washington’s ultimate victory over Moscow. Of
course, the politics of preparedness was not without costs, including an acceptance
of budget deficits as a normal state of affairs and a difficulty differentiating between
major threats and minor problems. Furthermore, the characteristic of the Pearl
Harbor system that made it effective during the Cold War—the narrow focus on
one over-riding military threat at the expense of other national priorities—made this
approach to foreign policy entirely inappropriate for the post-Cold War era.

Some commentators did make the case for a new post-Cold War network of
institutions capable of articulating and sustaining a multifaceted foreign policy
consistent with the traditional concept of national interests. After all, the threat
that had justified about eighty percent of U.S. spending on defense and intelligence
was gone, and America found itself in what Richard Haass has described as an
“uncommonly benign” environment that presented the United States with a unique
opportunity to “adjust its foreign policy to cooperate more with other countries.”*
Unfortunately, the debate about institutional reform never gained traction, in part
because there was no political benefit to be derived from questioning the value of
the institutions that had been instrumental in winning the struggle against the Soviet
Union. Washington therefore continued to view world affairs through the lens of
national security and preparedness.

A decade after the fall of the Berlin Wall, General William Navas argued that the
nation could not wait for the next “burning platform” to spur the debate for institutional
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reform.”” One year later, on September 11, the nation had its burning platform. On
the fifth anniversary of the attack, President Bush stated that “For America, 9/11 was
more than a tragedy, it changed the way we look at the world.”” On the contrary,
9/11 validated and reinforced a way of looking at the world that had been in place
since 1941. “No more Pearl Harbors” had been the sine qua non of American foreign
policy for six decades, and now our government had failed this test. This helps to
explain what David Rothkopf has called the Bush administration’s “disproportionate”
response to 9/11: “rather than treating the attack as a manifestation of a new, different,
and more limited type of threat, they [Bush administration] reflexively responded
with the strategies of traditional warfare approaches that had once been reserved for
states.” Rothkopf goes on to speculate that “Perhaps we needed to enlarge the enemy
to be commensurate with the damage done to our collective psyche.”** Or, perhaps
after serving the demands of preparedness for sixty years, America was bound to
overreact when preparedness ultimately failed.

The shock of 9/11 had consequences not just for U.S. policies overseas but
for the national security bureaucracy as well. Some significant institutional and
procedural adjustments did occur following the 9/11 attacks, including the creation
of the Department of Homeland Security and the Office of the Director of National
Intelligence. But the window of opportunity for any debate about comprehensive
reform of the U.S. policy-making machinery was slammed shut, and remains so today.

In the fifteen years that have elapsed since the 9/11 attacks, numerous experts and
policy makers have identified serious problems in the way U.S. foreign policy is made
and managed. Two common complaints bear special mention. The first complaint
relates to the militarization of American foreign policy. There are three aspects to this
issue, the first of which is commonly referred to as the 800-pound gorilla problem—
the disproportionate influence of the military in the policy-making process. Professor
Eliot Cohen has argued that we have nothing to fear as long as our military leaders
continue to accept the fact that they are engaged in an “unequal dialogue” with their
civilian superiors.” The problem is, however, that there are actually two unequal
dialogues at work here. On the one hand, our military leaders do not question the
principle of subordination to their constitutionally designated civilian masters, but
on the other hand, military representatives are so much more influential than their
civilian counterparts in the day-to-day formulation of U.S. foreign policy that it
is difficult for Washington to interpret and respond to events in ways that are not
militarized. The fact that the 800-pound gorilla problem is attributable in large part
to the military’s record of reliable service and the efforts that the armed services have
made to train and educate their leaders does not make the situation any less serious.
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This leads directly to the second aspect of the problem—the so-called hammer-
and-nail issue—defined as the over-reliance on the armed forces to manage problems
that should be handled by civilian agencies. The Obama administration’s pivot to the
Indo-Asia-Pacific region nicely illustrates this issue. Although the rhetoric relating to
the U.S. pivot stresses the need for a multifaceted campaign of political, economic,
and military engagement, the fact is that the president’s advisers had no alternative
but to construct the pivot campaign around the so-called San Francisco system of
alliances and security relationships across the Indo-Asia-Pacific region. We had to play
to our strengths in order to offset China’s economic and geopolitical advantages. In
doing so, however, we have made it easier for Beijing to depict the United States as a
one-trick pony, whose emphasis on military policies is inconsistent with, or actually
threatening to, the diplomatic and economic priorities of many nations in the region.*

The military’s dominance of the policy-making process and the over-reliance on
the armed services for policy implementation would be less of a problem if there was
an atmosphere of trust and familiarity between civilian and military policy makers.
Americans can take great pride in their nation’s history of military subordination to
civilian authority, but four decades after the creation of the All-Volunteer Force, the
American military has taken on many of the characteristics of a military class that is
relatively isolated from the U.S. population that it is sworn to serve. Former Secretary
of Defense Robert Gates communicated his concern about this third trend in civil-
military relations when he warned the cadets at West Point about a situation that
“risks fostering a closed culture of superiority and aloofness.”*

So, what is to be done? Many commentators and policy makers have called for
reforms that will rebalance the playing field between the military and civilian policy-
making communities. Some of these individuals have made the case for a “Goldwater-
Nichols for the interagency” or a “whole of government” arrangement that would
make it easier for various civilian agencies to gain a seat at the table as circumstances
required. The Obama administration attempted to address this problem by enlarging
NSC membership to about 400 people. Derek Chollet has noted that “this is less
a power grab and more a reflection of global complexity and a changing world.”*
Inevitably, however, any attempt to make the NSC look more like a plateau than a
“policy hill” must confront problems of time and resource management. The White
House recently admitted as much when it announced that it was “reversing the trend
of growth” in order to make the NSC staff more “lean, nimble, and policy oriented.”*

Some commentators have also looked beyond the NSC to enhance civilian
capacity in Washington, citing the State Department as the logical counterweight to
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the armed services and calling for its reestablishment as the lead agency in the foreign
policy community. It is at least possible that if Hillary Clinton had been elected she
would have made this case, since she would have been the first former Secretary of
State to become president since James Buchanan. During her tenure as Secretary of
State, Clinton took steps to enhance the status and influence of her agency, including
the launch of the Quadrennial Diplomacy and Development Review in 2010. The
QDDR was a modest first step toward getting the State Department back into the
policy formulation game that has been dominated by the military for decades. But
any attempt to go further would run up against the entrenched prejudices against the
State Department that are shared by Congress and the American people. During the
just-completed presidential campaign candidate Clinton recognized that there was no
benefit in making a strong argument for bolstering the State Department. Of the 32
issues that she listed on her official campaign website, there was no mention of the
need to strengthen State.

The second argument that is often heard regarding the national security
bureaucracy is the need for new mechanisms and procedures for formulating and
sustaining strategy. American foreign policy since the end of the Cold War has often
seemed to validate Robert McNamara’s claim that “there is no longer such a thing as
strategy, there is only crisis management.” It is not that we lack strategy documents.
Indeed, we have far too many documents that send far too many disparate signals
in the service of incompatible interests and goals. Small wonder, then, that even the
National Security Strategy, the document that is supposed to serve as the north star
for an administration’s foreign policy, is often viewed in Washington and around the
world as an “aspirational document”™—just another wish list that does not have to
be taken very seriously. What is needed is an influential institutional actor capable
of assisting in the development of an administration’s strategy and then, more
importantly, serving as the defender and promoter of that strategy in day-to-day
policy debates.

The first logical candidate for this role is the Policy Planning Staff at State, which
was established by Secretary of State George Marshall to perform precisely this type
of strategy formulation function. Reestablishing the Policy Planning Staff as the
lead agency for strategic planning has merit, since it would help address both of the
problems that have been discussed—it would help to “civilianize” the policy-making
process, while at the same time assisting in strategy articulation and implementation.
But moving in this direction would require a major overhaul of a Policy Planning
Staff, which has acquired numerous administrative responsibilities (special projects,
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organizing meetings, speech writing, etc.) over the years.”» More importantly, any
attempt to give the State Department a leadership role in strategic planning would
run into the same problems of lack of public trust and support mentioned earlier.

Another institutional player that is occasionally cited as a candidate for the
articulation and sustainment of strategy is the Office of the Vice President. This idea
is attractive because it would establish a clear role for an office that has been growing
in size and responsibility since the Clinton era. According to the official Senate
website, the Office of the Vice President is the “least understood, most ridiculed, and
most often ignored office in the Federal Government.”* But, in fact, it has become
a valuable utility infielder for three administrations, particularly on issues relating to
foreign affairs and national security. It is understandable under these circumstances
that some experts would see this office as a candidate for the role of shepherd of the
president’s strategy. There are, however, two characteristics of the vice presidency
that raise doubts about this person’s reliability as the president’s institutionalized
agent. First, most vice presidents view the office as a path to the presidency. Second,
the president cannot fire his VP. Neither of these characteristics is conducive to a high
level of trust on the part of the president.

Since neither the State Department nor the Office of Vice President is likely to
be given responsibility for the formulation and sustainment of strategy, a strategic
planning cell within the NSC seems like the best option. There have been several
attempts to develop such a strategic planning cell within the NSC, but these initiatives
have tended to be understaffed and overwhelmed by events. David Rothkopf describes
the atmosphere within the NSC as “constant, frenzied reaction.” He goes on to assert
that “Planning seems not only a luxury, but almost a dereliction of duty given the
pressures of the moment.”* If adequately staffed and resourced, however, and if it is
given sufficient support by the president, there is no reason why such a strategy cell
could not be fenced off from the day-to-day churn of the NSC so that it could focus
on the formulation and sustainment of the president’s strategic priorities. If such a
cell is to avoid the aforementioned problems of militarization, however, it will have to
be composed of representatives of the civilian foreign policy agencies who have the
clout and experience needed to balance the influence of well-trained and well-staffed
members of the armed services.

The US. pivot to the Indo-Asia-Pacific would be a good test for any new agency
responsible for articulating and sustaining U.S. strategy, since the pivot will have to
continue as the nation’s top strategic priority for the foreseeable future. Responding to
the shift in the global base of gravity from West to East will not be an option for the
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next administration; it will be an essential adjustment to geostrategic and geoeconomic
realities. President Obama is to be commended for recognizing this fact, but in the
absence of an agency dedicated to the sustainment of his strategy, it has been difficult
for the Obama administration to avoid being overwhelmed by the inbox.

Conclusion

The shock of Pearl Harbor led to the creation of a network of national security
institutions designed around two questions: Where is the threat? and Who is the
enemy? This Pearl Harbor system served its purpose during the Cold War, but since
that time the costs associated with this narrow and reactive approach to foreign policy
formulation have outweighed the benefits. In an essay written in 1952, Arnold Wolfers
asserted that “Security is a value ... of which a nation can have more or less. ... [E]very
increment of security must be paid for by additional sacrifices of other values. ... Ata
certain point, by something like the economic law of diminishing returns, the gain in
security no longer compensates for the added costs of attaining it.”** One of the most
severe costs that we have incurred has been a gradual erosion of our ability to articulate,
debate, and manage policies based on a multifaceted conception of the national interest.

It would be naive and misleading to conclude with a claim that we have nothing
to fear but fear itself. America faces a wide range of traditional and nontraditional
threats that will continue to demand efficient national security planning. But seventy-
five years after the Pearl Harbor attack, it is time to place national security back in
the context of a foreign policy based on national interests, so that military issues
can be systematically and explicitly weighed against competing economic, political,
and diplomatic priorities. In the conclusion to their new book, War By Other Means,
Robert Blackwill and Jennifer Harris argue that in a situation in which America “faces
a blizzard of international problems...perhaps it is best to return to a compelling
compass for U.S. external behavior—American national interests as a basis for U.S.
grand strategy.””

There is no way to accomplish this fundamental change that does not involve a
significant enhancement of the State Department’s status and influence in Washington
and around the world. In his contribution to this volume, James Steinberg provides
an excellent start to discussions about strengthening State. Readers will note that his
title is a nod to Dean Acheson’s book—Present at the Creation. This book is still the
gold standard for political memoirs, in part because of Acheson’s wonderfully cynical
sense of humor. One example is his account of the celebration held in Washington
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on the occasion of the signing of the NATO treaty. Acheson commends the Marine
Corps band for their “unexpected realism” in choosing to play “I Got Plenty of
Nothin” and “It Ain’t Necessarily So” during the festivities.”® Acheson’s book deserves
mention both because it discusses many of the challenges that the State Department
continues to face, but more importantly because the author is often the harshest critic
of his own agency—citing its reticence to grasp opportunities for advancement in the
scrum of bureaucratic politics. Acheson leveled some of his most withering criticism
at his colleagues in Foggy Bottom who rejected Truman’s offer to make State the
lead agency in intelligence analysis. Depending on how things played out, this one
institutional reform might have permanently established State as the gatekeeper
between the president and the other foreign policy agencies. The themes of missed
opportunities and self-inflicted wounds that permeate Acheson’s memoir are also
present in the State Department’s first QDDR in 2010—which reads at some points
like an institutional mea culpa.”

At one level, at least, the need for a State Department-led, national interests
approach to U.S. foreign policy would seem to be a relatively easy argument to make,
since it is compatible with the kinds of policies that have been recommended by most
of America’s influential experts on world affairs, including Richard Haass’s call for a
foreign policy of “integration,” Joseph Nye’s arguments in support of “smart power
strategies,” Zbigniew Brzezinski’s call for “renovation” and “revitalization,” Fareed
Zakaria’s call for American adjustment to the “rise of the rest,” and Henry Kissinger’s
call for a “strategy and diplomacy that allow for the complexity of the journey.”*®
Unfortunately, these experts write as strategists, for an audience of strategists. Implicit
in this type of argument is the assumption that fundamental reform of the national
security bureaucracy is a policy choice among elites. In fact, the problem is much
deeper and will require a gradual adjustment in the way that Americans think about
foreign affairs. Preparedness is the lens through which Americans look at the world
and define situations. This will not change easily, as illustrated by the criticisms that
President Obama has faced when he has attempted to tamp down alarmist rhetoric
relating to incidents at home or crises abroad.”

In the end, any campaign to reestablish State as the lead agency in the foreign-
policy-making system will require the sustained support of what Harold Koh has
called a “strong plebiscitary president.”* Until we have a president who is willing
and able to invest the political capital in the service of fundamental institutional
reform, we are best served by small steps designed to cope with the most problematic
aspects of the Pearl Harbor system. The cooperation between former Secretary of
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Defense Gates and former Secretary of State Clinton in support of enhanced civilian
capacity is a good example of an informal improvement. Anne-Marie Slaughter’s
recommendation that when the NSC initiates a project, it should designate a
lead agency to manage that project is a simple procedural adjustment that could
significantly enhance the influence of agencies such as the State Department.”' Also
deserving of mention is a very valuable initiative sponsored by the Andrew Mellon
Foundation to help close the civilian-military “gap.” Over the last six years, funds
provided by the Mellon Foundation have allowed thousands of students from seven
liberal arts colleges and seven military education institutions to come together in
academic and social contexts in order to become more familiar with, and more
trusting of, each other.

This volume provides many other recommendations for reform of the national
security bureaucracy that deserve to be considered by the incoming president.
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“Reflecting on a wide range of administrations, we have come to realize the crucial
importance in American foreign policy making of the history deficit: the fact that key
decision-makers know alarmingly little not just of other countries’ pasts, but also of

their own.”

—GRAHAM ALLISON AND NIALL FERGUSON
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pplied history is the explicit attempt to illuminate current challenges and choices

by analyzing historical precedents and analogues. Mainstream historians begin
with a past event or era and attempt to provide an account of what happened and why.
Applied historians begin with a current choice or predicament and attempt to analyze
the historical record to provide perspective, stimulate imagination, find clues about
what is likely to happen, suggest possible policy interventions, and assess probable
consequences. It might be said that applied history is to mainstream history as medical
practice is to biochemistry, or engineering to physics. But that analogy is not quite
right, as in the realm of science there is mutual respect between practitioners and
theorists. In the realm of policy, by contrast, one finds a culture of mutual contempt
between practitioners and historians. Applied history is an attempt to address that.

The Applied History Project at Harvard's Kennedy School seeks to revitalize the
study and practice of history in the tradition of two twentieth century giants: the
modern historian Ernest May and the leading analyst of the American presidency,
Richard Neustadt. Their book Thinking in Time, published in 1986, provides the
foundation on which we intend to build." An urgently needed companion volume
might be titled Acting in Time. Over the past decade, particularly as one of us was
engaged in research for a biography of Henry Kissinger, we shared a humbling
epiphany. It has been said that most Americans live in the “United States of Amnesia.”
What we had not fully appreciated is how often this includes American policy makers
as well. Reflecting on a wide range of administrations, we have come to realize the
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crucial importance in American foreign policy making of the history deficit: the fact
that key decision-makers know alarmingly little not just of other countries pasts, but
also of their own.

Speaking about his book, Doomed to Succeed: The U.S.-Israel Relationship from
Truman to Obama, veteran U.S. diplomat Dennis Ross recently noted that “almost no
administration’s leading figures know the history of what we have done in the Middle
East.”? Neither do they know the history of the region itself. In 2003, when President
George Bush chose to topple Saddam Hussein and replace his regime with an elected
government that represented the majority of Iraqis, he did not appear to appreciate
either the difference between Sunni and Shiite Muslims or the significance of the
fact that Saddam’s regime was led by a Sunni minority that had suppressed the Shiite
majority. He failed to heed warnings that the predictable consequence of this choice
would be a Shiite-dominated Baghdad beholden to the Shiite champion in the Middle
East—Iran. Indeed, in attempting to explain the consequences of this fateful choice,
one of the leaders from the region is reported to have told President Bush that if he
cut down the tallest tree in the region (Saddam), he should not be surprised when he
found the second tallest tree towering over the others.

The problem is by no means limited to the Middle East or to Bush. The
Obama administration’s inability or unwillingness to recognize the deep historical
relationship between Russia and Ukraine left it blind to the predictable consequences
of European Union initiatives in late 2013 and early 2014 to lead Ukraine down a
path to membership in the EU and, in time, NATO. “I don’t really even need George
Kennan right now,” Obama told the editor of the New Yorker in an interview published
in January 2014, referring to one of the great applied historians of the early Cold War.
Within two months Russia had annexed Crimea.

Even more remarkable, however, is the apparent ignorance of the Republican
candidate for the presidency of the historical significance of his own foreign policy
mantra, “‘America First.”

While this history deficit is only one of the weaknesses in the foreign policy of
recent administrations of both parties, it is one that is more amenable to repair than
most. Yet to address this deficit it is not enough for a president occasionally to invite
friendly historians to dinner, as Obama has been known to do. Nor is it enough to
appoint a court historian, as John E Kennedy did with Arthur M. Schlesinger Jr.

We urge the candidates currently running for president to announce now that, if
elected, they will establish a White House Council of Historical Advisers analogous
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to the Council of Economic Advisers established after World War II. Several eminent
historians made similar recommendations to Presidents Carter and Reagan during
their administrations: the checkered record of U.S. foreign policy since 1977 suggests
that, in failing to do so, Carter and Reagan missed a great opportunity. We suggest
this council’s charter begin with Thucydides” observation that “events of future
history will be of the same nature—or nearly so—as the history of the past, so long as
men are men.” While applied historians will never be clairvoyants with an unclouded
crystal ball, we agree with Winston Churchill that “the longer you can look back, the
farther you can look forward.” The next president’s charge to this council should be
to provide historical perspectives on contemporary problems.

Imagine that President Obama had such a council today. What assignments could
he give them? How could their responses help inform choices he now faces?

Start with the most intractable issue the president and his national security
team have been debating recently: What to do about ISIS? He could ask his applied
historians whether or not we have even seen anything like this before, and if so, which
precedents seem most similar? He could ask further what happened in those cases, and
thus, what clues they offer about what might happen in this one. We infer from recent
statements that the administration tends to see ISIS as essentially a new version of
al-Qaeda, and the goal of policy is to decapitate it, as al-Qaeda was decapitated with
the assassination of Osama bin Laden in 2011. But there is good reason to believe
that ISIS is quite different in structure from al-Qaeda and may in fact be a classic
acephalous network.

Our initial search for precedents and analogues for ISIS includes 50 prior cases
of similarly brutal, fanatical, purpose-driven groups, including the Bolsheviks of
the Russian Revolution. Deciding which characteristics of ISIS we consider most
salient—for example, its revolutionary politics or its religious millenarianism—helps
us to narrow this list to the most instructive analogues. A systematic study of these
other cases could help steer the president away from a potentially erroneous equation
of ISIS with its most recent forerunner.

That this kind of approach can be invaluable is illustrated by the U.S. government’s
response to the Great Recession of 2008. That September saw the biggest shock to
the U.S. economy since the Great Depression. In 24 hours, the Dow Jones industrial
average plummeted, credit swaps among major banks froze, and the shock spread
almost instantly to international markets. In the words of then-Secretary of the
Treasury Hank Paulson, “the ‘system-wide’ crisis was more severe and unpredictable
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than any in our lifetimes.” For that reason, historical knowledge of earlier financial
crises—and particularly the Great Depression that began in 1929—was at a premium.

It was sheer good luck that the chairman of the Federal Reserve from 2006 to
2014 was also a serious student of economic history. As Ben Bernanke wrote in his
2015 memoir, “understanding what was happening in the context of history proved
invaluable” because “the crisis of 2007-2009 was best understood as a descendant
of the classic financial panics of the nineteenth and early twentieth centuries.”” The
specter that haunted Bernanke most was the Great Depression of 1929. While some
criticized his “obsession” with the post-1929 depression, there can be no doubt about
his commitment not to repeat the mistakes that contributed to that catastrophe.

In a 2010 speech, Bernanke identified lessons from the Great Depression for policy
makers today: “First, economic prosperity depends on financial stability; second,
policy makers must respond forcefully, creatively, and decisively to severe financial
crises; third, crises that are international in scope require an international response.”
Bernanke’s Fed acted decisively, inventing unprecedented initiatives that stretched—
if not exceeded—the Fed’s legal powers, such as purchasing not only bonds issued
by the federal government but also mortgage-backed and other securities in what
was called “quantitative easing.” The speed of the Fed’s international initiatives to
backstop other central banks and persuade them to collaborate in cutting short-
term interest rates so as to enhance stability can also be traced back to Bernanke’s
knowledge of mistakes made in the Great Depression. Although the recent crisis took
place in a radically different financial and economic context, Bernanke wrote in the
conclusion of his memoir, “it thymed with past panics.”

Just as the financial storm was gathering, our colleagues Carmen Reinhart and
Ken Rogoft were just completing a decade of research during which they had
assembled a database of 350 financial crises over the past eight centuries. Their book
This Time is Different: Eight Centuries of Financial Folly explicitly analyzed “precedents
and analogues” with a view to illuminating current events. In testimony to Congress
and a series of op-eds in late 2008 and early 2009, they argued that recessions caused
by financial crises tend to persist for much longer than business-cycle recessions.
Indeed, they opined that the “current crisis could mean stunted U.S. growth for at
least five to seven more years,” and that it would leave behind a legacy of significantly
higher public debt.® Though hotly contested at the time by those who claimed
that monetary and fiscal stimulus would achieve a rapid “v-shaped” recovery, their
historically derived insights have proven prescient.
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While Western economies stagnated, China continued its meteoric growth
and increasingly realized its ability to reap geopolitical benefits from its newfound
financial power. Will China’s rise result in war with the United States? In a chapter
written for the 2009 volume Power and Restraint, Ernest May offered an instructive
demonstration of how the analysis of analogues and precedents can provide clues
about “alternative patterns that might play out in U.S.-Chinese relationships.” To do
this, he considered “experience at the turn of the century and in the 1920s that can be
instructive in suggesting some of the processes that engendered enmity or friendship
across national boundaries.” Specifically, he compared and contrasted interactions
between Britain and two rising powers: Germany on the one hand, and the United
States on the other. Britain and Germany, he notes, could have remained at peace
since they “were essentially similar in culture, values, and institutions.” “Why,” then,
“did the next two decades see Britain and Germany instead become enemies?” “Why
did Britain not react to America’s challenges as to those from Germany?”

May’s analysis is subtle and nuanced, as it always was. In the first case, he
concluded that “most of the blame has to go to Germany and its willful ruler,
Kaiser Wilhelm II.” Indeed, he argued that “the central reason for Germany’s self-
destructive behavior was that the kaiser and his ministers were preoccupied with
their own domestic politics.” “Wilhelm and his ministers found it useful—almost
necessary—to have trouble abroad in order to maintain quiet at home.” Reflecting
on the consequences, he drew a telling lesson for China: “the example of Imperial
Germany clearly warns how dangerous it can be for a rising power to use foreign
policy as a means of satisfying domestic political needs.”

In contrast, by finding ways to accommodate a rising United States, Britain
demonstrated “how a great nation can benefit from swallowing its pride and being
guided by long-term calculations of interest, both international and domestic.” In
the shaping of British foreign policy, “a chain of British decision-makers calculated
coldly that the cost of resisting American pretentions would be too high.” May thus
applauded the British government’s wise choice “to make a virtue of necessity and
to yield to the Americans in every dispute with as good grace as was permitted.”
When a Liberal government came to power in 1906, British policy culminated in the
new Foreign Secretary’s declaration that “the pursuit and maintenance of American
friendship was and would be a ‘cardinal policy’ of the United Kingdom.”

As one of us has argued, another analogy for the U.S.-China relationship can be
found as early as the tensions between ancient Athens and Sparta. As the Athenian
historian Thucydides explained brilliantly in his account of the Peloponnesian War,
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“What made war inevitable was the growth of Athenian power and the fear which
this caused in Sparta.” The Thucydides Trap—the inevitable structural stress that
occurs when a rapidly rising power threatens to displace a ruling power—serves as
the best framework available for thinking about U.S.-China relations today and in the
years ahead. One of us has led a team of researchers at Harvard Kennedy School’s
Belfer Center that reviewed the leading historical accounts of the last 500 years and
identified 16 cases when this occurred. In 12 of those cases, the outcome was war.
The study represents one possible answer a Council of Historical Advisers could give
to the president if he asked whether or not precedents exist for the current U.S.-China
relationship.

To be sure, as Ernest May repeatedly reminded students and policy makers alike,
historical analogies are easy to get wrong. Amateur analogies were commonplace
in the wake of the 9/11 attacks, ranging from the then-president’s own comparison
with Pearl Harbor to the even worse parallels drawn by some members of his
administration between Saddam Hussein and the leaders of the World War IT Axis
powers. To guard against such errors, May counseled that when considering a
historical analogy, one should always follow a simple procedure: put the analogy as
the headline on a sheet of paper; draw a straight line down the middle of the page;
write “similar” at the top of one column and “different” at the top of the other; and
then set to work. If you are unable to list at least three points of similarity and three
of difference, then you should consult a historian.

To apply this “May Method” amid the flurry of analogizing on the 100th
anniversary of the outbreak of World War I, one of us compared challenges facing
U.S. and Chinese leaders today with those faced by European leaders in 1914. That
analysis highlighted seven salient similarities as well as seven instructive differences,
and concluded that “the probability of war between the United States and China in
the decade ahead is higher than I imagined before examining the analogy—but still
unlikely. Indeed, if statesmen in both countries reflect on what happened a century
ago, perspective and insights from this past can be applied now to make risks of war
even lower.”

As the most consequential modern practitioner of applied history, Henry Kissinger,
put it, “History is not a cookbook offering pretested recipes. It teaches by analogy,
not by maxims.” History “illuminates the consequences of actions in comparable
situations.” But—and here is the art that requires both imagination and judgment—
for it to do so, “each generation must discover for itself what situations are in fact
comparable.”
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“Is it unprecedented?” is just one of a number of questions or assignments that
we propose the president could give his or her Council of Historical Advisers. Others
include:

¢ What lessons of statecraft from a former president’s handling of another
crisis could be applied to a current challenge? (What would X have done?)

e Whatis the significance of a historical anniversary for the present (a common
topic for presidential speeches)?

e What s the relevant history of the state, institution, or issue at hand?

e What if some action had not been taken (the kind of question too seldom
asked after a policy failure)?

e Grand strategic questions like “Can the United States avoid decline?”

e Speculative questions about seemingly improbable future scenarios.

Most presidents have a favorite predecessor. In developing his strategy for meeting
Iran’s nuclear challenge, President Obama is reported to have reflected on WWKD?
(What would Kennedy do?) His choice of an “ugly deal” to stop the advance of Iran’s
nuclear program rather than the bombing of its uranium enrichment plants (as Israeli
Prime Minister Benjamin Netanyahu hoped he might) or acquiescing in an Iranian
fait accompli (as some of his advisers thought inevitable) had some parallels with
Kennedy'’s choices in the Cuban Missile Crisis to strike a deal with Nikita Khrushchev
rather than risk an invasion of Cuba or learn to live with Soviet missiles off the Florida
coast. Two key points were that the successful deal in 1962 was based on secret
negotiations with Moscow—even though that unsettled some American allies—and
that there was a middle ground between complete capitulation and nuclear war.

A third type of assignment the president could give his historians would be to
take the anniversary of a major historical event as an occasion to reflect on current
challenges. The ongoing centennial of World War I has provided leaders with an
important opportunity to speak about its significance. Despite the fact that a general
European war seemed to many contemporaries unthinkable, and despite the fact that
the economies of Britain and Germany were so heavily interdependent, war broke
out and proved impossible to end by diplomatic means. When it ended four years
later with the disintegration of the Central Powers, more than ten million men had
lost their lives prematurely, and Europe had been severely weakened.
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In the decade before this war, the major governments had made a series of
commitments to each other that created what Kissinger has called a “diplomatic
doomsday machine.” As the strategic competition between the United States and
China in the South and East China Seas intensifies, applied historians could usefully
carry out a serious review of U.S. commitments to Japan, the Philippines, and others
that might one day function as a modern-day equivalent.

A fourth type of assignment suitable for the president’s historians would be to
determine the relevant history of the state, institution, or issue at hand, and how
foreign counterparts understand that history. In dealing with foreign nations, we
should never forget Henry Kissinger’s observation that “history is the memory of
states” and that “for nations, history plays the role that character confers on human
beings.” Learning the history of other nations, and honing the skills of historical
enquiry in general, can help to promote cultural empathy. As Sir Michael Howard
argued thirty-five years ago, any proper historical education must teach its students
“how to step outside their own cultural skins and enter the minds of others; the
minds not only of our own forebears, enormously valuable though this is, but of
those of our contemporaries who have inherited a different experience from the
past.” Unfortunately, many of our elites can be, as Sir Michael put it, “people often
of masterful intelligence, trained usually in law or economics or perhaps in political
science, who have led their governments into disastrous decisions and miscalculations
because they have no awareness whatsoever of the historical background, the cultural
universe, of the foreign societies with which they have to deal.” We cannot understand
the decisions of key players in foreign nations without grasping how they themselves
understand their nation’s history, for, in Sir Michael’s words, “all we believe about the
present depends on what we believe about the past.”

Therefore, in preparing to engage China’s leaders, what might the next president
ask his or her council? A useful starting assignment would be: How does Xi Jinping
understand the arc of Chinese history and his role in China’s future? Does he see his
mission simply as rounding out China’s economic development and restoring it to
its historically “normal” role as the biggest country in the world after its “century
of humiliation?” If so, we could expect to see the emergence of a richer and more
confident China, but probably embedded in a “status quo” system still fundamentally
shaped by U.S. power and institutions. Or does he also seek to revise the international
order by displacing the United States as the predominant Asian and perhaps global
power in the foreseeable future? In answering this assignment, the applied historians
could draw on the recorded wisdom of a man who perhaps understood the worldview
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and historical consciousness of China’s leaders better than anyone: the late leader of
Singapore, Lee Kuan Yew. Lee—whom every Chinese leader since Deng Xiaoping,
including Xi, has called a “mentor”—argued that “the size of China’s displacement
of the world balance is such that the world must find a new balance,” and that China
“wants to be China and accepted as such—not as an honorary member of the West.”
When asked if China’s leaders wish to supplant the United States, Lee responded:
“Of course. Why not? How could [the Chinese] not aspire to be number one in Asia
and, in time, the world?”

One clear example of how the history deficit can be dangerous becomes apparent
when considering America’s dealings in the Middle East. If the president who takes
office in 2017 were preparing to engage the leaders of Israel and the leading Arab
nations on the Israeli-Palestinian conundrum, what might he or she ask the applied
historians? A good start would be to ask them what have been the most significant U.S.
policies and actions in the region in recent decades and how key players in Israel, the
Palestinian territories, Jordan, Saudi Arabia, Egypt, and Iran interpret and remember
those decisions. As Dennis Ross has noted, while U.S. leaders are usually ignorant of
our previous actions in the Middle East, “those in the region know the history very
well.” How does the experience they have inherited from the past differ from ours?
What lessons have they drawn from U.S. behavior?

A fifth type of assignment for applied historians is to pose and answer “what
if?” questions designed to analyze past decision-making. Addressing such questions
requires disciplined counterfactual reasoning. While many mainstream historians
have voiced reservations about counterfactual analysis, this method lies at the heart
of every historical account. As one of us argued in Virtual History, “it is a logical
necessity when asking questions about causation to pose ‘but for’ questions, and to
try to imagine what would have happened if our supposed cause had been absent.”

When assessing the relative importance of various possible causes of World War I,
historians make judgments about what would have happened in the absence of these
factors. Methods developed for doing this systematically can be employed by applied
historians in considering current policy choices. Thus, President Obama’s successor
could ask his Council of Historical Advisers to replay 2013. What if Obama had opted
to enforce the “red line” in Syria against the Assad regime, rather than delegating the
removal of chemical weapons from Syria to the Russian government? And what if,
in January 2014, the EU had not offered Ukraine an economic association agreement
that was clearly designed to pull Kiev westward? Would President Putin still have
intervened militarily in Ukraine?
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A sixth kind of question for the Council of Historical Advisers would be of a
fundamentally strategic nature. Is the United States in irreversible decline? Can
it overcome the challenges facing it to lead a new "American century,” or will the
coming decades see the steady erosion of American power? Applied historians
would begin by noting the recurring streak in American political culture of what
Sam Huntington labeled “declinism.” Many people were convinced that the United
States was being overtaken by the Soviet Union in the late 1950s and 1960s, or by
Japan in the 1980s. But in none of the earlier cases had the majority of Americans
lost faith in the American Dream: the belief that if one works hard and plays by the
rules, one’s children will have more opportunities and a higher standard of living
than their parents. In the past generation, as middle-class incomes have stagnated,
that belief has been eroded. Bismarck defined a statesman as “a politician who thinks
of his grandchildren.” It is unclear whether the current American political system
would allow such a statesman to enact the farsighted policies required to address the
growing problem of intergeneration inequity—or indeed to be elected in the first
place. The current generation is the first in the history of the United States to have
asked, in essence, “What have our children and grandchildren ever done for us?” A
truly visionary president would revive the importance of our posterity as the most
important constituent of a well-governed republic.

Finally, a more speculative assignment, but still a vital one, would be to ask
the council: “What unlikely but possible strategic upheavals might we face in the
medium-term?”

¢ Wil ISIS buy or steal a nuclear weapon?

«  Will Chinese and Japanese forces clash in the East China Sea, sparking a wider
war?

e Will the Saudi royal family be deposed?
¢ Will the European Union disintegrate?
e Will Russia invade a Baltic state?

While some of these scenarios may seem far-fetched, recall this time six years ago:
How many pundits would have predicted the timing or speed of the Arab Spring,
or that Syria would now lie in ruins? Two and a half years ago, how many believed
it probable that Vladimir Putin would invade Crimea, that his proxies would shoot
down a Dutch airliner, or that he would commit combat forces to Syria?
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Of course, building future scenarios is part of what intelligence agencies do. Yet,
currently, historians play a very small part in this process. Applied historians do not
have crystal balls. But they do have certain advantages over those who would try to
answer such questions with models and regression analysis. They know that dramatic
events that were dismissed as implausible before the fact are in hindsight frequently
described as inevitable. Their study of previous sharp discontinuities encourages a
“historical sensibility” that is attuned to the long-term rhythms, strategic surprise,
and daring coups de main that run through history.

This historical sensibility can prove invaluable. One applied historian, now well-
known for discerning and profiting from long-term historical cycles in markets,
developed so much of an historical sensibility while writing a doctoral dissertation on
the relationship between commodities and the grand strategy of the British Empire
that he was able to anticipate Iraq’s seizure of Kuwait’s oil fields, a full two years
before Saddam made his move.

For too long, history has been disparaged as a “soft” subject, often by social
scientists offering spuriously hard certainty. We believe it is time for a new and
rigorous applied history to close America’s history deficit. Not only do we want to
see it incorporated into the Executive Office of the President, alongside the economic
expertise that has so long been seen as indispensable to the executive branch. We also
want to see it develop as a discipline in its own right in our universities, beginning at
Harvard.

Harvard’'s Applied History Project is taking a “big tent” approach to revitalizing
applied history in the academy and promoting its use in government, business, and
other sectors of society. We stake no claim to inventing the concept: indeed, we trace
its origins back at least to Thucydides and acknowledge that it had been a major
strand in mainstream history until recent decades. We make no claim to exclusivity:
indeed, we applaud colleagues—and mentors—such as Sir Michael Howard of
Oxford or Paul Kennedy of Yale, whose contributions in this domain we celebrate
and hope to emulate.

We encourage journalists to ask candidates for the presidency how they intend
to eliminate the history deficit in American policy making. The slogan “America
First” has a bad history. A better slogan—which has no past to speak of in the United
States—might be “History First.”
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“The burden of being the most powerful nation puts a unique responsibility on the
U.S. president’s shoulders to navigate the world through the upheavals that come ever
more frequently and more urgently.”

—]JOHN SAWERS
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Global Challenges 2017:
What Are The Threats Ahead?

John Sawers
Chairman and Partner
Macro Advisory Partners

Turbulent, unpredictable, volatile, complex. These adjectives often describe
today’s world. The next U.S. president won’t have the “in-tray from hell” that
President Obama inherited—two counter-insurgency wars, a global financial crisis,
and an economic recession. But she or he will inherit the presidency against a
backdrop of sharp domestic division and diminished U.S. power.

Seven Features of the World of 2017

Reduced U.S./Western dominance. In the 1980s, the G7 countries contributed
close to 70 percent of global GDP.In 2015, it had fallen to 47 percent. The International
Monetary Fund projects it will fall further, to 44 percent in 2021. Politically, the U.S. is
no longer the global hegemon that it was from 1990-2008. The forces of globalization
and integration are still in place—technology, trade in services as well as goods, global
finance, greater movement of people and jobs. But the world is more splintered,
with regional powers acting more independently in politics, security, and business.
We live in a matrix world with forces of integration operating alongside forces of
fragmentation and protectionism. As a consequence, U.S. leadership is much harder
to assert.

Reduced U.S. confidence. Partly in reaction to Iraq and Afghanistan, the U.S.
has become much more cautious in projecting power. U.S. leadership under Obama,
reflecting public opinion, has been circumspect, at times hesitant. Russia (in Ukraine
and Syria) and China (in the South China Sea) have used their new investments
in military capability to project military power in a way not seen since the Soviet
invasion of Afghanistan. The U.S. has not yet found a way to respond to this new
assertiveness. The “reset with Russia” was short lived, and Russia’s hybrid warfare
poses a new challenge to NATO. The “pivot to Asia” has little to show for it so far.
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Elsewhere, Obama’s deliberate contrast to Bush’s use of U.S. power has not been
a strategic success. The Arab Spring was over-hyped by the media, but if there was
an opportunity for change, then it was missed. “Leading from behind” in Libya left
behind chaos. Nonintervention in Syria has proved more costly in human terms
than intervention did in Iraq. Europe bears some of the responsibility for all this. Its
preoccupation with its own problems hasn’t helped, though where U.S. leadership has
been on show (e.g., sanctions against Russia over Ukraine), European solidarity has
been greater than some would have expected. Valuable progress on Iran and Cuba
are positives in Obama’s record, but they aren’t the core of Obama’s legacy to his
SuCCessor.

A global economy that is muddling through. Global growth has slipped to
below 2.5 percent, which is unsatisfactory, but not as bad as it might be. The global
financial system is back on its feet, though still with pockets of vulnerability (e.g.,
Italian banks). The U.S. has resumed its traditional role as the driver of global growth,
but that growth will be anemic. The Eurozone has only just returned to 2008 levels
of output and is underperforming. The Brexit decision has set back the UK economy
and will lead to several years of uncertainty affecting the rest of the EU too. Japan
hasn’t yet shrugged off its 25 years of sclerosis. China’s slowdown is probably greater
than shown in Chinese statistics, and the scale of Chinese debt (237 percent of GDP)
is a vulnerability. Oil producers are still struggling to adjust to the halving of the oil
price, and few countries—India is the main exception—have converted the dividend
from lower energy costs into higher growth.

Huge political change in Western democracies. In the 1990s, the “third way”
was the new politics on the center-left. “Compassionate conservatism” emerged in
the 2000s on the center-right. Both sought the center ground as the path to electoral
success. The Tea Party in the United States challenged that orthodoxy but may now
itself be overtaken. Eight years after the global financial crash, we face a rising tide
of anti-establishment sentiment as the global economy fails to deliver benefits for the
average Western employee. Worse, there is a growing under-class of people, many
with college degrees, who live precariously on the fringe of the economy. All this
is driving politics on the left (Sanders, Corbyn, Syriza, Podemos) and right (Trump,
Le Pen, Wilders, the Five Star Movement, AfD) toward simplicity, populism, and
nationalism. The West does not have its own house in order.

The return of Big Man politics internationally. In both autocracies and
democracies, political power is shifting from institutions and political parties back to
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individuals. Putin, Xi, Erdogan, Modi, Abe, Zuma, and Trump are all examples. They
concentrate power on themselves, suppress sources of opposition both within and
outside their political organizations, and often see themselves as above criticism and
legal constraint. They can act capriciously, with little notice. There are exceptions—
Latin America is moving away from such politics. But the rest of the World seems to
aspire to Chavez-type leadership and Peronist-type movements just as Chavez-ism is
dying and Peronism is, for now at least, marginalized. Maybe the rise of composed,
politically strong female leaders, like Angela Merkel, Theresa May, and Hillary
Clinton, will challenge the ugly old politics many countries are reverting to.

Technology is continuing to act as an engine of progress and also a disruptor
of business and society. We may think our lives have already been transformed by
technology. But technology-driven change is only going to accelerate. To take one
example, fracking can be credited with halving the oil price as it broke Saudi Arabia’s
role as swing producer and ended the oil cartel. Data analytics is massively improving
efficiency and safety; however, it is also going to change notions of accountability
and privacy. Artificial Intelligence will challenge white-collar jobs in the way robotics
displaced blue-collar workers. Technology is a great equalizer at one level, but the
new media it has spawned has fueled populism and undermined representative
democracy. In the economy, technology is a driver of inequality: the benefits go to
the few, and the savings generated come from the many. And technology is morally
neutral: it is used by the enemies of society just as much as for society’s benefit. Cyber
crime now outweighs all other types of criminality. And cyber warfare threatens to
change how hostilities between states are settled.

The Islamic world is a mess, with consequences for Western societies. While
most regions of the world move gradually forward, the Islamic world, especially
the Arab world, remains riven by poor governance and sectarian disputes. Worse,
the resulting disorder projects itself outward through terrorist organizations and
migration pressures, which impact basic security in Western countries. Furthermore,
the extremist groups seem to be deliberately provoking a violent backlash in order to
increase tensions and polarize opinion.

Four Themes for the Next President’s Foreign Policy

So, against this very difficult backdrop, what should be the new U.S. president’s
priorities when he or she takes office next January?
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1. Restore Western unity and respect for U.S. leadership.

Power in the world reflects strength at home. The West has been weakened by
poor economic performance and domestic division. The U.S. political system is
proving to be dysfunctional. The European Union is too remote from its citizens and
is struggling to match its big achievements, like the common currency and stabilizing
Central Europe, with the political structures required. Japan is showing signs of a
new assertiveness—a mixed blessing maybe, but one that needs to be harnessed to
wider Western interests.

No single country is responsible for the health of the transatlantic relationship
or the wider Western alliance. But the US. president has the unique ability to
galvanize and lead. While Western leaders are overly consumed by second-order
domestic political issues—David Cameron was a perfect example—the rise of illiberal
democracies and “managed” market economies is posing a major threat to the West’s
interests and values. Far from 1989 marking the undisputed triumph of plural politics
and market economics, the Western system is now facing a challenge just as serious
as the challenges from fascism in the 1930s and communism in the Cold War.

A reassertion of our values and goals is required, coupled with tangible
commitments to defense, security, rule of law, free markets, and human rights to
underpin the Western system. That means the new U.S. president would be wise
to invest in an effort with Europe, Japan, and other like-minded allies, like South
Korea, Canada, and Australia, with the aim of the West once again becoming the
lode star for countries in Latin America, Asia, and Africa. This would also mean
making difficult decisions to restore health to America’s democracy and to meet the
reasonable expectations of America’s allies (e.g., climate change).

2. Put great-power relations on a stable footing.

Relations between the great powers require active management and clear strategic
thinking. The era of U.S. domination has proved brief, and we have to adjust.

The U.S.-China relationship is central to global stability, and the United States has
done a good job in recent years in building a balanced relationship, drawing China
into the international economic system while maintaining America’s leading role
in Asia. It was easier while Deng Xiaoping’s “hide and bide” approach prevailed. Xi
Jinping has set that aside and is asserting China’s power in Asia—in many ways a
natural consequence of China’s economic clout but deeply troubling to East and
Southeast Asian nations.
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Accommodating China’s rise is the central challenge in the world. But that
requires some difficult decisions on how power in Asia can be shared. Containing—
or “balancing” as some scholars put it—China’s rise is a path to confrontation. But
failing to stand up to China simply leads them to plough on inexorably, as they have
done in the last decade in the South China Sea and in the cyber realm.

China’s behavior will be shaped by U.S. policies and actions. However hard to
envisage, a cooperative relationship is more likely to generate a win-win result than
a competitive relationship. The latter is likely to end in spheres of influence and the
U.S. being pushed slowly backward in Asia. As well as all the sectoral dialogues with
China, the new U.S. president needs a trusted envoy to explore with those close to
Xi how global stability and security is to be managed over the next twenty years and
beyond.

One specific challenge facing U.S.-China relations is North Korea. The problem
will assume a new order of magnitude during the next president’s term in office,
when Pyongyang will be able to deliver a nuclear warhead to the continental United
States. That is a threat that would be hard for any U.S. leader to abide. Missile defense
may provide some protection, but it would only be a matter of time before North
Korea’s capability would overwhelm U.S. defenses. If North Korea has to be forcibly
disarmed, that is likely to require the removal of the Kim Jong-un regime. China
has no liking for Kim, but has always preferred backing him over applying serious
pressure to disarm. An understanding regarding North Korea at the highest level will
be required, and that will pose enormously difficult decisions for both the U.S. and
Chinese leaders.

Russia is not the same order of challenge as China, nor is it really any longer a
great power, except in terms of the damage it can bring about. But that should be
enough reason for the next president to develop a clear strategy for Russia and not
just deal with Russia when it creates a problem or is needed (e.g., in the UN Security
Council). Better and clearer communications will be needed, especially in private.
Ukraine is an example of a crisis that, in part, grew out of the lack of a trusted top-
level relationship between Putin and Obama and Russia’s false assessment of what was
happening on the ground. There has been better strategic-level communication over
Syria. We need to manage relations with Russia carefully while its power gradually
declines, not rub its nose in it—even though Russia would delight in doing that if the
roles were reversed.
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The next president will need to invest much time managing great-power relations.
Decision-making in Beijing and Moscow is heavily centralized, and the right signals
have to be driven through the administrations in all three capitals to move away from
a presumption of military confrontation and hardball diplomacy. We may have to fall
back on that at times, but it would be self-fulfilling if that is our starting assumption.

3. Promote economic growth at home and abroad.

Rising prosperity contributes to stability. It integrates more nations into the global
economy and, within countries, it promotes a rising middle class and better balanced
societies. All these encourage moderation in leaders’ behavior and increase the scope
for win-win solutions to interstate problems.

The world is still recovering from the financial crash. Emerging markets seemed
to fare better than Western markets after 2008, but that was largely because of a
massive injection of credit into China’s economy, which has contributed to its current
slowdown. Western economies are more robust than ten years ago, and our financial
systems are more resilient. New technologies come overwhelmingly from the West
and provide a new competitive edge. Interest rates are at an all-time low. But global
growth has slowed, and the decline in energy prices seems to have held back growth
more than it has stimulated it.

Figure 1. Percent Change in Real GDP in the World, Select Countries,
and Country Groupings (1990-2015)
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Protectionist demands in the West are fueled by concern that the globalized
economy has led to a stagnation in median Western incomes and a rise in the power
of countries that are not natural allies of the West. No leader can just ignore those
concerns. But the means being pursued—both candidates have turned their backs
on free trade—is likely to further set back global growth at a time when the global
economy badly needs more stimulus. It is hard to see how the Transatlantic Trade and
Investment Partnership and the Trans-Pacific Partnership can survive if they aren’t
concluded under Obama. But the next president should strive to keep them alive.

Figure 2. Year-Over-Year Percentage Change in Global Trade Volumes
(January 2001-May 2016)
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The next U.S. president needs to more broadly prioritize economic growth, and
ensure that the benefits of growth are felt by all. This is needed to reestablish the
political health of Western countries and also to bind emerging-market countries into
the U.S.-led international system. But that system too needs to be adjusted to reflect
the new realities. The emergence of the Asian Infrastructure Investment Bank was
a result of the U.S. Congress’s failure to adjust voting powers in the IMF and World
Bank. When U.S. leadership is inflexible, as it was in this case, other powers will find
workarounds, and the U.S. in the longer term will lose out.

4. Help restore stability and build a better order in the Islamic world.

Much though we would like to reduce our engagement and devote time to more
rewarding regions, like Latin America and Asia, the Middle East and the surrounding
region from Pakistan to Morocco will continue to command our attention.
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The cocktail offered by the region is a lethal one, more so than eight years ago:

e A failure of governance in much of the Arab World with serious weaknesses
too in Iran and Pakistan

¢ Heightening sectarian and ethnic tensions, and proxy conflicts between Saudi
Arabia and Iran

e The emergence in the post-Arab Spring of wide areas of disorder driving
millions from their homes, destabilizing neighboring countries and the
European Union, and creating a new generation of disaffected and under-
educated Muslim youth

e Terrorist groups exploiting the ungoverned spaces to control territory, build
their support, and orchestrate terror attacks across the region and in the West

e 'The fall in oil and gas revenues leading to huge budget deficits in countries
that had recently raised public spending to counter discontent

e A poor work ethic, resistance to women in the workplace, weak bureaucratic
capacity

What signs of hope are there?

There are some. ISIS’s progress has been stalled, and the space available to them
in Syria, Iraq, and Libya is being squeezed. Saudi Arabia’s deputy crown prince has
set out a new and encouraging vision for his country, and he now needs help to
fulfill it in a way that doesn’t lead to expectations being raised and then dashed. Iran’s
revolution is now middle-aged, and the country’s politics are gradually moving away
from the ayatollahs and the securocrats. The popular response to the coup attempt in
Turkey shows a resistance to military rule despite Erdogan’s suppression of political
freedoms. Pakistan has edged back from chaos, and a rapprochement with India
is once again conceivable. The Arab monarchies have shown that consent can be
maintained if populations benefit from public services and have opportunities to
work. And in Tunisia and Morocco, elected governments are showing that—within
bounds—democracy can slowly be built in the region.

The Middle East is no longer about the Israel-Palestine issue, if it ever really was.
There is a much deeper dysfunction that requires American attention if the leaders
in the region are to find a way forward. There are building blocks to work with,
and America remains the dominant influence at both leadership and popular levels.
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Part of the purpose of presidential engagement is damage limitation. But America
will live to regret it if benign neglect, born of war weariness and greater energy
independence, leads to even more regional turmoil.

Conclusion

Today’s world is much less congenial to Western interests than the one that existed
when President Bill Clinton assumed office. Most of the changes over the last twenty-
four years have made life more difficult for a U.S. leader. But I am conscious that the
priorities I have set out for the next U.S. president are not vastly different. Yes, there
are specific threats, like climate change, migration, and cyber warfare, that have to
be addressed, and there are regions of the world, like Latin America, where there
may be some early wins. But a major shift away from a balanced global approach that
includes building security, promoting prosperity, and—where we can—protecting
fundamental freedoms, will constitute an unnecessary retreat by the U.S.

As we survey the messy and complex world situation that the next president
inherits, let’s not forget that the United States remains by far the world’s most powerful
and dynamic nation. American leadership is often criticized, resented, or resisted. But
its absence creates much greater problems than its presence. The burden of being the
most powerful nation puts a unique responsibility on the U.S. president’s shoulders to
navigate the world through the upheavals that come ever more frequently and more
urgently.
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Speculation on Economic/Political
Consequences of a British Withdrawal
from the EU

Leah Joy Zell
CEO
Lizard Investors LLC

he result of the June 23rd referendum was a shock for those who expected the

status quo to prevail. It is early days yet. We are at the beginning of a process
with numerous variables and feedback loops. Divorces rarely come out the way the
warring parties envision at the start, and they often settle when exhaustion sets in, on
terms that would have been previously unacceptable. No predictions can be made at
this stage with a high degree of confidence; even reconciliation is possible.

The outcome for both parties is nonetheless of momentous significance. The UK
is the fifth largest economy in the world and second only to Germany in Europe. The
prospect of its withdrawal from a project whose roots go back to the post-World War
IT global economic architecture heralds a major shift away from established norms.
All applications to the EU since inception have been for inclusion. Brexit would set
a precedent in the other direction, which automatically raises the question of who
might come next.

Assuming Brexit indeed occurs, this paper does not dwell on the paths the parties
might take to achieve divorce, which can be fiendishly complex and have already
garnered a great deal of press. Rather, it focuses on potential longer-term consequences
in the political economy realm, which may unfold as the negotiations occur.

The paper’s first hypothesis is that London’s dominance as a global financial
capital will persist, giving the UK more leverage than the doomsday scenarios
predict. By contrast, much of UK industry is deeply embedded in European supply
chains, making it harder to extricate those businesses from their trading partners on
the continent without major disruption. Ironically, the constituencies who voted to
remain are likely to be most shielded from the negative ramifications of independence,
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while the constituency who supported Brexit will bear a disproportionate share
of the pain. The second hypothesis of the paper is that Europe faces intractable
problems stemming from the single currency that Brexit did not cause. However,
an EU without the UK at the table leaves Germany subject to burdens it may not be
willing to bear, and uniquely vulnerable to a potential dissolution of the Eurozone.
As such, the spillover effects of Brexit pose a greater risk to global stability than the
UK economic impact. Finally, the paper posits that the United States has an important
role to play in bringing the parties together and acting as a counterbalance within the
transatlantic alliance in support of the global economy and the liberal world order.

The UK Crown Jewel: London and the Financial Services Sector

London has been a massive beneficiary of globalization. For decades after World
War II ended, London bore the marks of privation. Behind the facades of pretty
Victorian terrace houses, shilling meters rationed heat and hot water ran at most a few
hours a day. No one below the age of forty remembers that. As the world has grown
more interconnected, London’s unique advantages have returned it to one of the
leading global cities, with echoes of the grandeur it enjoyed when British colonialism
was at its zenith. The engine of its renaissance has been the financial services sector,
and its denizens voted overwhelmingly to remain. Will its prominence survive Brexit?

Financial services account for 10 percent of UK GDP, the highest share among
the G7. Associated professional services, such as legal, accounting, and consulting,
represent an additional 5 percent of GDP. UK financial services contribute more to
both corporate and income tax revenues than any other sector. Including insurance,
the UK is the world’s largest exporter of financial services, producing a trade surplus
of around 3.5 percent of GDP. The London Stock Exchange is the most liquid in
Europe and has the largest number of foreign listed companies. Four of the ten
largest global law firms are based in London. Several of the largest sovereign wealth
funds call London their second home, including Abu Dhabi, Singapore, and Kuwait.

The City of London reports the UK’s market share in global financial markets as
follows:'

Market Share Rank
Non-ferrous metals trading 90% #1
International bond trading 70% #1
Ship-broking—tankers 50% #1

Derivatives (OTC interest rate) 46% #1
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Foreign exchange trading 37% #1
Marine insurance premiums 19% H#1
Cross-border bank lending 19% #1
Hedge fund assets 18% H2
Private equity 12% H2

While the EU share of this business is significant, the city’s dominance in key
financial verticals is only partially due to EU proximity, and less tied than people
think. The insurance sector’s export trade with the EU is only 20 percent of the total.
The EU figures more prominently in the UK’s export of other financial services, at
40 percent of the total, but its importance is expected to decline in relative terms due
to the lack of growth in Europe.” Trading in the Chinese RMB is a good example of
the globalized nature of financial services, and the centrality of the City of London.
Whereas ten years ago RMB foreign exchange was irrelevant, it is now the fourth
largest currency traded on ICAP’s EBS platform, with London capturing 50-plus
percent of market share outside of Hong Kong and the Chinese mainland.’

Itis hard to envision that Brexit by itself could cause London lasting damage because
the city’s comparative advantages are difficult to dislodge. The deep pools of talent
concentrated in the UK capital will not be easy to replicate elsewhere. Language is
another key factor, with English preferred by global business elites. English commercial
law underpins many of the complex OTC derivatives and swap trades in which London
specializes. Time zone also favors London, which can transact with Asia in the morning
and the United States in the afternoon. Good schools, luxury housing, restaurants, retail
establishments, a rich array of cultural offerings, and a welcoming environment for the
cosmopolitan elite—who hail from “everywhere and nowhere”—complete the picture.

The continentis challenged to come up with a similar offering. Were there a credible
European champion, it would have made greater inroads before the Brexit vote. Paris
has a reputation for bureaucracy and “soak the rich” politics that incentivized 250,000
French citizens to decamp across the Channel. French social charges, approximately
34 percent higher than those levied in the UK per equivalent employee, make setting
up shop in the French capital prohibitively expensive for enterprises that need not
be there. In general, labor laws across Europe are inflexible and high cost. Places
like Dublin, Warsaw, and Luxembourg have advantages for niche purposes but lack
the infrastructure, network benefits, and overall quality of life that make London
a magnet for talent.* Earlier this year, the London Stock Exchange and its German
counterpart, Deutsche Borse, announced plans to merge. It is telling that Brexit has
accelerated the deal, as opposed to killing it.”
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No doubt, the EU will use access to its markets by UK financial service firms
as a bargaining chip in the upcoming negotiations. Banks worldwide, facing lower
profitability since the financial crisis and looking for ways to lower costs, will move
some operations out of London to cheaper locations where they are already licensed.
The European Central Bank has pushed for years to transfer the clearing of Euro-
denominated trades to the Eurozone. It is unlikely that the EU will grant London
“passporting” rights—allowing UK-based firms to offer financial services on the
continent on the same terms as now—without a fight. The overriding conclusion,
however, is that there is currently no viable European alternative to London as a
global financial capital.

British policy makers can shape the outcome by favorable regulatory, tax, and
immigration policies, or restrictive measures that make the city less hospitable to
internationally mobile plutocrats. Major changes are unlikely to unfold overnight.
What will be of greatest importance to London’s prosperity over time will be the
trajectory of globalization. Anything that impedes the free movement of goods,
capital, and labor is negative for cities claiming world status. Should Europe’s economy
grow at a substantially faster pace than the UK, and/or its regulatory climate evolve
in a business-friendly direction, financiers will eventually pick up and move. For now,
the rich and their acolytes are likely to stay put.

A Tale of Two Countries

Outside of the financial services sector, the UK’s bargaining position is more
complicated. Britain runs a trade deficit with the rest of the EU, which implies that
its fellow EU members have more incentive to make a deal. But exports to the UK
comprise 5 percent of EU GDP ex-UK, whereas the UK’s exports to the continent
are 15 percent of UK GDP, implying that the British economy is three times more
dependent on Europe for trade than vice versa.

In the short term, the biggest risks to the UK economy involve investment and
consumer confidence. The UK has 7 percent of the world’s foreign direct investment,
second only to the United States. Half of that investment has come from the EU.°
Given the uncertainty surrounding trade negotiations, the path of least resistance
for global corporates post-Brexit is to put future investment decisions on hold. A
recent survey conducted by IHS Markit indicates that Britain’s economy is slowing
at the fastest pace since the height of the financial crisis, with both manufacturing
and services in contraction. So concerns regarding an upcoming recession in the
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UK appear well founded, and policy makers will struggle to remove the uncertainty
weighing on economic activity.

The auto industry illustrates the point. The UK car industry employs 800,000
people in places like Sunderland in the north and Brigend in Wales. Easy access to the
EU has fueled its development, with 57 percent of production going to the continent.”
Japanese manufacturers focus on low-volume models and operate at thin margins.
Ford and BMW make engines that are shipped to factories in Germany and elsewhere
for cars that are subsequently sent back to the UK to be sold. All have plants elsewhere
where production could be moved, especially for newer models.

Countries outside the EU are subject to a 10 percent tariff on automobiles, which if
levied, would render a meaningful percentage of current UK production uneconomic.
Germany might be eager to grant the UK trade concessions on automobiles because
Britain is the largest export market for its luxury cars. But the other 26 countries will
want to extract their pound of flesh in exchange for approving a deal. Unwinding a
40-plus-year relationship takes time. In the interim, jobs in the UK hinterlands are at
risk, not just in automobile production. This will hurt precisely those constituencies
that voted for exit.

Europe Has Troubles of Its Own Without Brexit

An economically vibrant EU would have been harder for the UK to leave. In point
of fact, the IMF projects lackluster growth for Europe—1.6 percent in 2016 and 1.4
percent next year. The aggregate figures mask sharp differences in the economic
status of individual countries and industries, wherein lies the problem.

Broadly viewed, European corporates underperform their Anglo-Saxon peers.
An Economist article in early July observed that “after a decade of stagnation the
continent’s firms have suffered an alarming decline in their global clout.” Among
the 50 most valuable firms in the world, as measured by stock market capitalization,
seven hail from Europe, compared with seventeen ten years ago. The United States
has thirty-one firms, and China now has eight. Only Nestlé leads its sector from
Europe. The Brazilian-controlled beer company AB InBev made the cut because it
happens to be listed in Belgium. Some of the disparity derives from higher multiples
on U.S. public exchanges, but aggregate profits of the top 500 European firms are 50-
65 percent smaller than the same slice of corporate America.®
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The reasons behind this underperformance are legion, familiar, and mostly
structural. Scale is a factor. European corporates lack vast domestic markets
comparable to their U.S. and Chinese peers. Airbus is half as large as Boeing, and
Siemens is a third the size of General Electric. Technocrats have promoted the
virtues of cross-border mergers, but the end result is more often roll-ups of national
champions than truly integrated enterprises. Nestlé is a global company, in both
management and operations. As such, it is an outlier. Rigid labor markets, multiple
languages, misguided anti-trust regimes, the absence of risk capital to support
innovation, and a political climate less friendly to business all contribute to headwinds
that impede efficiency and profits.

In particular, the dysfunctionality of Europe’s banks highlights a key reason
Europe’s economy has struggled since the financial crisis. Post-2008, Europe never
adequately recapitalized its banking system. The roots of the current malaise go back
to the interrelated issues of Europe’s overreliance on bank loans, fragmentation of
the financial system, and the absence of deep, liquid markets. Banks provide over
80 percent of credit in Europe, compared to less than a third in the United States.
Like Japan two decades ago, the response of the European regulators has been
to procrastinate, in the hopes that the banking industry would grow out of its
difficulties. As a result, surviving banks will need a greater injection of capital than
might have been required five years ago, and weak institutions must be allowed to fail
to reduce capacity. The question is who takes the losses. New bail-in rules developed
in Brussels in 2014 mandate that bondholders and equity owners absorb the first 8
percent of liabilities. When those same stakeholders are private citizens as opposed
to institutional investors, the consequence is a political crisis.

A union is only as strong as its weakest link. At the moment, the fault line runs
down the spine of Italy. After three years of recession, its banking sector is groaning
with bad loans estimated at €360 billion, or 20-plus percent of the country’s GDP.
Pier Carlo Padoan, Italian minister of economy and finance, a professorial figure who
exudes nostalgia for his days as an academic, acknowledges that the nonperforming
loans sit on bank balance sheets at roughly twice the price for which they could be
sold to third parties. Deeply enmeshed in the political and social fabric of the country,
domestic banks are the largest owners of Italian sovereign debt, and the main source
of lending to an economy in which small entrepreneurial businesses make up 70
percent. Between a half and a third of the subordinated bonds issued by the banks
are held by an estimated 60,000 retail investors.
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Italian Prime Minister Matteo Renzi has unsuccessfully lobbied the EU to allow
him to use government money to recapitalize Italy’s banks. EU policy makers lost
patience long ago with Italy’s political culture and distrust Rome’s resistance to
imposing losses on private investors. Should Renzi defy Brussels and use public
funds without following bail-in rules, the rating agencies may lower Italy’s sovereign
debt rating to junk; should he fail to fix the capital shortfall, he risks losing a critical
constitutional referendum in December on which he has staked his political future.
Italian bank shares are down over 50 percent year-to-date. No wonder the Italian
index fell 12 percent on the day of the Brexit vote.’

Italy’s travails were not caused by the Brexit referendum. But Europe’s ability to
deal with its economic difficulties has been compromised by the precedent of the UK
decision to leave. The Euroskeptic Five Star Movement, which is gaining on Renzi’s
Democratic Party in the polls, has offered to hold an Italian referendum of its own on
EU membership. It is not the only anti-establishment party looking for a fight. Almost
half of the Italian population has said in polls that it favors exiting the union. Thankfully,
the UK never adopted the euro. The Eurozone probably could have coped with the
departure of a small economy like Greece. Italy is an entirely different ball of wax.

Germany’s Dilemma

Angela Merkel’s difficult job hasn’t become any easier since the Brexit vote. Again,
we are dealing with preexisting problems. The question is whether the UK’s departure
makes it easier or more difficult to resolve them. While Germany is the economic
powerhouse of Europe, comprising 27 percent of the EU’s GDP before Brexit and 34
percent after, its economic success rests on shaky pillars.

Germany’s economy is export-oriented, sending 47 percent of its output abroad.
The current account surplus, now approaching 9 percent of its economy and
growing, exceeds that of China in absolute terms, notwithstanding the fact that
China’s economy is more than twice the size. There are two overriding explanations
for why Germany runs such surpluses. First, the euro is set at a level below what
would be equilibrium for the German economy on a standalone basis. As such,
Germany is the greatest beneficiary of the currency union within the Eurozone.
Second, conservative policies designed to protect German export competitiveness
suppress domestic income and wages, leading to chronically weak demand.*

The consequence is that, along with goods and services, Germany exports
deflation to its trading partners. In point of fact, the UK imports twice as much from
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Germany as it exports back in return. In general, the trade surpluses of the northern
European countries are mirrored in the deficits of their southern European partners.
Smaller countries can get away with mercantilist practices, but imbalances of this
magnitude by the world’s fourth largest economy are prima facie unsustainable.

The European Union, as expressed through a shared currency, is the guarantor of
Germany’s prosperity and security. Should the Eurozone break up, the deutschmark
would almost certainly appreciate by as much as one-third overnight, sending exports
plummeting. The transition would be accompanied by extended bank holidays,
capital controls, economic paralysis, and years of litigation. Brexit in this context
presents Germany with an existential threat. Some form of fiscal burden sharing
is a necessary antidote to the stresses that are tearing north and south apart. But
Merkel and her finance minister, Wolfgang Schaiible, are accountable to an electorate
neither comfortable with the responsibilities of great-power status nor accepting
of the tradeoffs it brings. Accordingly, Schatible has taken the “catch-22” position
that Germany will only consider further integration when its partners’ commit to
structural reforms that will return their economies to financial health.

The Post-Brexit Transatlantic Balance of Power

In the first half of the twentieth century, two world wars were fought over how to
incorporate Germany as a political and economic juggernaut within Europe. During the
Cold War, division into the Bundesrepublik and the Deutsche Demokratische Republik
placed the respective successor states into larger spheres of influence, which did not
threaten neighboring powers. After the fall of the Soviet Union, reunited Germany has
acted with acute sensitivity to its historical past and prioritized economic objectives
over projecting political power. That distinction is no longer possible.

One year ago, Roger Cohen wrote a prescient op-ed for the New York Times titled
“The German Question Redux.” The crux of his essay revolves around the question,
“Is German domination compatible with further European integration or will it prove
a fracturing force?” He calls the euro a “poisoned chalice” and concludes that “overall
[Merkel] ... has erred on the side of rigidity, austerity and responsibility lessons.
German methods are good for Germans. But if Berlin now wants all Europeans to
follow those methods, the Europe that offered postwar Germany a path to salvation
will break apart.” If Germany’s weight within the EU stirred resentments before the
UK withdrawal, one can only speculate about what lies ahead.
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There is a critical role for the United States to play in strengthening its ties with
Berlin, while lending the UK support. The EU would be impoverished by Britain's
departure, not least because the strongest voice for liberal economic policies will no
longer participate in decision-making. At the same time, Germany loses the natural
counterweight to its dominance of EU deliberations with the UK withdrawal. It is
in the strongest interest of the United States to fill the vacuum, particularly as the
parties renegotiate their future relations.

President Obama wrote an op-ed in the Financial Times after the Brexit referendum
under the headline “America’s Alliance with Britain and Europe Will Endure.”> He
focused his comments on NATO and security issues, which have not been disrupted.
While defense is vitally important, so is the economic and political stability of the
transatlantic sphere. The EU’s core question is “more or less Europe.” What is at
stake goes beyond tariffs and visas to strike at the heart of the European project. The
United States cannot resolve the internal conflicts of the Eurozone. But it can help
minimize the spillover effects stemming from Brexit by encouraging both sides to
arrive at a deal as close to status quo as they can sell to their respective electorates,
including support for reconciliation should that possibility arise.

One last point bears mentioning. Those who voted for Brexit are disaffected.
Stagnant wages, inequality, and slow growth have caused them to lose faith in
globalization and to not trust their political leaders. Better economic prospects would
turn the Zeitgeist around and restore confidence in the future. Many governments
have greater room to borrow than suggested by prevailing orthodoxies. Record
low interest rates make sovereign debt affordable, and central banks have implicitly
agreed to fund the expenditures with quantitative easing. Immediately after the Brexit
vote, Chancellor of the Exchequer George Osborne abandoned his government’s
commitment to balance the budget by 2020. Both candidates running for U.S.
president look like spenders. Maybe the German political establishment will be the
next to turn, especially if an SPD chancellor succeeds Angela Merkel. Should the rise
of populist movements lead establishment politicians to embrace coordinated fiscal
stimulus, then the message of Brexit will have gotten through.
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“Our nation seeks major change, and the next president can set in motion a
transformative initiative to expand digital economy jobs and dramatically reshape
how the government operates.”

—ZOE BAIRD
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Government For A Digital Economy—In
A Time Of Deeply Intertwined Economic
And National Security Imperatives

Zoé Baird
CEO and President
Markle Foundation

he private sector is transforming at record speed for the digital economy. As

recently as 2008, when America elected President Obama, most large companies
had separate I'T departments, which were seen as just that—departments—separate
from the heart of the business. Now, as wireless networks connect the planet,
and entire companies exist in the cloud, digital technology is no longer viewed as
another arrow in the corporate quiver, but rather the very foundation upon which
all functions are built. This, then, is the mark of the digital era: in order to remain
successful, modern enterprises must both leverage digital technology and develop a
culture that values its significance within the organization.

For the federal government to help all Americans thrive in this new economy,
and for the government to be an engine of growth, it too must enter the digital
era. On a basic level, we need to improve the government’s digital infrastructure
and use technology to deliver government services better. But a government for the
digital economy needs to take bold steps to embed these actions as part of a large and
comprehensive transformation in how it goes about the business of governing. We
should not only call on the “IT department” to provide tools, we must completely
change the way we think about how a digital age government learns about the world,
makes policy, and operates against its objectives.

Government today does not reflect the fundamental attributes of the digital age.
It moves slowly at a time when information travels around the globe at literally the
speed of light. It takes many years to develop and implement comprehensive policy
in a world characterized increasingly by experimentation and iterative midcourse
adjustments. It remains departmentally balkanized and hierarchical in an era of
networks and collaborative problem solving. It assumes that it possesses the expertise
necessary to make decisions while most of the knowledge resides at the edges. It is



78  America’s National Security Architecture: Rebuilding the Foundation

bogged down in legacy structures and policy regimes that do not take advantage
of digital tools, and worse, create unnecessary barriers that hold progress back.
Moreover, it is viewed by its citizens as opaque and complex in an era when openness
and access are attributes of legitimacy.

Americans can see that the economy is changing, the government is not keeping
up, and the government is not helping them find their place in the future. Only 20
percent of Americans would describe government programs as being well-run.’

The challenge of growing the digital economy is more than an issue of jobs and
wages. It is a national security imperative as well. An effective digital-age government
is essential to economic growth and the broad distribution of its benefits, which is a
critical building block of America’s power and influence in the world.

Pursuing the President’s Digital Economy Strategy Through a Virtual
Reorganization of Government

The next president needs to lead the change by creating a national digital economy
strategy. Such a strategy begins with repositioning the federal government to act with
the nimbleness and wisdom of the digital age, drawing on the resources and talent
of the nation as a whole. This effort should include a “virtual reorganization” of
government and the establishment of digital policy objectives that cross agency lines
and engage the entire government to work toward their implementation with all
the resources and expertise needed from both the domestic and national security
communities.

A virtual reorganization does not require creating new agencies or an expansion
of government. It requires innovating, collaborating, and coordinating in new
ways. To jump-start this agenda, the president should create a White House Digital
Economy Initiative to work with the cabinet—in conjunction with the White House
offices that reach out to state and local governments, civil society, students, the
private sector, unions, faith-based groups, and others—to articulate a path forward in
the digital economy. The initiative would coordinate the development of the policy
priorities and technology architecture of a virtual reorganization of government and
a framework for its execution. And after one year, it should turn full responsibility
over to the cabinet, where operation of the program belongs for the long term.?

The policy priorities and technology architecture, elaborated on below, should be
designed to:
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I. Grow jobs in the digital economy by:

o closing the gap between the capacity of large and small businesses to
participate in the digital economy, and

o powering the skills-based labor market so people can get the skills they
need for the growth jobs.

II. Evolve the role of government by:
o shifting the culture of government operations, and
o substantially changing how government works with the tech sector.

We must reimagine the structures and culture of government for a digital era.
The rest of the country recognizes that we are at an inflection point. The government
needs to catch up.

I. Growing Digital Economy Jobs

Closing the New Digital Divide

America is facing a growing gap in digital capabilities between large companies
that have effectively digitized their operations and small and medium-sized enterprises
(SMEs) that lack the money, resources, and skilled talent to do so. McKinsey estimates
that U.S. digital industries have three times faster profit and margin growth and two
times faster wage growth than the economy as a whole.” Boston Consulting Group
estimates that UK digital industries grew 2.5 times faster than the economy as a
whole between 2003 and 2013.*

That is a problem because large businesses are not America’s primary job creators.
SMEs are estimated to drive over 60 percent of new jobs created in the United States.’
We need to spur a tremendous public-private collaboration to create digital platforms
for SMEs, and from this initiative, a large number of good digital economy jobs.*

This digital divide—one in which businesses are lumped into technological haves
and have-nots—has profound consequences. Digitization delivers new efficiencies,
new opportunities, and even new customers. The effect is not linear; it is exponential.

SMEs would obviously benefit from these tools—but they are often cost prohibitive.
When a major retailer uses census data to optimize product lines by region, or uses
weather data to change inventory in real time, smaller stores simply cannot keep up.
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The solution is a new digital economic agenda that gives SMEs access to the digital
tools, technologies, and services driving the next wave of prosperity: online banking
and payroll, supply chain management, data analytics, e-invoicing, and the many
other basic means of digital intelligence and efficiency available to larger businesses
that can power growth and thereby job creation.

There are many policies that the federal government can adopt across agencies to
encourage SMEs to digitize, such as:

¢ Expand efforts by the Small Business Administration to train SMEs in, and
incentivize them to use, digital tools that will optimize their business;

e Foster new public-private partnerships and collaborative efforts between
SMEs (by providing infrastructure, tools, and investment) to help them better
share data, analyze data, and gain better market intelligence;

e Open up more free federal data sources to SMEs and expand the work of the
Commerce Data Service to serve small businesses; and

+  Develop new approaches to data governance and privacy, examine the context
of how the data is being used, and develop a set of guiding principles that
build public trust.

Government can also enable SMEs to connect with rapidly growing global markets
over the Internet, playing to our strengths in producing and exporting goods and,
increasingly, services that could bring billions of potential new buyers to America’s
computer screens.

Research has shown that more than 90 percent of SMEs that sell goods and
services on the eBay platform engage in overseas exports, compared with less than 5
percent of all U.S. SMEs.”

What’s more, by 2022, China’s middle class is expected to grow to an estimated
630 million people. These consumers will demand better health care, growing
educational opportunities, and a cleaner environment—all services that the Chinese
economy does not have the current capacity to supply at the necessary scale and
quality, and which American companies can export.®

Public-private strategies can help develop digital platforms that reduce friction
from customs, taxation, and shipping and help SMEs reach customers in every corner
of the world.
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Power the Skills-Based Labor Market

As America has moved into the digital economy, the labor market has changed—
not just creating new types of jobs (e.g., programmers, developers, data analysts) but
also rapidly changing the required skills in most other fields.

A recent study of labor market data by economists at the Pew Research Center,
in association with the Markle Foundation, found that jobs that require highly
skilled employees are growing at a significantly higher rate than jobs that require
less education and training. What’s more, the study found that higher-skill jobs
(particularly jobs that require a high level of analytical or social skills) pay more than
nonskilled jobs. In other words, skills have a direct link to higher-paying jobs. It’s no
surprise then that more than 54 percent of workers surveyed by Pew for the same
study say that it will be “essential” for them to get more skills training throughout
their career, and another 33 percent say it will be “important” to do so.’

The problem, though, is that while the realities of the labor market demonstrate
the value of skills, it is enormously difficult to learn new skills in an affordable manner,
demonstrate those skills to potential employers, or understand how to find jobs that
require those specific skills. This is particularly true for the middle-skill worker who,
like almost 70 percent of Americans, does not have a college degree."

However, there is a solution. Digital platforms can further the transition toward
a skills-based labor market by giving employers the opportunity to post open jobs in
a transparent manner on the basis of the specific skills they need, not only diplomas
obtained or previous jobs. This enables job seekers to demonstrate their skills and
educators to see where the skills they teach are needed. Increasingly, these skills are
both hard and soft skills, like critical thinking and collaborative problem solving. In
such a labor market, those who do not have a college diploma, but do have the skills
necessary for their job, become eligible to apply. Of course, it is also possible that we
may see an increase in the number of people who, over a lifetime, acquire a college
degree as well.

One example of such a platform is Skillful, an initiative of the Markle Foundation,
in partnership with the state of Colorado and city of Phoenix and with LinkedIn,
Arizona State University, edX, and local employers in Colorado and Phoenix. Skillful is
a digital platform that provides job seekers a window into the growth jobs employers
have available in their area, the skills needed and how to get them, easy access to local
skills-training courses, and coaches to help them get on a better career path.
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Platforms like Skillful are just beginning to develop. The federal government can
accelerate their growth and national impact. The president should lead this effort—
promoting the adoption of similar platforms and joining with employers, governors,
educators, and local leaders who are creating skills-based labor markets.

In addition, the federal government ought to:

e Work together with other leading employers and associations toward
developing more flexible, low-cost, and useful systems of skills credentials;

e Provide vouchers to take skills-training classes along with food stamps or
unemployment checks—putting those who use government assistance in a
better position to compete in the job market;

e Adjust financial aid systems to make them portable and flexible enough to
encourage educational institutions to innovate;

¢ Use government buildings after hours and digital platforms for skills-training
classes;

e Teach in-demand skills to federal employees (classes could even be open to
the public);
¢ Incentivize government employees to act as mentors or coaches;

¢ Expand funding for apprenticeship programs between employers and schools,
and work with unions to expand training and apprenticeship programs;

e Develop incentives for businesses to expand employee training, and encourage
them to form partnerships with community colleges to offer affordable classes
that teach skills tailored to a particular sector.

II. Evolving the Role of Government

Government itself must quickly begin to change the way it works or become
increasingly irrelevant to everyday life. To make government more effective for the
digital age, we must shift the culture of government operations and improve relations
between the government and the tech sector.

Shift the Culture of Government Operations

To seize the opportunities presented by the digital economy, the federal
government must embrace the management ethos of the digital economy: rewarding
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experimentation even if it can resultin failure, decentralizing the processes, embracing
open innovation and crowdsourcing of solutions, having competing teams working
on the same problems, using data sources and advanced analytics to simulate a
program’s effectiveness and then optimize it for its target population, and testing
different programs in different parts of the country to see which are most effective.

It is essential to create an effective regulatory environment for a digital economy,
preserving the important values that regulations are meant to protect while updating
the rules to reflect the modern digital era. Some regulations should be innovative
in nature, leveraging, for instance, insights from behavioral economics, reputation
management, data science, and gamification. We can make policy more data driven
and iterate based on what we learn. For example, a new regulation intended to create
jobs can have a specific jobs target against which data is collected. If the result is not
achieved, regulators should challenge themselves to understand why they missed the
metric and adjust the program to meet the goals.

In addition, we should not limit comment and input to those who know their way
around the regulatory process. Regular citizens should be encouraged to participate
via crowdsourcing platforms. The federal government should tap into the skills and
talents of a wide cross-section of citizens for the co-creation of innovative solutions.
Open or more targeted calls using digital platforms around specific challenges and
policy questions, potentially prize-induced, have proven to incentivize citizens to
engage with government in new and meaningful ways. More experimentation with
crowdsourcing digital policy formulation is needed. And we should go beyond that
to engage Americans to work with government employees in creative ways that
introduce them to the challenges government faces in meeting their needs and draw
on public input to make programs more effective. We should be able to show the
American people that we can apply America’s collective creative genius to make the
federal government come alive to serve them.

Improve the Relationship Between the Federal Government and the Tech Sector

Relations between the federal government and the tech sector have been at a
nadir since the Edward Snowden revelations. As a result, policy makers have not
been able to adequately collaborate with the tech community—a dangerous position
considering that a larger and larger share of the problems we need to address will
require technological know-how and expertise. And a growing amount of the
information the government needs in order to understand the world is going to be in
the hands of the tech sector and otherwise unavailable to the government. We have
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a profoundly strong interest in better collaboration between the government and the
tech sector.

We need to recognize that the government, tech sector, and the American public
all share the same goal: a healthy, robust, and secure digital economy. Similarly,
we ought to appeal to the great patriotism present in the tech sector, begin a new
dialogue, and embark on a full-scale redefinition of the federal government’s position
on issues of importance to the tech sector, such as economic security policy. And
we need to embark on collaborative thinking on policy issues that involve the public
interest broadly in arenas like artificial intelligence and the Internet of things, and its
relationship to privacy generally as the Internet evolves and grows more important
in people’s lives.

It is not enough for policy makers to turn to the private sector for collaboration
or information, or even to have tech experts in government who are at the table.
Today, policy makers have to become more tech literate themselves. In a larger sense,
technology needs to become a common language throughout the federal government.
In an earlier period, it was expected that all national security officials, regardless of
their background or purview, had an understanding of Cold War geopolitics. While
not everyone can know every technology, policy makers can learn about digital
technology and have a context for the key issues facing the country.

As in the private sector, our concept of digital technology must shift from being
viewed as a tool for economic growth to being seen as the very foundation upon which
our economy will grow and in which national security decisions will be made.

Conclusion

The global digital economy is racing ahead, and our next president faces a historic
choice: either assert a clarion call of leadership or miss the moment to impress upon
the nation the importance of adapting to this new era. Other countries have robust
national digital economy strategies. Our nation seeks major change, and the next
president can set in motion a transformative initiative to expand digital economy jobs
and dramatically reshape how the government operates. America led in building the
foundation for this tremendous growth; let’s not cede leadership now.
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“The very technologies that will put public safety at greatest risk will be coupled
tightly to U.S. competitiveness in the global economy.”

—CHRISTOPHER KIRCHHOFF
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As the adage “guns, germs, and steel” calls to mind, technology has long been
a driver of power and security. Yet technology is becoming an even more
pronounced determinant of the strategic environment today because of the
scale at which innovation is happening globally. Greater numbers of scientists
and engineers in the U.S. and around the world, backed by new forms of capital,
open innovation communities, and the power of the Internet, are developing
transformational technologies in new ways. Even high school students in “makers
labs”—the shop class of the twenty-first century—are harnessing the revolution in
low-cost microelectronics and additive manufacturing to build and invent things that
previously required the resources of a research institution.

While this ecosystem of innovation fuels boundless opportunity, it also has a dark
side. The diffusion of technology in commercial markets and through the Internet is
driving a democratization of destructive and destabilizing capability on a scale nev-
er before seen, altering the balance of power globally and between individuals and
the state. This historic shift in the means of science and technology production has
profound implications for the institutions of U.S. national and homeland security. It
also makes policy making in them far more difficult. Encryption, blockchain—the
technology that powers the digital currency Bitcoin—autonomous robotics, artifi-
cial intelligence, and the widespread availability of genomic editing are among many
technologies the next U.S. administration will find vexing precisely because making
policy for them requires complex trade-offs between security, economic competitive-
ness, privacy, and safety. The very technologies that will put public safety at greatest
risk will be coupled tightly to U.S. competitiveness in the global economy.

These new technologies present a step-increase in the innovation economy.
Homeland and national security agencies are not well equipped to grapple with this
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intensification. Nor are the interagency policy processes that tie agencies together
and to the White House. Yet with modest changes, the nation can substantially grow
its capacity to mitigate the risks of emerging technology while taking advantage of
the opportunities they offer. In particular, six reforms will prepare the national secu-
rity apparatus for technology-driven shifts in the strategic environment:

1. Upgrading how departments and agencies make strategic assessments.

2. Bringing “tech teammates” to the policy table.

3. Standing up procurement systems tailor built for the innovation economy.
4. Instantiating internal cultures of innovation and agility.
5

Using digital collaboration tools to mobilize the scope of expertise now nec-
essary for policy making.

6. Positioning the White House to lead on issues of technology by altering the
National Security Council’s (NSC) structure and deepening its integration
with the White House Office of Science and Technology Policy.

Anticipating Shifts in the Strategic Environment

The economy is gushing technology fundamentally disruptive to how homeland
and national security institutions perform their missions. Many of these technologies
undercut, rather than enhance, how the U.S. projects force and maintains sovereignty
over its citizens. To cite a few examples: hobbyists are mounting firearms and explo-
sives to consumer drones. For $12,995, the Austin, Texas-based firm Tracking Point
sells a computerized riflescope that enables novice shooters to reliably deliver rounds
on target a mile away. 3D manufacturing blueprints for magnetometer-evading hand-
guns are available on the Internet. Perhaps most concerning of all is the lowering cost
of genetic-editing tools. The gene-editing technology “CRISPR”—short for clustered
regularly interspaced short palindromic repeats—places the ability to cheaply and
easily modify the genome of living organisms in the hands of anyone with rudimen-
tary laboratory infrastructure, raising the specter of a “garage” biologist or virolo-
gist someday being able to threaten global security. The biosecurity expert Richard
Danzig is fond of asking the hypothetical question of what might happen if the Una-
bomber of tomorrow is a microbiologist rather than a mathematician.

On the higher end of the threat spectrum, technologies are coming online that
place capabilities once held by superpowers in the hands of many more militaries,
non-state actors, and individuals. The start-up Spire is launching a constellation of
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microsatellites offering signals intelligence services. Seven other Silicon Valley firms
are lobbing microsatellites into space that offer the ability to gaze permanently over
wide areas of the earth or zoom in on specific points of interest, with high-resolution
imagery delivered in minutes to anyone with a credit card and website access. In a
measure of how available the building blocks of key weapons systems are, 96 percent
of the components in the U.S. military’s most advanced electronic warfare systems
are available today on the global microelectronics market.

These are only a few of the technologies and trends that will change what threats
Americans face and how the U.S. military and law enforcement organize to protect
against them. It takes careful thinking to imagine how they will transform our stra-
tegic environment and impact the mission spaces of departments and agencies. It
will also require visionary leadership to adapt institutions before sudden shifts in the
environment bring about mission failure. Both are needed in greater measure across
the national security apparatus.

The first necessary upgrade is one of assessment. While a legion of analysts in
the intelligence community track the development of enemy weapons systems with
great diligence, only a handful focus on the security implications of commercial tech-
nology. Similarly, technical staffs in departments and agencies with the deepest un-
derstanding of disruptive technology often sit furthest away from the policy planning
staffs that inform decision making. As a result, technology is often an undertheorized
factor when analysts evaluate policy courses of action, construct alternate futures,
and help senior leaders make pivotal, path-dependent decisions about what risks to
buy down and capabilities to acquire.

A few departments have found ways to place technological change more centrally
in focus. The best known of these efforts is the Defense Department’s Office of Net
Assessment. Two generations ago, its analysts accurately forecast how networked
sensors would underwrite an era of American dominance in war fighting in which
U.S. precision-targeting capabilities far outmatched those of adversaries. That same
office then correctly forecast the gradual erosion of U.S. battlefield overmatch, as
adversaries mastered this same technology as it diffused onto the global marketplace.
The kind of exquisite analysis Net Assessment performs, in which an analyst may
spend two years or more working on a single topic in order to chart the strategic
choices it presents, has proven invaluable to sixteen secretaries of defense. The FBI
also has technology assessment groups in which cross-functional teams of experts
explore how bad actors might use new technologies alone or in combination.
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These two units showcase the benefits of tying technology-literate strategic as-
sessment tightly into policy planning. Their function deserves to be widely repli-
cated so that decision makers across the national security apparatus can anticipate
technologically driven shifts in their mission environment. While the intelligence
community, Department of Defense (DoD), and FBI have mature, technology-lit-
erate strategic assessment organizations, State Department, Department of Energy,
Department of Homeland Security (DHS), Department of Justice, Department of
Treasury, Department of Commerce, and U.S. Agency for International Develop-
ment (USAID) do not.

Embracing “Tech Teammates”

A second ingredient in enhancing the capability of agencies to grapple with
emerging technology are technologically literate staff at every level—a literacy often
absent, especially at the top of the U.S. government. While national security policy
makers regularly integrate lawyers and economists at senior levels, technologists and
scientists are often left to make an occasional appearance from their offices down the
hall rather than being regular participants in the kitchen cabinets of Cabinet mem-
bers. This is a curious arrangement given how core science and technology are to
problem solving today. Technology is so embedded in policy issues that U.S. Chief
Technology Officer Megan Smith is fond of noting that “you need a technologist at
the table to know when you need a technologist at the table.” Smith, who joined the
Obama administration from Google X—Google’s moonshot division—uses the apt
phrase “tech teammate” to describe the power that comes from adding a technologist
to the policy team. She advocates for bringing in tech teammates who have worked
with technology at scale in industry for short one- to three-year “term tours” and
then allowing them to return to the private sector. Commercial technology is advanc-
ing so rapidly that anyone who has been in government more than a few years is by
definition out-of-date.

The way to increase the flow of tech teammates into the national security appa-
ratus is to build “on-ramps” through flexible and term hiring mechanisms as well as
“off-ramps” for government personnel to take industry sabbaticals and externships.
Top technologists must be actively recruited away from compelling private sector
opportunities rather than relying on an obscure posting on USAJobs.gov to attract
the right candidate. Equally important, the government must change over time the
incentive structure of technology professionals in industry and academia to encour-
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age the same kind of term tours in government for which lawyers and economists are
rewarded. If successful in recruiting tech teammates, the next administration can cre-
ate a “thin layer” of technical expertise, tightly coupled to industry, that constitutes a
government-wide community of practice in emerging technology.

The Obama administration has already shown this is possible. The Presidential In-
novation Fellows program, created by the White House Office of Science and Tech-
nology Policy in 2012 and formalized by Executive Order in 2016, recruits perform-
ers from the top 1 percent of the tech industry into government service. Most of
these fellows take enormous salary cuts—think subtracting a zero—for the chance
to serve one- to three-year tours in Washington before returning to the private sec-
tor. While to date Presidential Innovation Fellows have mostly consisted of coders
and product managers working to improve citizen-facing digital services, in summer
2016, the administration created a national and homeland security track within the
program. The track opens a promising on-ramp for a broader range of tech talent to
work on applied problems in national and homeland security. The program aspires
for its candidates to receive expedited top secret/sensitive compartmented informa-
tion clearances and to seat them just a few months after their selection. While the
first class of national and homeland security Presidential Innovation Fellows is small,
itincludes two former CEOs of major technology companies and experts in robotics,
blockchain technology, cybersecurity, and venture capital. This effort joins Secretary
of Defense Ash Carter’s Force of the Future initiative as well as newly announced
cyber hiring authorities and other excepted service mechanisms, which the Office of
Personnel Management is devolving to agencies to help address the pressing need to
bring tech teammates to the policy table.

Accessing the Innovation Economy

In addition to tech teammates, far faster access to technology is needed. To achieve
this, acquisition practices need to be retuned to the rhythms of the innovation econ-
omy. Over the past two generations, the federal government has gone from a “net
exporter” of advanced technology to a “net importer” of software, hardware, and
services. It’s not just that the commercial technology sector funds innovative research
and development at a rate more than double that of federal R&D, with, for example,
Google and Apple having more than twice the market capitalization of General Dy-
namics, Northrop Grumman, Lockheed Martin, and Raytheon combined. Innova-
tion is now occurring in many decentralized start-ups that are hard to identify and
harder still to do business with using traditional procurement mechanisms.
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The cumulative effects of these trends are striking. Government procurement re-
mains mostly optimized for buying from large companies with federal sales divisions
able to navigate the requirements processes, federal acquisition rules, and separate
accounting regimes mandated by the Defense Contract Audit Agency. It doesn’t take
an MBA to grasp that federal sales are only a fraction of the $25 trillion global con-
sumer market and for that reason do not merit mention in the business plan of most
start-ups. Pursuing this sliver of the overall market is even less attractive to young
companies because they must wait months or years for a contract to come to fruition
when investors, to justify further rounds of capital infusion, want to see results in
days and weeks. The way federal agencies buy technology acts as a moat separating
the federal castle from the emerging technology kingdom it presides over. As a result,
the government is structurally shut out of many of the most promising technologies
until the firms that produce them go public and build the machinery to sell to the
public sector. The end result is a five- to seven-year lag before the government can
initiate the lengthy process of procuring technology that commercial firms have been
using for years.

To overcome this impedance mismatch and the cumulative lag it imposes, ten
federal agencies are setting up satellite offices in Silicon Valley. Some of them couple
rapid acquisition methods with teams of technology scouts. Others are “points of
presence” aimed at facilitating interaction but not technology ingestion. In-Q-Tel,
the intelligence community’s strategic investment firm, has been active for over a
decade. It is now joined by DoD’s newly rebooted Defense Innovation Unit X (DIUx)
and outfits from DHS, the General Services Administration (GSA), Commerce, the
Patent Office, FBI, State, and USAID.

The irony is that most national and homeland security agencies already have the
authorities they need to engage with technology firms on commercial terms. “Other
contracting authority,” or OTA, is a federal authority that is the brainchild of former
General Counsel of the Defense Advanced Research Projects Agency (DARPA) Rick
Dunn. OTAs are specifically designed for technology experimentation, sit outside the
federal acquisition rules (FAR), and cannot be protested. DIUx has fashioned a new
type of OTA called a commercial solutions opening that boasts many new features.
It allows DIUx to post simple descriptions of problems on its website. Firms tender
solutions by sending in the same pitch deck they show venture capital firms. If DIUx
wants to move ahead, funding can be executed within 30 days of proposal receipt.
DIUx also takes advantage of a “contracting superpower” granted to DoD by Con-
gress in the 2016 National Defense Authorization Act. This new authority allows the
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OTA merit-based selection process to constitute justification for subsequent follow-
on sole-source production awards under either an OTA or FAR-based contract. A
military end-customer who likes the technology piloted under an OTA can immedi-
ately transition into a program of record, smoothing the path through the infamous
“valley of death.”

Institutional Innovation

Just as buying technology quickly is essential in a future filled with strategic sur-
prise, organizational agility within the national security apparatus is also crucial.
There are at least three components of agility relevant to emerging technology. First,
the presence of advanced technology organs, like DARPA and the Intelligence Ad-
vanced Research Projects Activity (IARPA), which help prevent strategic surprise by
experimenting with the very technology likely to cause it. Second, the embedding of
technical talent at every layer in the organization, and most crucially on the leader-
ship team, in a role separate and distinct from a chief information officer (i.e., a chief
technology officer or chief innovation officer focused on technology adoption writ
large rather than managing enterprise I'T systems). Third, internal innovation accel-
erators and innovation marketplaces, often crowdsourced and crowd-funded, that en-
able employees to experiment on smaller scales with solutions they devise and then
institutionalize when successful. These three components allow innovation to drift in
from the side, brew from the bottom up, and be called for from the top.

USAID has developed a compelling way to wrap together all of these qualities.
Its Global Development Lab, an advanced technology organ not unlike DARPA, es-
tablished an “Operational Innovation Team” focused solely on innovating business
practices that support technology experimentation. Its members are drawn from the
main USAID offices for human resources, general counsel, information systems, and
procurement. Their charge is to find a “path to yes” for specific project teams within
the Lab. They then have the mandate to help all of USAID adopt approaches that
prove successful. Already, the Operational Innovation Team has succeeded in main-
lining novel rapid procurement practices, tour-of-duty hiring, and active recruiting.
The National Security Agency’s Incubation Cell and Spark, an intelligence commu-
nity-wide crowdsourced innovation platform, is another example of how agencies
can create in themselves the agility they need to respond to shifts in the strategic
environment.
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Interagency Collaboration and NSC Process

The final reform needed to deal with emerging technology has to do with the
policy process that ties the national security apparatus together. While the U.S. gov-
ernment boasts an impressive command-and-control system that enables senior lead-
ers to conference with each other and the president 24/7, this system has surprising
shortcomings. The same set of leaders who can be put into a videoconference with
the president in minutes are not able to edit a shared document in real time, build a
wiki together, or even open a chat window. These basic digital collaboration tools
are regularly used even by elementary school children and across the private sector.
While some national security workers do have some of these collaboration tools,
they often cannot be used for cross-agency collaboration or with others outside gov-
ernment. This “productivity tax” hinders the interchange between agencies that is
necessary as policy makers confront issues that cut across the missions of multiple
agencies. National security agencies should also take full advantage of natural lan-
guage processing to enable textual search and automatic knowledge management
of large bodies of documents. It should not be the case that law firms have a suite
of discovery tools that far surpass those used by a foreign service officer or a defense
policy analyst.

The very fact that emerging technology typically has security, regulatory, and
commercial implications also makes White House leadership on technology policy
crucial. The next administration will not be able to rely on any one department to
lead the U.S. response to most emerging technologies. The NSC’s convening role on
technology issues is therefore vital. In order to play that role as effectively as possible,
the NSC will need greater internal capacity as well as tighter integration with the
White House Office of Science and Technology Policy. The incoming administration
will have an opportunity to consider alternative organization models that may be
more robust and sustainable over the long term.

Presently, most technology policy issues fall to the NSC directorates of Cyber, De-
fense, WMD), or Resilience. None are necessarily staffed with the expertise to handle
deeply technical matters. These directorates must also uncomfortably balance staft-
ing their primary responsibilities with ad hoc tech policy issues assigned to them for
resolution. Creating a dedicated Technology Policy Directorate within the NSC is an
obvious organizational adjustment. Its workload could include the highly technical
issues now being handled by other directorates as well as spearheading deeper inte-
gration with the White House Office of Science and Technology Policy, whose new



Chapter 5 | Reshaping National Security Institutions 95

Office of the US. Chief Technology Officer and Technology Policy Task Force are
wading heavily into matters with security implications. A Technology Directorate
could also provide a home for the NSC’s own in-house tech teammates. The NSC
presently has few scientists and engineers within it and even lacks a computer scien-
tist of stature in its Cyber Directorate.

Emerging technology and cybersecurity issues will have such a defining role in
the national security space that the incoming administration may even wish to create
a deputy assistant to the president-level position overseeing it. This would enable the
administration to attract a heavyweight from industry able to convene policy com-
mittees at the right levels within the White House and across government. Creating
such a position would also send an unmistakable signal to industry about the serious-
ness with which the administration is treating emerging technology, which would in
turn foster new openings for collaboration. The NSC’s Strategic Planning Directorate
should also add a director and senior director focused on technology strategy with
the explicit mandate to convene strategic planners from across national and home-
land security agencies.

A Brave New World

We are living at a unique moment in the history of technology, where sweeping
changes in how innovation happens is enabling invention and discovery on a grand
scale. The fruits of this new ecosystem are changing how we live and work, while also
posing profound challenges to how we maintain our security. Readying national and
homeland security institutions for this brave new world will take dogged leadership.
The steps that must be taken cut across the grain of existing practices. The hiring
system is brittle and overseen by a federal office that styles itself as the upholder of
the civil service system, which was originally devised in the era of the telegraph to
staff the post office. A strong cultural bias toward requirements-based contracting
is deeply rooted in the acquisition community. Even the NSC has yet to invite to its
weekly staff meetings a representative from the Office of the U.S. Chief Technology
Officer, whose personnel include several of the world’s experts on encryption, cyber-
security, and autonomous technology.

Yet steps must be taken. Leaving these trends unaddressed risks mission failure on
an unthinkable scale.
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“Because the current administration and past administrations haven’t dedicated
sufficient time to thinking through any significant structural challenges to the NSC,
the capable professionals that work there find themselves battling a tumultuous
international landscape with a system and toolkit that are sorely outdated.”
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uring the nearly three months between the U.S. presidential election on

November 8th and Inauguration Day on January 20th, transition teams
across U.S. government agencies will undertake the arduous task of reviewing
current policies, outlining prospective personnel changes, and identifying policy
and structural changes the next president should make once he or she arrives in the
Oval Office. Traditionally, the transition teams focus more on policy than process.
That could change this year given the ongoing debates that Congress, Washington
think tanks, and former senior Obama administration officials are having about the
National Security Council (NSC).

The roots of those debates stem largely from one fundamental critique: the
NSC has become both too big and too domineering, inserting itself into the daily
business of the State and Defense Departments. But in many ways, arguing over the
exact size of the NSC misses the point. The world has changed dramatically since
the NSC was created in 1947, and, yet, only modest changes have been made to
the NSC throughout a number of past administrations. The end result is that the
U.S. government continues to rely on a national security system that is ill-equipped
to cope with today’s fast-paced, fluid, and dangerous global landscape. This paper
argues that if the next president wants to ensure that the national security system is as
resilient, innovative, and agile as possible, he or she must answer three fundamental
questions about the future of the NSC: What is the NSC’s primary mission? What
accompanying structure best fits that mission? And, how can the NSC build in
strategic pauses?
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An Outdated System for New Challenges

Today’s security environment simply has no precedent. No single challenge
to U.S. interests is equivalent to those posed by Nazi Germany, imperial Japan, or
the Soviet Union during the twentieth century. Instead, the United States faces
an interconnected web of global and regional threats, whose sheer volume and
complexity are overwhelming. A broad array of actors, ranging from great powers
to rogue states to non-state actors, are turning to an increasingly sophisticated and
ever-evolving set of tactics. Whether it is Russia’s use of hybrid warfare or China’s
reliance on anti-access, area denial (A2/AD) capabilities or Islamic extremists” attacks
on soft targets, America’s adversaries are constantly finding new and creative ways to
challenge U.S. interests and undermine U.S. comparative advantages.

At the same time, America’s relationship with the world has evolved in significant
ways. On the one hand, U.S. leadership is being challenged by countries intent on
increasing their own influence in their neighborhood or within regional alliances. It
is therefore not as easy for the United States to shape outcomes and influence world
events, especially inside the many international institutions that the U.S. helped create.
On the other hand, many of those same countries that consistently challenge U.S.
leadership continue to turn to the United States to solve global crises like the Ebola
outbreak or the rise of the Islamic State. Washington thus finds itself navigating two
broad trends: an evolving international security system rich with emerging powers
intent on redefining it, and a near constant demand for the United States to lead the
response to every global challenge.

Both the current and past administrations have done their best to adjust to these
realities. But change has largely come in the form of new policies and new policy tools
(i.e., economic statecraft, building partnership capacity, or a new cyber command).
Less has been done to alter the structure and mechanics of the NSC. To be sure, every
president enters office with a different “command climate,” which sets the tone, style,
and pace of day-to-day operations and alters the ways in which the NSC operates.
Presidents also tend to add or remove various subject matter NSC directorates or
offices, enabling them to place special emphasis on a particular region or functional
issue. President George W. Bush, for example, significantly increased the NSC’s work
on counter-terrorism in the wake of the September 11 attacks, for all the obvious
reasons. President Obama put added emphasis on arms control when he arrived in
office, altering the size and structure of that particular office inside the NSC.

While modifying directorates inside the NSC is an important way for a president
to shape the work of the NSC, those types of changes have failed to get at the heart
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of the challenge. The Project for National Security Reform (PNSR), from 2008,
perhaps said it best when it concluded that “The legacy structures and processes of a
national security system that is now more than 60 years old no longer help American
leaders to formulate coherent national strategy.”' Because the current administration
and past administrations haven't dedicated sufficient time to thinking through any
significant structural challenges to the NSC, the capable professionals that work there
find themselves battling a tumultuous international landscape with a system and
toolkit that are sorely outdated. Today, NSC staff describe a system that leaves them
lurching from one crisis to another, is too reactive, provides little to no time to think
strategically, and has evolved into a crisis management shop.

Three Questions About the Next Administration’s National Security Council

To ensure that the U.S. national security system is best positioned to address
today’s rapidly changing global security environment and that the professionals
that start work at the NSC in early 2017 begin their tenure with the strongest, most
efficient system possible, the next president needs to answer three core questions
before entering office.

What is the NSC’s primary mission?

The NSC was designed in the late 1940s to do two things: drive presidential
decision making and ensure that those decisions are implemented across the U.S.
government. Over the years, that mission has evolved and expanded, leaving the
NSC stafft grappling with an array of competing and overlapping priorities. NSC staff
continue to tee up decisions for the president and his cabinet, but they also often
manage global crises, formulate policy, formulate strategy, manage how agencies
implement policy, and staff the president and vice president in advance of and during
trips abroad and in high-level foreign engagements at home. And they do all this
while attending a dizzying array of interagency meetings that cover too many issues
in too much detail.

The NSC has been repeatedly criticized for being too large, with today’s
number hovering just under 400 staff—the largest in U.S. history.* (The number
of professional staff is closer to 200, though.) As NSC staff have come to realize,
though, 400 individuals are still too few to undertake the multiple mission sets listed
above. Everyone agrees, though, that adding more staff isn’t the answer. In fact, many
assume that increasing the size of the NSC staft would likely make today’s challenges
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much worse. And even if the next president wanted to increase the size of the NSC
staff, the White House lacks a place to put them, as the Executive Office Building,
where NSC staff work, is already at peak capacity. Those realities leave the next
president with one choice: design a more limited role for the NSC and return some
of the NSC'’s current functions to other agencies.

Obviously, making the NSC less operational will involve trade-offs. The White
House may have to accept somewhat less control as it places increased trust in
the heads of other agencies to take the lead on messaging and formulating and
implementing policy. But freeing the NSC staff of some of the burden of tracking
every policy-related detail will help it maintain strategic focus on both the president’s
top priorities and the most pressing challenges. The next president should therefore
do his or her best—well in advance of arriving in the Oval Office—to establish clear
guidance on when the NSC should lead and when it should empower other U.S.
agencies, like the State Department and the Defense Department. And when, not if,
that arrangement inevitably breaks down and the White House finds that an agency
is failing to meet expectations or heading in an unexpected direction, the president
and his advisors must resist the temptation to shift control back to the White House.
Instead, changes should be made at the agency in question, even if change means
removing and replacing a member of the president’s cabinet. Too often White House
frustration with other agencies results in the conclusion that the White House needs
to take control, which in turn fuels White House micromanagement.’

What accompanying structure best fits the NSC mission?

Once the president provides clarity on the NSC mission, several structural decisions
will need to stem from that. Such decisions can be divided into two broad categories:
organizational and process. In terms of organization, the next president must decide
if he or she wants to make changes to the current configuration of directorates inside
the NSC beyond enlarging one or two of them to reflect policy priorities. Does, for
example, the White House need a separate NSC directorate, each with five to ten
staff members, for every region and functional issue? Are there better ways to tackle
the cross-cutting nature of today’s complex security environment? Could regional
and functional experts sit together, perhaps in task forces, to address issues that cross
their respective areas of expertise? Should other models be considered? Irrespective of
what the next president decides, his or her decision must be made early, as structural
changes are tough to make years into a president’s term.*
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Important staffing questions are also part of the organizational decisions the next
president will need to make. President Obama and President Bush both experimented
with the appointment of “czars” or special coordinators to take the lead on issues of
the utmost importance. Bush, for example, created a “war czar” that had the rank of
assistant to the president and reported directly to the president on the ongoing wars
in both Iraq and Afghanistan. Those types of positions bring multiple advantages,
particularly for national security advisors that lack the time to manage a new policy
decision or strategy for months or even years on end. Putting a single person in
charge to drive and chair interagency meetings, keep the president informed, and
ensure that the wheels of the bureaucracy keep turning in all the right directions can
produce real dividends. But these positions also create internal friction and confusion,
especially within the NSC and across the interagency since they add another layer to
the institutional hierarchy. The next president should thus be cautious about applying
this model. To the extent that he or she feels a special czar is needed, the president
should ensure the number of czars doesn’t unnecessarily proliferate. Ideally, there
should only be one, maybe two, such individuals on staff, and it will be important for
the president to provide clarity on that person’s role and authorities.

In addition to structure, questions of process are equally important to consider,
particularly as they relate to the pace of high-level interagency meetings. For some
time now, the chairs of mid-level interagency meetings at the assistant secretary and
deputy assistant secretary levels have been accused of pushing too many decisions
to deputies and principals. To be sure, seemingly minor decisions sometimes require
principal-level attention simply because they involve trade-offs that can only be
properly adjudicated at a higher level. For example, assistant secretaries and their
deputies are typically responsible for individual regional or functional areas, and thus
are not well suited to—or held accountable for—adjudicating issues that allocate
resources globally in ways that effectively balance competing strategic priorities.
But in recent years, interagency staff members have complained that far too many
decisions are being pushed to deputies and principals, filling their days with hours of
meetings in the Situation Room and detracting from the time they have to manage the
business of running their own agencies. When Susan Rice became President Obama’s
national security advisor in 2013, she conducted a thorough review of the NSC and
concluded that the number of deputy committee meetings (DCs) should be reduced,
freeing those high-level officials to spend more time at their home agencies. The next
president and his or her national security advisor should follow suit and identify other
ways the NSC can push decision making down to lower levels of government.
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How can the NSC build in strategic pauses?

Finally, given the complex nature of today’s national security environment, the
president should work with his national security team to identify four or five ways
he or she might build in strategic pauses that force the staff to occasionally step away
from the tactical decisions that need to be made within hours. The current national
security advisor, Susan Rice, has made some important changes in this regard. The
NSC now holds regular DCs on long-term trends, which have been applauded and
are well-attended. Similarly, the State Department has created its own Strategy Lab
designed to create a space inside the building that is free of the usual operational
demands and pressures one encounters in the bureaucracy. The next president should
build on these initiatives but go beyond them. More specifically, he or she should
consider:

» Creating a Strategic Foresight Cell inside the NSC that can conduct tabletop
exercises. That cell could also “red team” U.S. policies by asking officials to
view a problem through the eyes of U.S. competitors in order to revisit their
original assumptions and objectives, ask hard questions, and look beyond
short-term requirements.

¢ Conducting an Annual Strategy Review to evaluate the most recent
strategy documents (National Security Strategy, National Military Strategy,
Quadrennial Diplomacy and Development Review, and Quadrennial Defense
Review) against current events. What have they gotten wrong? Where should
the administration make midcourse corrections?

e Assessing risk with allies. The United States regularly works with partners
and allies to address global crises, but the NSC should also develop ways
to work with them to assess risks before crises erupt. None of the existing
international organizations perform this role. The next president may want
to consider creating a forum that would identify emerging threats, conduct
risk assessments, and host tabletop scenarios with allies to highlight policy
gaps.’” No one can predict the future, particularly in today’s uncertain
security landscape, but that is precisely why conducting risk assessments is so
important.

In many ways, the messy business of policy making is unavoidable, especially
in the NSC. Unanticipated world events will continue to test even the best national
security systems. And social media will continue to put unprecedented pressure on
administrations to respond in real time. Personality conflicts, turf battles, stress,
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and long hours will also remain a key feature of the NSC and the interagency in
general. But utilizing the transition period to focus on the more tedious questions of
process and structure will maximize the next president’s chances of realizing his or
her strategic policy goals.

Julianne Smith is Senior Fellow and Director of the Strategy and Statecraft Program at the Center for a New
American Security. Ms. Smith also serves as a Senior Advisor to Beacon Global Strategies. Earlier, she served as
Deputy National Security Advisor to Vice President Biden from April 2012 to June 2013. During March and April of
2013, she served as Acting National Security Advisor to the Vice President. Prior to the White House, she served as
Principal Director for European and NATO Policy in the Office of the Secretary of Defense, acting as the principal
staff assistant and advisor to the Assistant Secretary of Defense for International Security Affairs. Before joining the
Obama administration, Ms. Smith served as director of the CSIS Europe Program. Earlier, she worked at the German
Marshall Fund as program officer for the Foreign Policy Program and director of communications for the Project on
the Role of American Military Power. She was a senior analyst on the European security desk of the British American
Security Information Council and in Germany at the Stiftung Wissenschaft und Politik as a Robert Bosch Foundation
Fellow. Ms. Smith is a recipient of the American Academy in Berlin Public Policy Fellowship and the Fredin Memorial
Scholarship for study at the Sorbonne. She received her B.A. from Xavier University and her M.A. from American
University.

! Project on National Security Reform. November 2008. Forging a New Shield. Washington, DC: Center for
the Study of the Presidency. http://0183896.netsolhost.com/site/wp-content/uploads/2011/12/pnsr_
forging a_new_shield_report.pdf

? Part of the growth under the Obama administration stems from the merger of the Homeland Security
Council with the National Security Council.

* Of course, as Derek Chollet pointed out in his September 8, 2016, testimony on the House Committee on
Foreign Affairs, some amount of bureaucratic overreach is unavoidable, particularly since “the President
will be the one held accountable by the public, press, the Congress, and the American people.”

* One exception to that is the effort pursued by President Obama’s current national security advisor, Susan
Rice, who conducted a full review of the National Security Council on arrival and launched a reform ef-
fort fairly late into the president’s second term.

> Smith, Julianne. 2016. “Our Overworked Security Bureaucracy.” Democracy: A Journal of Ideas 40 (Spring).
http:/ /democracyjournal.org/author/julianne-smith/



“It is the case that a president gets the NSC system that the president deserves.
It is the president’s vehicle, and the president’s responsibility.”

—STEPHEN HADLEY
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Reforming the National Security Council:
Policy Prescriptions and Recommendations

Stephen Hadley
Former National Security Advisor
to President George W. Bush

he current National Security Council (NSC) system simply cannot cope with

the vast array of national security, homeland security, and foreign, defense, and
economic policy challenges that the United States faces in the world today. The current
centralized structure of a hierarchy of interagency committees, culminating in the
Deputies Committee, Principals Committee, and the National Security Council itself,
is basically unchanged from what Henry Kissinger established as national security
advisor (NSA) under President Nixon in the 1960s.

The bandwidth of that system is too limited to cope with today’s wide range
of challenges. Under the current system, by the time an issue gets to the point of
receiving high-level attention, it is usually fairly late in the evolution of the issue
and often to the point of crisis. At that moment, the soft-power options (diplomacy,
security assistance, economic sanctions, etc.) are in the rearview mirror—because
there is insufficient time for them to have any real effect on the current crisis. This
means that too often the president is left with a choice that boils down either to using
military force or doing nothing. If issues continually need to get to the crisis point
before they get high-level attention, as often occurs in the current system, then an
administration is likely to deal only with more crises—because it will not have had the
time to put in place strategies and policies designed to shape events in ways congenial
to American interests and to avoid crises.

In addition, the current system has tended to absorb into the interagency process
too many issues in too much detail. The “process” has over several administrations
evolved to the point where it is “grinding too small”—involving deputies, principals,
and even the president too far into the details of a policy and too far away from overall
questions of context, objectives, and strategy. There are now too many interagency
meetings at senior levels, which detract from the time that NSC principals in particular
need to manage and lead their respective departments and agencies.
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Technology has not helped. The capability to use secure video links to bring
virtually into the Situation Room ambassadors and military commanders from within
the relevant theater is a terrific tool for crisis management. But when it is used as well
for more routine policy discussions, it invites senior Washington policy officials to
get too far into the “weedy” details and tactics of an issue—and, again, away from a
discussion of overall context, objectives, and strategy. Too many interagency meetings
scheduled to last 50 minutes start out by diving deeply into the details of a particular
policy issue—and only after 40 minutes or so does someone have the temerity to say:
“Wait a minute. What are we trying to do here?” That is where any meeting of senior
policy officials should begin, not end. The press of routine business plus the plethora
of interagency meetings leaves senior policy officials with too little time to think.

In his book Issues On My Mind, former Secretary of State George Shultz relates
that at least once a week he would tell his front office staff that he was going to go
into his office, close the door, and was not to be disturbed for the next hour or so—
unless he was called either by his wife or by the president, in that order (showing the
priority he placed on domestic affairs over foreign policy!). He would then go into his
office, take pencil and paper, and begin to think about the issue of the moment—and
write down what the United States was trying to do, and how it should try to do it.

It is likely the case that no senior official observes this practice today. Yet it is
essential if senior officials are to be in a position to give the president thoughtful
and cogent advice—and if an administration is to get ahead of crises, rather than
simply react to them. The other problem is staying focused on priorities and not
being distracted by secondary issues.

Former Secretary of State Condoleezza Rice used to keep on her desk a list of four
or five items that were her priorities for a given month—and she would return to that
list on an almost daily basis, always asking herself whether she was actually making
progress on those listed items despite all the other issues vying for her attention.

Successive administrations—from Henry Kissinger’s time and forward—have also
been relatively unsuccessful in incorporating deliberate forward-looking strategic-
level discussion and planning into the interagency process. Creating a small two- to
three-person staff within the NSC staff dedicated to such “strategic foresight” is a
good first step. The George W. Bush and other administrations also used that strategy
staff to lead and coordinate strategic planning among the policy planning staffs of the
various departments and agencies.
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Another useful tool is the Obama administration’s deputies-level “foresight
process,” resulting in periodic deputies meetings to address longer-term trends.
Presentations by the National Intelligence Council and the Central Intelligence
Agency tee up these meetings. Among other things, the meetings evaluate existing
policies in terms of whether they make sense in light of the overall regional or
global context, whether assumptions on which the policy is based have changed, and
whether different organizational or implementation approaches are needed.

There is a pretty broad consensus among practitioners and academics in favor of
the “Scowcroft Model” for how the NSA plays her or his role. But, there are certain
prerequisites if this model is to be effective. They include: a president who makes
clear to the NSA and the national security principals that the Scowcroft “honest
broker” model is what the president wants; national security, homeland security, and
foreign, defense, and economic policy principals (especially the secretaries of state
and defense), who are substantial figures in their own right, have strong ties to the
president and are willing to insist (to the president if necessary) that the NSA observe
the tenets of the Scowcroft Model—as the president has directed; an NSA whose
personality, temperament, and operating style fit fairly naturally with the model; and
alevel of collegiality, transparency, coordination, and trust among the NSC principals,
including especially the secretaries of state and defense.

For example, both Tom Donilon and I had a practice of coordinating with the
secretary of state if we were meeting with a foreign leader, foreign minister, or
even fellow NSA—to ensure that there were no surprises, and that the secretary (as
well as the president) were all coordinated on the message we NSAs were going to
deliver. Indeed, we found it highly effective if we and the respective secretary of state
conducted coordinated, parallel approaches to the foreign minister and NSA of a
given country, respectively, using a common message reflecting a common strategy—
often, if you will, helping to coordinate the position of foreign governments from the
outside in ways congenial to American interests.

Below are a series of policy prescriptions for the new president to address the
shortcomings of the NSC and possible measures to reform the existing system.

1. National security is a team sport. Key considerations in developing
recommendations regarding the persons to head the eight to ten most important
national security, homeland security, and foreign, defense, and economic policy
departments and agencies ought to be: whether the persons are known to the
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president and have the president’s trust and confidence; whether the persons are
known to each other, have a history of working together successfully, and have each
other’s trust and confidence; and whether the persons can work together as a team in
support of the president and the president’s policies.

2. People are as important as process. Good process can improve the prospects that
an administration will have sound policies, but people often count for more—they
can defeat good process, and they can sometimes produce good results even from
bad process. The White House Personnel Office needs to work closely with the NSA
(and the deputy NSA) to ensure that persons who are tapped to serve in subcabinet
positions in the key national security, homeland security, and foreign, defense, and
economic policy departments and agencies have substantive qualifications for those
jobs and can work constructively together as part of the president’s team. These are
not jobs for rookies, first-timers, or prima donnas. This needs to be a team sport at
every level of government—and the president needs to insist on it all the way down
the chain.

3. Establish an effective national security strategy process. This needs to be
established at the very outset of the administration. The character and strength
of this process has varied from administration to administration. Its principal
product is usually a document setting out the national security strategy for the new
administration.

Often these documents are more tactical than strategic, resembling a laundry list
of fairly disconnected second-order policies, which get put on the shelf and have little
impact on what the new administration actually does in the world. The process needs
to be re-engineered to produce a strategic framework for the new administration
that will drive its priorities, initiatives, and foreign, defense, security, and economic
policies.

The National Defense Panel, co-chaired by Bill Perry and I, reviewed the 2010
Quadrennial Defense Review and recommended such a process; its recommendations
are a good place to start. The importance of this process for the new administration
is not just the document it produces but that it can force a strategic conversation
between the new president and the president’s national security, homeland security,
and foreign, defense, and economic policy team about the broad strategic direction,
priorities, and initiatives of the new administration.
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4. Institutionalize strategic thinking and strategic planning. This is essential if
the NSC interagency process is to be forward-looking and developing strategies for
shaping future events and heading off crises.

As discussed previously, there needs to be a small staff element within the NSC
staff tasked with strategic foresight and strategy development and a process by which
this staff element can coordinate and lead the strategy and policy planning elements
in the departments and agencies. While their work must be operationally relevant,
they must be protected from becoming sucked in to day-to-day issues and the crisis of
the moment. Perhaps the biggest challenge will be to find a way routinely to bring the
output and perspective of this strategic foresight and strategy development process
before busy senior-level officials—and a president—too often so overwhelmed by the
press of the immediate that they are unable adequately to attend to the important.

5. Establish a Council of Historical Advisers. Graham Allison and Niall Ferguson
make this suggestion. The council would be a group of three to five historians serving
the president and the NSC.

The purpose of the council would be to bring applied history—and its lessons,
precedents, and analogies—to bear on the challenges and opportunities of the
present. As Allison and Ferguson have written: “Although applied historians will
never be clairvoyants with unclouded crystal balls, we agree with Winston Churchill:
“The longer you can look back, the farther you can look forward.™

6. Getthe interagency process out of the weeds. The purpose of the NSCinteragency
process should be to set broad policy and then rely on distributed, decentralized
execution and implementation by the relevant departments and agencies.

From a policy development perspective, the NSC process needs to be more
strategic and less tactical. Its focus should be helping the president, with the advice
of the NSC principals (the relevant senior cabinet secretaries and agency heads), to
set overall national objectives—and then develop the broad outlines of the strategies
required to achieve those objectives.

The NSA and the NSC staft need to be self-limiting with respect to power—and
resist the temptation to drive the interagency process down into the tactical details
and try to dictate those details. From a policy implementation perspective, the NSA
and the NSC staff should oversee and coordinate the development of the execution
plans required to carry out those strategies—plans under which the departments and
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agencies assume execution responsibility for the various elements of strategy within
their respective areas of authority and competence.

The NSA and the NSC staft should monitor and oversee department and agency
execution of these plans to ensure it is done with the urgency and focus required
to achieve the objectives of the president’s strategy—and measure the results
whenever possible. But actual implementation and execution should be left to the
line departments and agencies—and should not be assumed by the NSC staft.

7. Empower and enable your people. The cabinet secretaries and agency heads
are the officials that the Senate has confirmed and to whom the Congress and the
American people look to carry out American foreign, defense, security, and economic
policy. That is not the role of the White House or the NSC staffs—whose members
are not Senate confirmed, do not testify before Congress, and should be relatively
unknown to the American people.

Distributed, decentralized execution and implementation will require the
president to empower and enable the cabinet secretaries and agency heads. But it
will also require that the under secretary and assistant secretary levels within those
departments and agencies be similarly empowered and enabled—as well as the
president’s representatives “in the field” (the ambassadors, military commanders, and
intelligence officers who represent the arms and legs of the American government
abroad).

One way for the president to empower and enable is explicitly to give a cabinet
secretary, one of her or his subordinates, or an existing ambassador or military
commander the lead in executing a specific policy or initiative—and “dual-hatting”
the cabinet secretary or official with a supplemental presidential title (in addition to
her or his position in the line organization) as evidence of the fact that she or he
carries the authority and confidence of the president in this matter.

Such an approach may not work in every situation—especially where the policy
or initiative involves major responsibilities of multiple agencies. In these cases, the
president can consider dual-hatting co-leads from the two departments or agencies
most involved. (Note, as precedent, the close relationship between U.S. Ambassador
to Iraq Ryan Crocker and General David Petraeus, commander of U.S. forces in Iraq,
during the “Surge” in 2007-2008.)

In many cases, such dual-hatting will be appropriate—and dual-hatting someone
within a line organization or in an existing position avoids all the bureaucratic
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uncertainties and resistance caused by the appointment of a “presidential envoy”
or “policy czar” from outside any existing organization. Having so empowered and
enabled them, the president must also hold his cabinet officers and department heads
(and their subordinates) accountable—and replace them if they fail to perform.
Should an execution problem arise, the president must resist the temptation to pull
the issue up into the White House and try to substitute the NSC staft for what is a
deficiency in the line organization. Fix the problem at its source—fix the problem in
the line organization—and do not try to substitute staft for line.

Encourage your cabinet secretaries and agency heads to work together to develop
common approaches to challenges and opportunities. Don't insist that every such
initiative come up through the formal NSC interagency process. It is enough if the
president and the NSA are kept apprised and able to offer course correction if required.

Secretary of State Rice and Secretary of Defense Gates did this very effectively
in the George W. Bush administration, and Secretary Gates and Secretary of State
Clinton did it very effectively in the Barack Obama administration. Similarly, the
Strategic & Economic Dialogue between the United States and China under the
Obama administration (and its predecessor under the George W. Bush administration)
were effectively co-chaired on the U.S. side by the secretary of state and the secretary
of the treasury. This kind of cabinet-level (and sub-cabinet-level) cooperation can be
particularly effective in the field of “economic diplomacy,” as discussed later in this
chapter.

For this kind of cross-agency integration and cooperation to work, there needs
to be—in the words of Jim Steinberg—a “common and effective information-sharing
environment” or platform, at both unclassified and classified levels, across all the key
departments and agencies involved in the NSC interagency process. And it would be
enhanced if there were also a “common assessment” process integrating the various
sources of information from both across and outside the government. More broadly:
the whole government needs to be on one network—and a network that works.

8. Put all the players on the field. Using a phrase very much in vogue in national
security circles, to promote American interests in this challenging world will require
“all elements of national power” to be harnessed in the service of common national
objectives. This in turn will require the president to take advantage of the full range
of contributions, perspectives, and skills that are available both inside and outside of
government to address national challenges and opportunities.
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Within the federal government, for example, the relevant economic and homeland
security departments and agencies are too often not at the NSC table when major
national security, homeland security, and foreign, defense, and economic policy
issues are discussed. Most recent presidents have invited the secretary of the treasury
to attend NSC meetings when monetary or financial issues may be involved (such
as economic sanctions). But financial and economic factors are now so integral to
American national security and foreign policy that the treasury secretary should be
present at virtually every NSC meeting.

a. The secretary of commerce, by contrast, is usually absent from such meetings.
This is a mistake that needs to be corrected. The U.S. government often fails to
appreciate the influence of the U.S. private sector abroad. As Secretary Pritzker
has written, foreign governments want American companies to be operating and
investing in their countries because they offer the promise of economic growth,
investment, and jobs. “This provides the USG an effective opportunity to influence
foreign government decision-making when our objectives align with those of the
private sector.”

This is particularly the case when a country needs to make political and economic
reforms that both would further U.S. government policy and are consistent with the
interests of the private sector. “The art of encouraging reforms by helping American
business leaders advocate directly to foreign officials is best described as ‘commercial
diplomacy,” Secretary Pritzker wrote. The secretary of commerce is best positioned
to bring this perspective before the president and the NSC and to be the liaison to the
business community on which such “commercial diplomacy” depends.

b. The secretary of homeland security is also often absent from the NSC table. This
isalso a mistake. The Department of Homeland Security (DHS) brings a transactional,
decentralized, bottom-up, domestic perspective from a department that is integrally
connected to communities, municipalities, state governments, and the private sector
across the United States. This perspective can serve as a useful counterpoint to the
more centralized, top-down, hierarchical approach that characterizes the traditional
national security establishment. And DHS can complement the overseas ties of the
national security and foreign policy departments and agencies with its own strong
state and local, public and private sector relationships.

c. Participation of other department and agency heads at the NSC table needs
to be addressed as well. The most glaring need identified by the ASG was to better
integrate the nation’s national security agenda with its international economic
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agenda—including trade, investment, sanctions, economic assistance, international
financing, energy and commodities, monetary policy, and export controls. Bringing
the secretaries of treasury and commerce, the US. trade representative, and other
economic officials consistently to the NSC table will help.

There also needs to be closer coordination and often joint meetings between
the NSC and the National Economic Council (NEC), especially at the principals
and deputies levels. And the current practice of key NSC and NEC staff members
dual-reporting to the heads of these two councils needs to continue. In the view of
many people, the United States is using less effectively economic instruments for its
geopolitical purposes than its global competitors, particularly China and Russia. While
there are economic costs and risks to “economic statecraft” for both government
policy and the commercial sector, there was a generally accepted view that this is an
area of opportunity for U.S. policy. But making better use of geo-economic pressure
for geopolitical gain will require dramatically increased coordination across the U.S.
government and with U.S. friends and allies.

d. Also identified was the need to better integrate the Office of Management and
Budget (OMB) into the NSC interagency policy development and executive process.
This will help ensure that before the president adopts a policy initiative, he or she can
be assured that it can be fully funded—that policy and resources will be fully aligned.
The broader goal here is to ensure that the necessary officials are at the NSC table so
that effective strategies can be developed and resourced using all sources of national
power and influence.

e. Also too often missing from the NSC table is the secretary of energy. Yet with
the continuing geopolitical importance of energy (especially oil, gas, and nuclear),
our own continued dependence on energy imports (despite enhanced fracking and
horizontal drilling), the role played by energy in global climate change, and the
continued importance of nuclear deterrence and efforts to stem nuclear proliferation
(and the Energy Department’s central role in these matters), the energy secretary
could make an essential contribution at many NSC meetings.

f. Adding the commerce, homeland security, and energy secretaries, along with
other cabinet and agency officials, to the NSC table has the added advantage of
bringing state and local governments, communities, and the private sector into the
NSC system and process.

Similarly, civil society groups need to be brought more fully into the NSC process.
If due respect and consideration is given to the fact that their interests do not always
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align with those of the federal government, these groups can in many cases provide
crucial tools in developing not just “whole of government” but “whole of society”
approaches to the challenges and opportunities the nation faces. But such an effort
will require building (especially in the case of civil society) and rebuilding (in the
case of social media and internet companies) a relationship of trust with the U.S.
government.

9. Invest in the underdeveloped, nonmilitary instruments for national power
and influence. Since the end of the Vietham War, the United States has made a
major investment of effort and resources in its military—its recruitment, training,
equipping, exercising, effective deployment, and improvement through an intensive
post-deployment “lessons learned” process. The result is the best military in the
world by far.

But no similar effort has been made in developing the nonmilitary instruments
of American power and influence—especially those largely civilian capabilities
of peace-building, reconciliation, and conflict avoidance that seek to head off
armed conflict—and the closely related largely civilian capabilities of post-conflict
stabilization, reconciliation, and social and physical infrastructure reconstruction that
are required to preserve the peace. These capabilities help train police in democratic
and community-focused law enforcement; help train judges, prosecutors, and penal
system administrators to respect and apply the rule of law; help governments and
societies throw off corruption; help jump-start economic growth and job creation;
and help enhance the ability of governments at every level to provide services (power,
water, transportation, education, and health care) to their people.

It is fashionable now in both American political parties to foreswear “nation-
building abroad.” And America cannot “build” another nation—only the government
and people of that nation can do so. But America and its friends and allies can help—
and in some circumstances it is very much in their interest to do so. The Middle East
is one of those circumstances.

ISIS will ultimately be cleared from the territory it now occupies in Syria and
Iraq. But if the people of those two countries (and the people of other countries
in the Middle East racked by violence and threatened by terrorists, such as Libya
and Yemen) are unable to build stable, secure, and prosperous societies, they will
inevitably become hosts to successor terrorist groups that will be even more virulent
than ISIS—as ISIS was an even more virulent successor to al-Qaeda.
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The United States simply does not have the civilian capabilities it needs to help
nations and peoples threatened by or emerging from conflict or terrorism to build
more secure, stable, and prosperous societies. Recently, each time the nation has been
faced with such a requirement (as in Bosnia, Afghanistan, and Iraq) it has tried to
make due with ad hoc, off-the-shelf capabilities and resources that have generally not
been up to the task and have not produced the hoped-for success. The United States
simply can no longer accept the national security consequences of this level of non-
success—it simply must begin to resource the development, training, and equipping
of these largely civilian capabilities.

In addition to these capabilities, Peter Feaver and Will Inboden, in an article
circulated to the ASG, identified two other gaps in the U.S. foreign and defense policy
toolkit that need to be addressed: first, the need to improve the Military Assistance
Programs for training, equipping, and supporting the military and other security
forces of countries that the United States wishes to help; second, “building an
institutional ability to wage ideological warfare,” especially in the “battle of ideas”
against the propaganda of terrorist extremists like ISIS and al-Qaeda and of aggressive
authoritarian regimes like Russia and China.

10. Build in informal, unstructured interactions. The formality of the NSC
process—and of NSC meetings with the president in the Situation Room—can
sometimes be a barrier to the kind of informal, candid discussion that an issue—
and the president—actually need before the issue—and the president—are ready for
decision.

The goal of the NSC process should be to get the president to the point where the
president is satisfied that he or she has received all the relevant intelligence, expert
analysis, and other information (from a variety of sources); has heard the views of all
the relevant NSC principals; has received a full range of outside inputs (from experts,
Congress, and the public); and is comfortable making a decision.

To meet this goal will usually require multiple meetings and conversations with
the president in a variety of settings and formats—formal and informal—in the run-
up to a decision. It is the responsibility of the NSC process—and particularly of the
NSA—to make sure this goal is achieved to the president’s satisfaction.

As an element of this process, in the second term of the George W. Bush
administration, I instituted a regular Tuesday afternoon meeting in the NSA’s office
attended by the vice president; the White House chief of staft (invited but often
unable to attend); the secretaries of state, defense, and treasury; the chairman of
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the joint chiefs of staff; the director of national intelligence; the director of central
intelligence; and the deputy NSA. (Soft drinks, tortilla chips, and warmed cheese dip
were served, which were found to improve the disposition of all the participants.)

In these meetings, the group would work through the most difficult and
sensitive national security issues (like the Iran nuclear program, the Syrian nuclear
reactor, North Korea’s nuclear program). The limited representation (and limited
dissemination of even the fact of these meetings) encouraged candid and in-depth
discussions that were some of the best of the administration. And there were no
leaks.

Once the issue had been worked through in this forum, the question (usually posed
by Vice President Cheney) was how to take the issue to the president (something the
NSA then worked out with the White House chief of staff). If the issue was ready for
a formal decision, then an NSC meeting in the Situation Room; if a formal discussion
short of a decision was best, then perhaps a meeting of NSC principals in the Oval
Office; and if the goal was to have the president in more of a listening mode, then
an informal meeting in the White House residence perhaps on a Saturday morning.

The point is that the process for bringing decisions to the president—and preparing
the president to make those decisions—needs to be flexible and tailored to the issue,
the need at the time, and the decision style of the president.

11. Bring in voices from the outside. There needs to be a formal, regular process
for bringing in voices from outside the NSC system or it just will not happen. I did
this selectively as NSA on Afghanistan and Iraq (especially in the run-up to President
Bush’s “Surge” decision in January 2007). But few NSAs did this as consistently and
regularly as Tom Donilon during the Obama administration.

The current deputy NSA, Avril Haines, has been bringing in outsiders to meet
with the Deputies Committee. This is a very good idea, worthy of imitation by the
incoming administration. The NSA, NSC principals, and NSC deputies could all
benefit from this kind of exposure. But even more important, the president should
have structured, regular exposure to input, ideas, and views from people outside of
the NSC (and outside of the intelligence community), reflecting a wide range of
different backgrounds and perspectives.

12. Form, focus, train, and coach an expert NSC staff. A president needs to be clear
on the mission the president intends for the NSC staff. The principal purposes of the
NSC staff are to:
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(1) support the president in carrying out the president’s constitutional
responsibilities in national and homeland security, and foreign, economic, and
defense policy (e.g., help prepare the president for foreign leader meetings,
foreign trips, speeches, foreign leader phone calls, and presidential decisions
in these areas);

(2) champion presidential initiatives within the interagency (for if the president’s
NSC staff does not push the president’s agenda, no one else will);

(3) coordinate and lead the interagency process in preparing for presidential
decision issues that require input and action from multiple departments and
agencies (e.g., developing analysis, clarifying options, gathering views); and

(4) coordinate and oversee the interagency implementation and execution of
presidential decisions.

NSC senior directors need to understand that if they or their offices are doing
things that do not fall into one of these categories, they should STOP—they are
usurping the prerogatives and responsibilities of the line department and agencies.
As already mentioned, the NSC staff needs to be self-disciplined and self-limiting
regarding power—and not reaching to take control of things just because it can.

If this is the right set of functions for the NSC staff, then they probably can be
accomplished with 100 to 150 professional staff with the right kind of experience—
senior professionals drawn from the full range of national and homeland security and
foreign, defense, and economic departments and agencies. But form should follow
function—the size of the staff should be driven by its mission, and not by fiat or some
arbitrary number. As a general proposition, it is better to have more information in
fewer heads—to help the NSC staff members better identify trends, connections, and
priorities.

In addition, an important purpose of the NSC staff is to integrate across the
organizational stovepipes all too present in the departments and agencies of the
interagency. This requires the NSC staff to function as a flat organization—sharing
information, sharing credit, and working in task force mode—bringing together
all the relevant NSC staff members on an issue. This is difficult to do if the NSC
staff is too large and therefore tends to reproduce within itself the stovepipes of the
interagency.

As the ASG papers on the “Third Offset” and “Moving to an Information Age
Construct” made clear, it is the commercial sector where technical innovation
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essential to our future military and national security is happening. So the NSC needs
to draw some of its staff from the relevant commercial sectors. Perhaps the best way
to do this will be to find a way to rotate technical people from the commercial sector
into the departments and agencies of our government—including the NSC staff—
and similarly to rotate government personnel into the relevant commercial sectors.

Further, steps must also be taken to make it easier for commercial technology
companies (including start-ups) to provide innovative technology to the government.
There are a lot of differences that mitigate somewhat the applicability of lessons
drawn from the private sector to government. But both need to put the highest
priority on investing in their people—something the federal government (outside of
the military) does not do well.

A number of practices from the private sector could improve the performance
and morale of the NSC staff. Surprisingly, the NSC staff receives very little training.
The assumption is that staff members come to the NSC fully trained by their parent
departments and agencies. But the NSC staff is a specialized organization with a
unique set of functions. Staff members coming to the NSC need to be trained for
the specific tasks, responsibilities, and processes for which they will be responsible—
and the manner and approach they should adopt in carrying them out. To test and
further develop this training, periodic crisis response exercises should be conducted
with the staff.

Many useful practices should be adopted that focus on improving the quality of
senior managers and the leadership they provide to the workforce. These include:

(1) 360 degree reviews (so managers are aware of their evaluations not only by
their superiors but also by their peers and subordinates).

(2) Professional coaches for senior managers that provide ongoing counsel and
advice on how managers are perceived by others, how to compensate for
their weaknesses, how to maximize their strengths, and how they can more
effectively lead the organization.

The goal would be for the NSC staff to become a “learning organization” that
advances the skills and performance of its people.

One final point made by several members of the ASG: the president and the NSA
should ensure that persons detailed to the NSC are not disadvantaged in their career
progression or otherwise penalized when they return to their home department or
agency after service on the NSC staff. On the contrary, there is a lot of evidence that
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service on the NSC actually makes for more effective foreign service, intelligence, or
military officers.

Conclusion

What is proposed here is a dramatic rolling back of how the NSC interagency
system has come to operate over the last several administrations. Only the president
can fix it.

A president gets the NSC system that the president deserves. It is the president’s
vehicle, and the president’s responsibility. It is the view of most members of the ASG
that the NSC system—and the interagency process—as they have evolved over the
last couple decades are broken and are not meeting the needs of the president or the
nation. If they are to be fixed, the new president must do the fixing.

The list of suggestions outlined above is a long one and may be simply too much
for “the system” to digest at one time. If that is deemed to be the case, then the new
president could adopt a more incremental approach. For example, the new president
could pick four or five of the most urgent initiatives likely to have the biggest impact
on the system—adopt them, evaluate their impact over time, adjust as necessary, and
then adopt three or four more follow-on initiatives to continue the reform process.
The four or five most urgent, potentially highest impact initiatives are probably
numbers 3, 4, 6, 7, and 12 above.

As a separate matter, the whole issue of how to incorporate the “new domain”
of cyber into U.S. strategy, planning, and operations both military and nonmilitary
needs urgent and intensive further study. A White House task force is probably
required to establish basic principles, a policy framework, departmental and agency
responsibilities, and a coordination mechanism. The commission headed by Tom
Donilon has an opportunity to play this role. Implementation and execution should
then devolve to the relevant departments and agencies, under traditional NSC
monitoring and oversight.

Finally, a blue-ribbon congressional/executive commission is very much in order
to examine and make recommendations about how the two branches of government
can work together more effectively to provide the nation a more agile, timely, and
cutting-edge approach to a national strategy that integrates national and homeland
security, and foreign, defense, and economic policy.
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“Whatever the degree of difficulty, an upfront investment in effective organizational
dynamics will pay dividends, particularly if addressed at an early stage.”

—TOM PRITZKER
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Investing in Effective Organizational
Dynamics at the National Security
Council

Tom Pritzker
Executive Chairman
Hyatt Hotels Corporation

Anumber of knowledgeable commentators at the ASG session referred to what
seems to be an adage: “the president gets the NSC that he or she deserves.” I
have no view. From an outsider’s perspective, “getting it right” in the case of National
Security Council (NSC) staff and organization looks to be one of the more difficult
endeavors I have run across. Whatever the degree of difficulty, an upfront investment
in effective organizational dynamics will pay dividends, particularly if addressed at an
early stage. This paper is an effort to articulate some thoughts and examples of tools
that can potentially improve the organizational dynamics of the NSC.

My experience is limited to the private sector and therefore may embed ideas
that are not appropriate for the NSC. On the other hand, the common element of
all organizations is that people will drive results. Therefore, investing in people is
investing in results.

Like any organization, the NSC has a set of characteristics that need to be
considered when designing an approach to its human capital. Among those
characteristics are the facts that the NSC is part of a political process and, at the NSC,
time is an unusually scarce resource. Both of these characteristics have components
of reality and elements of excuse. Being respectful of the former and skeptical of the
latter are at the core of leadership. It is also incumbent on leadership to not allow
the urgent to overwhelm the important. Over time, ignoring the important will have
material consequences.

Dealing with human behaviors is neither fun nor within the experience base of
some leadership teams. In the private sector (and the military), there is no alternative.
It is forced on us, and because of its importance, it comes with the turf. While I
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understand that service in the NSC can be a pressure cooker, it would seem that
where the stakes are highest is where effective behaviors and dynamics should be
most valued. Finally (and I will find a way to say this three times), investing in human
capital needs to be a priority from the top or it will not overcome the forces of inertia.

Let’s start this assessment with some context. Here, I want to compare the
motivations and alignment of individuals and teams within the private sector to those
in the public sector. This is meant to highlight some of the challenges specific to the
NSC and perhaps give some insights into crafting tools for the NSC.

1. The individual. In every organization, it is all about the people. To an
even greater degree it is about the individuals in the leadership team whose
behaviors and norms will establish the culture of the organization. Results are
determined not just by the intelligence and knowledge of the individuals, but
by their motivations, alignments, and behaviors. In order to make judgments
about managing the NSC, we first need to understand the dynamics at the
level of the individual. In terms of motivation, I would suspect that the
population at the NSC is highly motivated. Their mission is important, and
they can see a direct correlation between their work and the security of our
country. For most, it doesn’t get any better than that. Typically, the private
sector cannot match these stakes nor this level of motivation, focus, and
dedication.

In terms of alignment of interests, the private sector probably has an
advantage. In the private sector, individuals usually expects to have a long
tenure with their company and their colleagues (although that is changing
with millennials). They also expect their company to share responsibility
for their career development. These characteristics can make individuals
“owners” rather than “renters” of their jobs. It is my impression that tenure
at the NSC is far shorter than job tenure in the private sector. In addition,
when working in a senior government job, the individual is largely on his or
her own in terms of nurturing personal career development. While people at
the NSC are less likely to “own” their job, they are likely to be more singular
in “owning” their careers. If this is accurate, it is also likely that the individual
is surrounded by associates who also expect to have a relatively short tenure
in their job and have a real awareness of the need to own their careers.

A short-term mindset in any walk of life is just different. Knowing that you
are going to have another career move in the near future will also have
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consequences. In addition, the daily regimen of an NSC job is often brutal in
terms of stress on both the individuals and their families. It does not require
much imagination to see that these dynamics will change the alignment,
focus, and incentives of individuals within the NSC.

My purpose in making these observations is not to argue that these are
good or bad, right or wrong. It is to provoke thought about how to manage
individuals and teams in the context of the NSC. Here it might be worth
noting that the military, although clearly a public service, shares certain
dynamics with the private sector that we would be less likely to see within
the NSC. The most obvious examples of this are expected job tenure and an
intense organizational focus on human development.

. Team. Creating an environment for effective teamwork requires constant
attention. If left unattended, teamwork is likely to deteriorate over time.
Starting from a conceptual perspective, there needs to be a common (and
preferably well-articulated) understanding of purpose, strategy, and values.
There should also be a philosophy in terms of span of control and distribution
of authority. As these evolve, it is important to have multiple tools for clear
communications. In terms of personal performance in a team setting, trust
and well-articulated behavioral norms are the gold standards for effective
teamwork.

During the ASG conference, there were several references to the importance
of trust. Here, I would comment that alignment of interest, transparency,
and duration of relationships are the feedstock for trust. The nature of
the NSC, as discussed above, may create a shortage of these elements. To
compensate, demanding adherence to certain behavioral norms can be
important. At the first instance of deviation, a comment coupled with role
modeling is appropriate. An example would be creating an environment
where it is “safe” to thoughtfully say what is on your mind. Another example
would be to have leadership demand that mutual respect be practiced. One
can easily imagine how teamwork could be negatively affected by behavioral
norms that go in the other direction. To some this may sound Pollyannaish,
but teams are composed of individuals, and I cannot emphasize enough that
an individual’s emotions will impact not only his or her work product, but
also the team'’s work product. Modern science (e.g., the field of behavioral
economics) confirms that it is unrealistic to assume that humans (even really
smart humans) will act rationally with no influence from their emotional
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makeup. The idea that emotions should be constantly repressed in favor of
rationality is equally unrealistic. Importantly, this phenomenon does not
necessarily disappear with seniority.

3. Metrics and measurements. Here, the private sector organization has the
benefit of the common metric of financial performance. Most modern
companies, however, go beyond this and create other metrics that may be
referred to as management by objectives (MBOs). These allow supervisors
to establish nonfinancial objectives that may relate to the development of
human capital (theirs or that of their subordinates), the success of specific
projects, etc. The world of the NSC may not lend itself to these sorts of tools.
Clearly, linking performance to monetary incentives is not a tool available in
government work.

The notes above are meant to provide context and a word of caution about
simply importing private sector practices into the NSC. At the same time, the NSC
is not immune from human dynamics. Understanding the natural state of those
dynamics and then developing approaches to funnel those human dynamics into the
desired results will take thought and effort. In the end, it is all about the people, their
behaviors, and their abilities.

There are a number of different tools that can be crafted for the NSC. Each serves
a different purpose and a different segment of the NSC population. Some can be
outsourced, but each element should be designed as part of a total blueprint for
managing the human dynamics of the NSC.

1. Orientation. Most organizations develop an orientation or onboarding
program that can vary in length and content. The orientation program
provides what may be a unique opportunity to establish a consistent
message and common experience for the entire NSC staff. The purpose of
the orientation program should be to set a common understanding of the
administration’s expectations of the NSC. It should create the context for the
work of the NSC. Subject matter may include the NSC’s purpose, structure,
values, and operating guidelines, but should also include information about
the specific ideas, philosophies, and strategies of the leadership in the White
House. It should be mandatory for all employees upon entering the NSC. It
should be viewed as the beginning of an onboarding process. There may also
be training blocks attached to the basic orientation package that are offered
only to (or required of) specific cohorts within the NSC.
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2. Training. Training programs are about building specific skills, such as writing,
research, protocols, processes, etc. It can also be more contextual and involve
understanding the larger picture of policy making. In all cases, training is
meant to close gaps that need to be closed. Identifying gaps is critical to this
process. These are tools to support identifying these gaps. I suspect that those
who have been involved with the NSC will be better positioned to articulate
common gaps as well as opportunities for improvement.

3. Testing. Personality assessment (e.g., Caliper test) is mandated for all
executives above a certain level at Hyatt and in many other companies in the
private sector. This is an online questionnaire, which generates information
regarding an individual’s communication skills and style, emotional
intelligence, mental agility and resilience, and cultural fit. The results
effectively unbundle and precisely articulate these aspects of an individual’s
personality. Few people will be surprised by the results. However, the
unbundled nature of the results increases the individual’s awareness of the
details and enables behavioral modifications where appropriate. It also gives
people the opportunity to find workarounds or structures to support their
individual performance.

4. Coaching. Unlike training, coaching tends to be oriented toward affective
behaviors. It addresses how behaviors can improve or impair impact. Impact
is not just designing good policy, it also involves implementation and that
depends on people. Coaching basically raises your awareness and insights into
your own style. It is meant to enable you to change your behaviors in order
to achieve different and hopefully better results. Coaching comes in different
forms depending on the need. There are coaches for communications,
performance, and professional transitions, as well as executive coaching.
Each is different. Below, I address executive coaching, which is typically used
by the more senior executives who have already been successful. It is meant
to improve the styles, abilities, and impact of individuals who are clearly
qualified for their job.

My own experience with coaching began ten years ago. I had an issue with a
senior executive and decided to look into coaching. Before asking this senior
executive to work with a coach, I researched the experience by asking my
closest senior business colleague to join me in being coached. We each took
a short series of tests that profiled our personality preferences and our styles
of leadership. I need to emphasize here that these tests are not about right
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and wrong nor smart and dumb, they uncover individual traits, styles, and
challenges. What each of us learned about ourselves wasn’t new, but it was
both unbundled and more precisely articulated than our minds typically
allow. This enabled each of us to better understand the separate elements of
our behaviors.

I can report two distinct outcomes from this research effort. First, it has
materially improved how the two of us work together as a team. Second,
and perhaps most importantly, each of us has found that we are trainable in
terms of moderating our behaviors.

The epilogue to this story is that the senior executive in question was
unable to adapt to the needed changes in our organization, and this quickly
became apparent from his profiles and a short engagement with a coach. He
recognized that he was a square peg in a round hole. Soon thereafter he came
to me and suggested that he was not the right person for the job. This process
avoided a potentially costly train wreck.

While executive coaching is increasingly being used at senior levels in
companies, it is not yet commonly understood, so I will give some examples
of insights one might gain from the profiles. On its most conceptual level,
the tests give you a personality assessment and a preference inventory. They
describe your instinctive responses to situations. From this, coaching can
provide you with insights into how others hear you and experience you, how
you typically behave “in the moment,” and how you might be more effective
in your style of management and communication. Below are a few examples
of profiles that might come out of the assessment tools.

a. High assertiveness, high aggressiveness, and high ego drive. This might
suggest someone who is not very good at listening and who may be
perceived as inaccessible by subordinates or arrogant by team members.
These attributes are not fatal, but self-awareness of these traits can
allow this person manage how he or she is being perceived.

b. High idea orientation, high abstract reasoning, high self-structure, and
low flexibility. This might suggest someone who is not very agile in
assimilating new information or diverse ideas. Understanding this about
him or herself will allow this person to modify his or her instinctive
response to a new idea or to a change of facts on the ground.
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c. High idea orientation, high self-structure, high ego strength, low
empathy. This is a very smart, creative, infectiously positive person who
insists his or her people think outside of the box.

d. Low empathy, low assertiveness, low ego drive, low sociability,
high abstract reasoning. This is a very smart person who prefers to
intellectualize or analyze but isn’t a people person. This person will
likely not be an effective leader but rather rely on data trends when
making a decision.

As a simple example of executive coaching, one could imagine a coach
observing thathis or her client should avoid using “hot” or “demeaning” words
in a discussion. This would be an example of a reasonably easy opportunity
to mitigate a behavior in order to have more impact on outcomes.

Here are three value adds from executive coaching.

a. It can help provide an objective view of yourself and how you impact
others. People in senior positions are unlikely to get this feedback
without a coach.

b. Itcanprovide feedback on how you behave in the moment. If someone is
perceived as too aggressive or dismissive, it can damage both individual
and team dynamics. For a senior person, it is very hard to undo that
damage. A coach can help you set the tone and the norms of behavior
that you will role model and that you should expect (and demand) from
your teams.

c. Getting quite granular, a coach can also help with phrases, words,
and role-playing to help you have the desired impact and be received
consistent with your intent. How you present will inform how you
expect others to present. This will set the environment for both
decision-making and policy implementation.

If orientation programs are for all members of the NSC and training is for a
subset, then executive coaching is most effective with senior leadership. The
conundrum, of course, is that members of senior leadership have the highest
demand on their time. The paradox is that the more senior you get, the more
benefit a coach can bring. Because the more seniority you have, the more
impact your voice, tone, and choice of words will have—for good or for bad.
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In terms of the judgments we have made at Hyatt, we mandate coaching for
the executive chairman, the CEO and the CEO’s direct reports. Coaching is
a continuous process that does not have a beginning and an end, although
it is front-end loaded in terms of time commitment. I am told that at
Goldman Sachs, the mandate starts with the CEO and reaches deep into
the organization. Coaching has become increasingly common in well-run
companies. Amongst my peers, it is well accepted that the role modeling
of having a coach must start at the top. Further, we mandate certain
testing for new hires above a certain level. We believe that understanding
an individual’s foibles can help avoid the much feared train wreck that can
be time-consuming and take on a dynamic all its own. Having worked in
a number of organizations, from start-ups to mature companies, I have no
doubt that NSC staff will respond to behavioral models and tone at the top.
This is why executive coaching is most effective at the top.

5. Feedback. Some form of structured feedback is important. It is a moment
for both the supervisor and the subordinate to reflect on successes and on
opportunities for improvement. Whatever feedback loop is used, it should be
executed in a fashion that is understandable and is structured to stand apart
from the heat of the daily routine.

The functional expectations of the NSC could not be more important,
nor more demanding for the individuals involved. There are a number of
opportunities for investing in the effectiveness of the NSC. Traditionally these
might include technology, streamlining processes, communication systems,
etc. In the end, however, people will drive results, and the opportunity to
invest in people should not be overlooked. A comprehensive approach to
human capital can have a huge return on investment. Where an organization
knows that it will be under constant stress, having a well-defined approach in
place early can provide tools for identifying risks and opportunities as well as
tools for improved organizational effectiveness.

Investments in orientation, training, testing, coaching, or feedback will
impact the human capital that is at the heart of the NSC. Each of the tools
discussed serves a different function, and those functions should not be
conflated. Once an approach to human resources is constructed, the process
of continuous improvement can begin. I did not provide here an exhaustive
list of tools (e.g., I have not discussed 360 reviews and other potential tools).
Rather, my purpose was to stimulate discussion around the idea that there
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are modern tools that can be employed to enhance the performance and
operations of the NSC in the next administration. These will not cure all ills,
but they will begin to allow the leadership team to more surgically identify
opportunities and threats to the effective operation of the NSC.

Tom Pritzker is Executive Chairman of Hyatt Hotels Corporation, Chairman of the Center for Strategic and
International Studies in Washington, DC, and a member of the Aspen Strategy Group.



“One of the traditional functions of the diplomat has been the representation
of the U.S. abroad: explaining and advocating U.S. policy, reporting on external
developments, and negotiating on behalf of the U.S. This role, too, has eroded over

time.”

—]JAMES B. STEINBERG
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Present at the ‘““Re-Creation’: The Role
of the State Department in Formulating and
Implementing U.S. Global Policy

James B. Steinberg
Professor
Syracuse University

In recent years it has become increasingly commonplace to lament the declining
role of the State Department in the formulation and implementation of U.S.
national security policy." This trend has been attributed to a number of factors,
most notably: the growing size and scope of responsibility of the National Security
Council (NSC) staff; declining budgets for State Department operations; emergence
of nontraditional issues on the foreign policy agenda (terrorism, crime and drugs,
climate change); enhanced roles for the military and CIA beyond traditional functions
(civil affairs, diplomacy, development assistance); the expanded overseas presence
of federal agencies other than State Department (Treasury, Homeland Security,
FBI, Commerce); improved communications, which allows foreign policy to be
conducted directly from capital to capital; and personnel (hiring and promotion)
policies at State, among others. Many see the root of this trend in the adoption of the
National Security Act of 1947, accelerating with the emergence of the assistant to the
president for national security affairs (national security advisor) as a powerful policy
maker, beginning in the Kennedy administration.? In the field, the Goldwater Nichols
Act of 1986, which elevated the operational role of regional military commanders
(COCOMS) has also had the effect of displacing State Department leadership in areas
ranging from the Middle East (Central Command) to East Asia (PACOM) to Africa
(AFRICOM).

It’s hard to identify the claimed halcyon period of State Department primacy.®
From the earliest days of American history, the president has played the key role in
most major foreign policy decisions, and rarely has the White House delegated to
the secretary of state and the State Department the principal responsibility for U.S.
national security policy. Until World War II, when the State Department emerged in
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its modern form, the department remained very small, and many of its responsibilities
had little or nothing to do with foreign affairs (for example, keeping the Great Seal
of the United States). Although the United States has been fortunate to have had
an impressive number of talented public servants/diplomats serve as secretary of
state (Thomas Jefferson, John Quincy Adams, Daniel Webster, William Seward,
John Hay, Charles Evans Hughes, Cordell Hull, George Marshall, Dean Acheson,
Henry Kissinger, George Shultz, and Madeleine Albright to name but a few), on the
paramount foreign policy issues of the day, they have largely played a supportive role.
Key initiatives have often emanated from the White House, sometimes designed
and executed by non-State Department personnel—think House, Hopkins, and
Harriman as archetypes in the twentieth century. Indeed, relatively few secretaries
of state have been the president’s principal foreign policy advisor and confidant—
though there have been notable exceptions, as in the case of President George H.-W.
Bush and Secretary James Baker.*

Thus sweeping proposals to establish the secretary of state as the “vicar” of U.S.
foreignpolicy and to establish State Department primacy fly in the face of longhistorical
experience. Yet there are important reasons to believe that the State Department can
and should play a larger and more influential role in both policy development and
execution. Its organizational capacity is far greater than what could ever be replicated
at the NSC; its global presence is especially valuable in a world in which international
relations involve not just governments and international organizations, but business,
civil society, and wider publics, where firsthand engagement on the ground is
invaluable and the range of its expertise can help facilitate integration of policy across
regions and functional issues far better than agencies, which have a primary mission
limited to one domain (trade, finance, agriculture, health, environment, terrorism,
etc.). This ability to integrate across multiple objectives and policy instrument choices
is the essence of “smart power.”

A number of studies over the past two decades have suggested steps that could
be taken to strengthen the role of the State Department, from the department’s own
efforts—in the Quadrennial Diplomacy and Development Reviews (QDDRs)—to
outside groups.’

The department’s unique character among the executive agencies presents both
a challenge and an opportunity in seeking to define its appropriate role. Most of
the other agencies are relatively specialized, and thus have a comparative substantive
advantage on “their” issues—from finance (Treasury), business (Commerce),
agriculture, trade, energy, health, military and intelligence, law enforcement, etc.
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Moreover, these agencies have strong ties to influential domestic constituencies,
and in many cases have strong backing from key committees in Congress. In the
past, it might be argued that the State Department’s specialization was “knowledge
of foreign things,” but with globalization, each of the specialized agencies has
become quite sophisticated about the world within its own substantive realm, thus
undercutting State’s comparative advantage. In fact, the State Department’s focus on
the world outside the United States is seen by some as part of the rationale for State’s
diminished role—on the grounds that State is perceived by some as more focused
on the needs and interests of foreign interlocutors than on zealously promoting U.S.
national interests.®

So what does State bring to the table? To borrow Isaiah Berlin’s metaphor, what
arguably distinguishes State is that while the other agencies are hedgehogs, State is
a fox.” Thus in seeking to define State’s role, one starting place is to consider the
comparative advantage of the fox in the design and execution of national security.

To evaluate the options for how this might be accomplished, it is useful to look
across two key parameters of U.S. foreign policy—1) policy formulation versus
policy implementation and 2) activities in Washington versus activities in the field.
In developing proposals, we need to examine both the ways in which State’s role in
the interagency process might be reformed, and how the department itself should
be reformed to play an enhanced role. These reforms could focus on the principal
functions that the State Department has or could play:

1) State Department as convener
2) State Department as integrator

3) State Department as representative /negotiator®

State Department as Convener

One of the principal reasons for the growth of the NSC staff over the past two
decades has been the prominence of the NSC in organizing the deliberations of the
U.S. government. At every level of the process—interagency working groups/policy
committees (IWG/IPC), involving deputies and principals, agendas are developed,
meetings chaired, and taskers issued by NSC personnel. This development has been
propelled by the idea that the NSC is the (and the only) “honest broker” in a system
of bureaucratic actors, while all the others are special pleaders who seek to advance
their distinctive institutional interest.” There is of course important validity to the
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bureaucratic interest model, but State’s unique role arguably makes it reasonably well
suited to act as an honest broker as well, with important built-in institutional capacity
to do the preparatory and follow-up work to bring all the issues and options to the
table and to assure that appropriate action is taken so that decisions are implemented."

To take advantage of State’s convening capacity, there should be a strong
presumption in favor of the State Department chairing IWGs, particularly those
with a heavy focus on policy implementation outside of Washington, with the NSC
staff participating as vice chair, but largely playing the role of keeping key White
House personnel informed of the deliberations and making sure that White House
perspectives are reflected in the interagency deliberation. In recent years, we have
occasionally seen the State Department play this role—the most frequently cited
successful example is Plan Colombia, where the Undersecretary of State for Political
Affairs Tom Pickering chaired the interagency group. There may be circumstances
where another agency is better equipped to staff an IWG (e.g., Energy or Commerce),
but generally the NSC should not play the lead. In addition to formal IWGs, state
assistant secretaries should regularly and informally convene their interagency
counterparts, modelled on Richard Holbrooke’s “informals”™' and the “deputies
lunch.”

This approach was the organizing principal behind National Security Action
Memorandum 341 (March 2, 1966), “The Direction, Coordination and Supervision
of Departmental Activities Overseas,” issued under President Johnson, which gave
the secretary of state “responsibility to the full extent permitted by law for the overall
direction, coordination and supervision of interdepartmental activities overseas—
primarily through the Under Secretary of State and the regional Assistant Secretaries
of State, who will be assisted by the intergovernmental groups of which they will be
executive chairman.”'? But the system was never fully implemented, and in practice,
President Johnson relied primarily on informal mechanisms."

Although the model could be applied in both policy formulation and policy
implementation, it is especially compelling in the latter case, where the need to attend
to day-to-day operational demands puts an extraordinary strain on a small staff like
that of the NSC.

A variant of this approach would be to “dual-hat” the relevant State Department
official with an NSC as well as State Department title. This approach could enhance
the perceived authority and legitimacy of the chair within the interagency by
conferring a White House imprimatur."
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The State Department’s capacity to act as a convener is most clearly on display
in US. missions abroad, where the ambassador and deputy chief of mission act as
focal points for bringing together all of the resident agencies to implement policies
decided in Washington. The fact that the chief of mission is dual-hatted as both the
president’s and the secretary of state’s representative has helped facilitate the idea
that the ambassador is the appropriate convener of all the relevant interests in the
mission. A number of commentators have noted the erosion of the chief of mission
authority in recent years and have called for a reaffirmation, and even strengthening,
of the role.”

State as Integrator

Closely related, but a somewhat more radical change would be to elevate the role
of the State Department as policy integrator—having State play the primary role in
the development of policy options papers and implementation plans for the national
security apparatus. There are precedents for this—for example, in the early years after
the establishment of the Office of Policy Planning at State, the papers prepared by the
staff were for the direct consumption of the president.'® During the Balkan conflict,
Assistant Secretary Holbrooke not only regularly convened all the relevant agencies
on a regular basis, but also prepared the policy papers for higher-level interagency
consideration. In recent years this policy integration function has migrated heavily to
the White House—as, for example, in the role of the deputy national security advisor
for Iraq and Afghanistan. Similarly, a number of studies have called for strengthening
the strategic planning capacity of the NSC. While the need for more effective strategic
planning is apparent, in principal this effort could be led by State, with participation
by all relevant agencies."”

State as Representative

One of the traditional functions of the diplomat has been the representation
of the US. abroad: explaining and advocating US. policy, reporting on external
developments, and negotiating on behalf of the U.S. This role, too, has eroded over
time. The spread of rapid, reliable, and secure communications between capitals
has allowed governments to cut out the “middle man” of the foreign mission. The
emergence of NSC-like structures in key foreign governments means that more and
more business is transacted with White House rather than State Department/Foreign
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Ministry counterparts (e.g., 10 Downing Street, Germany’s “Kanzerleramt,” Japan's
Kantei). The expansion of non-State personnel abroad (either stationed at the embassy
or commuting from DC) has led to more direct engagement by other executive
agencies, bypassing State. On many important international negotiations (especially,
but not limited to, economic issues), delegations are led either by White House or
other executive agency personnel. Appointment of ambassadors with limited foreign
policy experience, substantive knowledge, and stature has also undercut the chief of
mission’s ability to function as the primary U.S. representative in country.

A second dimension of the “representation” role is in the context of international
negotiations. In the past, the State Department and State personnel have often led
U.S. negotiating delegations across a wide variety of substantive issues. For example,
from 1981-1992, the U.S. “Sherpa” to the G7 summit (representing the president)
was the undersecretary of state for economic affairs.”® The U.S. special envoy for
climate change, who represents the U.S. at international climate negotiations, is
a State Department official. Civil aviation agreements are negotiated by State;
State co-leads negotiations for bilateral investment treaties with the United States
trade representative, and with the merger of the Arms Control and Disarmament
Agency into State, much of the arms control negotiations have been led from
State. State negotiates status of forces agreements for the U.S. military. Sustaining
State’s leadership role in negotiations is an appropriate and necessary complement
to strengthening its convening and integrating role in policy, while the NSC and
specialized agencies can focus on negotiation back-up, staff support, and technical
expertise—a model that was followed during the Iran nuclear negotiations. Having
State lead negotiating delegations is a natural complement to the convening function
and plays to the strength of State personnel, who can place the negotiations on
particular issues within the broader context of overall U.S. national security goals.

One crucial aspect of the representation function is “representation” to broader
elements of societies abroad—business, civil society, media, etc.—broadly grouped
under public diplomacy. There has been considerable effort both to increase
State’s capacity to engage in twenty-first century public diplomacy and “strategic
communications,” but here too the tendency has been for capacity and focus to
migrate to the White House and other agencies, especially Defense. It has become
increasingly apparent that the U.S. needs stronger and more integrated strategic
communications—and the State Department is the logical home for this effort.
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Internal Organization

If the State Department is to play an enhanced role in policy formulation and
implementation, with a particular emphasis on policy integration and representation
of the United States overseas and in international fora, then the internal organization
and focus of the department needs to reflect these roles.

Policy Integration: To facilitate the role of integrator, greater effort needs to be
made to break down the stovepipes within the State Department, particularly across
geographic bureaus and between regional and functional bureaus. There is a certain
healthy tension between the regional bureaus, which reflects the political reality
that most policy making abroad emerges from states and in some cases regional
organizations, and the functional bureaus, which reflect the increasingly transnational
character of many contemporary issues and require deep substantive expertise.

The most promising opportunities for integration exist at the “seventh floor”
level. First, the role of the under secretaries should be strengthened to serve as a sort
of policy coordination committee, rather than another layer of bureaucracy between
the working bureaus and the secretary. Instead of focusing on day-to-day operations,
the undersecretaries, who represent the broad range of substantive perspectives,
should serve as a kind of internal deputies committee (perhaps even chaired by the
policy deputy) not only to tee up decisions for the secretary, but also to strengthen the
intellectual heft of the department’s role in the interagency process. This committee
could be staffed by Policy Planning and the Bureau of Intelligence and Research.
Policy Planning staff’s (S/P) own role as an integrator could be enhanced by formally
requiring each bureau (regional and functional) to assign one individual to represent
the perspective of the bureau in S/P’s work, alongside experts from outside the State
Department. S/P should also play a lead role in implementing two of the valuable
proposals of the 2016 QDDR, the increased use of data, and lessons learned in policy
development and implementation. The proposed hub is moving in the right direction,
but without some formal institutional linkage to the department’s day-to-day work,
these proposals may have a limited impact.

Policy Implementation: The need for integration is equally compelling on the
operational/implementationlevel, especially in the field and for complex contingencies
that include military assets.”” For a number of reasons, this integration/coordination
function has tended to migrate to the COCOM:s, in part for resource reasons. The
creation of the Bureau of Conflict and Stabilization Operations was designed to help
strengthen the State Department’s ability to play a leadership role in these operations,
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but a lack of resources and willingness to back this effort wholeheartedly has led to
serious underperformance.

Representation: There needs to be a strengthened focus on the selection and
training of senior mission personnel and a willingness of the secretary of state
to invest his or her personal authority in acting through them. The 2010 QDDR
emphasized the importance of this role. This should be coupled with a more active
role for regional and functional assistant secretaries in the field—as key interlocutors
with both government and nongovernmental actors, while leaving the day-to-day
bureau administration primarily to the principal deputy assistant secretaries.

Public Diplomacy: As noted above, public diplomacy is an especially critical
feature of representation. State’s lead role in executing public diplomacy should be
reaffirmed and strengthened. Public diplomacy considerations need to have a seat
at the table from the outset of policy design, rather than being an afterthought after
policy is already adopted.

Resources and People

This paper has focused on structural and process actions that can help State play
a more effective role in the design and executions of U.S. national security strategy.
But none of this can be achieved without adequate resources and skilled, trained,
and motivated people. It is an all too common refrain that diplomacy is under-
resourced compared with other tools in the national security kitbag, but the need for
a comprehensive budgeting policy that integrates all the national security functions
(050 and 150) both within the executive branch and in the congressional appropriation
process remains a critical unmet need.

Ultimately the strength of State is its people—a highly dedicated, motivated,
and talented group of foreign service officers, civil servants, and locally engaged
staff. Although the career model remains critical to the long-term development of
personnel, more flexibility in hiring and the promotion of shorter-term individuals at
mid-career with needed skills from business, civil society, and the academy would help
State adapt more effectively to a fast-changing international environment. For career
personnel, greater training opportunities, modeled on the comprehensive approach
taken by the military, would also promote a more effective, adaptable workforce.
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“In the end, the whole point of homeland security is to help create a safe, secure, and
resilient place where the American way of life can thrive. Homeland security reveals
the simple truth that the success of this task will depend as much on each of us as it

will on us all.”

—JANE HOLL LUTE
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Rethinking the Architecture of U.S.
National Security: Lessons from the
Homeland'

Jane Holl Lute
Under Secretary General
United Nations

Introduction

Framing U.S. security needs in terms of the American “homeland” did not seem to
preoccupy the great architects of the post-World War II order when they formalized,
in the National Security Act of 1947, much of what we know today as the national
security establishment of the federal government. Yet, the sweeping term—and the
sprawling enterprise—that we now call “homeland security” has, nevertheless, come
to occupy an essential place in the effort to ensure the foundational protection of
American society.

Over the past nearly 15 years, everyone has heard of homeland security and the
US. federal department that bears its name. Employing over one-quarter million
federal civilian and military personnel, supported directly by nearly a quarter million
more from the private sector, and ticking through a budget of well over $1 billion per
week, the U.S. Department of Homeland Security (DHS) reaches far more widely
and deeply than its federal workforce or dollars suggest. Over the last decade, over 1
million people have passed through DHS customs and border protection points each
day, and an average of 2 million people every day have undergone aviation security
screening—numbers overall that rival the population of the entire world. In that same
time frame, hundreds of billions of dollars have been spent at the federal, state, and
local levels, including, for example, over $100 billion in domestic disaster assistance
for hurricanes alone.

1 This paper is presented by the author in her personal capacity. The opinions expressed in this article are
the author’s own and do not reflect the view of either the United Nations or the United States. This
paper draws, in part, on ideas presented in previous work by the author who would like to thank Brian
DeVallance, Thomas Winkowski, Rich Serino, John Cohen, and Dan Gerstein for their valuable input.
Any errors remain the sole responsibility of the author.
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These numbers are impressive, but just what have we learned from the creation,
evolution, and operations of DHS? What does this relatively new frontier of national
security have to teach us about how best to cope in our highly disrupted world? How
can its concepts and architecture be leveraged to the fullest effect in the overall service
of America’s national interests and in the security of the American people?

Background

In 2002, almost fourteen years ago, Congress created DHS in a move that
represented the most sweeping reorganization of the executive branch since just after
World War II. Pieced together from the whole or parts of 22 departments, agencies,
and offices under a thin veneer of administrative architecture, DHS was charged with
shaping and focusing this disparate collection of vaguely associated responsibilities
on the clearest of aims: to prevent another September 11th.

But clear aims do not always translate into clear lanes, and DHS lore recounts
senior White House staff and colleagues going through pools of ink and piles of
napkins as they drew and redrew the lines and boxes that would make up the third-
largest department in the U.S. federal government. Important missions were divided
into pieces, often on the thinnest of reasoning having little to do with substance: for
example, responsibility for immigration and border crossings—but not visas—would
go to DHS. The federal domestic law enforcement agencies of the Border Patrol,
Customs, and Secret Service would move—but not the FBI; Bureau of Alcohol,
Tobacco, Firearms and Explosives; or the Drug Enforcement Administration. The
responsibility to secure the integrity of the nation’s money supply would migrate to
DHS, but not investigative oversight of major financial fraud.

From the outset, DHS faced significant strategic and operational hurdles. What
did “homeland security” mean anyway? How far would the responsibilities of this
new department, including the high-profile Transportation Security Administration
(TSA), extend? In what way would the newly formed intelligence division of DHS
operate? More generally, what role, exactly, would this department actually play—
both in the homeland and in its security?

Operational hurdles proved in many ways more tractable, owing in large measure
to the fact that a number of the agencies that made up DHS were anything but new—
Customs and Border Protection (CBP) traced its active lineage to 1789, the Coast
Guard to 1790, the Secret Service to 1865, and the Federal Emergency Management
Agency (FEMA) had been signed into law 25 years earlier. These agencies brought
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with them proud and distinctive cultures, as well as operational maturity with a
history of delivering on their missions.

Soon highly visible to all Americans at every airport, border crossing, immigration
office, and natural disaster, with its distinctive uniforms, patches, grant-making and
regulatory powers, and policy-making authority, DHS rapidly gained clear and
widespread brand name recognition—at home and abroad. What it persistently
lacked, however, was clear and widespread brand name understanding. In other words,
DHS had become well known, but not known well. And while its major operational
responsibilities reflected longstanding roles and responsibilities of its operating
agencies, these operations were now on a much bigger stage, and those efforts were
subject to far greater scrutiny than ever before. Indeed, DHS faced the continual
challenge of reconciling the deep tensions inherent in its missions: at the borders and
in the air, for example, how would it simultaneously work aggressively to keep out
people and things that might be dangerous, while at the same time rapidly expedite
legitimate trade and travel for a population and country eager to return to “normal”?

Bureaucratic battles over turf, resources, purpose, and primacy were daily trials,
especially with the other heavyweights of national security: the Departments of
Defense, Justice, and State, as well as the intelligence community. Within just five
years of the department’s establishment, many policy makers, academics, and
politicians were directly questioning the value of DHS. The public’s skepticism was
more fundamental: Given all this new hassle, has DHS made us safer or not from
another terrorist attack on American soil?

DHS had little room to maneuver and even less room to innovate—a harsh reality
for this overwhelmingly operational department. Wait times lengthened at border
crossings and at airports. The flying public, still only slowly making its way back into
the air, recorded every miscue of TSA (the establishment of which was a heroic effort
under extraordinary circumstances). Indeed, a thoroughly fussed national security
bureaucracy believed that this experiment in homeland security would soon run its
course.

But facts and fate are always strong allies, and both were on the side of this new
departmentstruggling to establish a clear value proposition and narrative for American
security in an uncertain world. The facts reflect the numbers: after 9/11, every major
American city and municipality—nearly 40,000 domestic jurisdictions—awakened to
the realization that neither the U.S. military nor the intelligence community could
protect against determined terrorists operating within the United States. From 2004
onward, billions of dollars in grants from DHS were directed to major urban areas to
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address the palpable need to strengthen these population centers against such strikes.
In addition, hundreds of millions of federal dollars began to flow in the wake of
devastating disasters to further shore up community resilience, including rebuilding
key infrastructure and further strengthening police, emergency preparedness, and
response capabilities. For the 90 percent of the American public that lives within one
hour of a major body of water, preparedness against water-borne disasters and the
need for on-hand emergency search and rescue tied countless communities to the
ongoing work of the Coast Guard and FEMA.

Fate also played its part, as challenges and opportunities emerged immediately
and continued seemingly without pause. When Katrina slammed ashore in 2005,
events painfully illustrated how vital it had become that the federal government
function as a fully capable partner for states and municipalities overwhelmed when
disaster strikes. In 2006, a major threat to transatlantic aviation travel was discovered.
From 2009 onward, rapid-fire challenges unfolded from nearly every quarter: avian
influenza; newly discovered terrorists operating from within the United States;
and ongoing vulnerabilities of the global aviation system, exemplified by the so-
called underwear bomber (Umar Farouk Abdulmutallab). In 2010, the BP oil spill
in the Gulf of Mexico and, later, Hurricane Sandy; tragic shootings in Newtown,
Connecticut, and elsewhere; the Boston Marathon bombing; and numerous other
crises squarely within the Homeland Security frame of reference drove home the
need for Washington to offer a permanent, organized capability to help protect
the nation from a wide range of hazards and to respond rapidly with appropriate
assistance when they occurred.

In short, tens of thousands of American communities and jurisdictions; hundreds
of thousands of state, local, and tribal law enforcement, fire, first responder, and
emergency management professionals; and millions of employees across the nation’s
critical infrastructure (most of which lies in private sector hands) had found their
connection to the larger meaning in the powerful idea of homeland security, and they
found in DHS a full-time, dedicated federal partner for this “new normal.”

As it had rapidly become clear, and certainly in view of the deeply affecting
demands of today’s world, DHS has become an essential feature on the nation’s
security landscape. Yet, until we recognize the distinctive culture and approach that
characterize homeland security, we will fall short in leveraging the full value of its
unique strengths.
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Understanding Homeland Security

Effectively leveraging homeland security begins with recognizing how different
it truly is from what we usually mean when we say national security—the principal
purpose of which is to identify and defend the vital interests of this country against
those (usually other countries) who would threaten the United States. The distinctions
begin with significant differences in each discipline’s fundamental frame of reference
and extend to marked differences in culture and operating style.

The traditional approach to national security is strategic; its processes for decision-
making are centralized, and its operations are top-driven. National security culture
is reflected in the histories and practice of diplomacy, intelligence, and defense.
Washington serves as the “national command authority,” with the final word in
security decisions. National security functions best as a well-organized hierarchy;
unity of command serves as a core concept, a premium is placed on readiness to
respond, and information is shared on the basis of “need to know.”

In contrast, homeland security is best understood as a transactional and operational
world where authority and decisions are decentralized, and events are driven from
the bottom-up—from the communities, municipalities, and states across the United
States. The homeland security culture is reflected in the operations and experience
of law enforcement, emergency response, and the domestic politics of American
society. In homeland security, Washington functions not as a national command
authority, but rather as the federal partner. Homeland security calls on each of us to
do our part: to say something if we see something. Operations are not carried out by
unifying under a single command, but rather through a far more flexible approach
called unity of effort, where the authorities and expertise of multiple jurisdictions
mobilize on a common task. In homeland security, a premium is placed on prevention,
and important information is exchanged as a duty to share, not withheld unless there
is demonstrable “need to know.”

Indeed, entire problem sets look different from the two perspectives. Fighting
terrorism, for example, illustrates this point. National leaders—indeed, all of us—
remain rightly concerned that terrorists are still determined to come to the United
States to carry out attacks. U.S. national security efforts, including the very best of
our diplomatic, intelligence, and military agencies have worked overtime to find such
terrorists and keep them far away from our shores. The homeland security enterprise
supports these efforts by mobilizing and deploying its aviation security and border
authorities to help us know at the earliest possible moment when malevolent actors
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may be trying to come to the United States so that the country can take appropriate
action.

In contrast, homeland security approaches terrorism with the realization that
terrorists are already here. Diplomacy, national intelligence, and military operations
must shift to a supporting role to cope with this reality. To fight domestic terrorism,
homeland security agencies must lead. When operating to best effect, they open
up a two-way exchange with state and local communities to provide multifaceted
means to equip domestic law enforcement with information and insights gained from
the national security apparatus and, in turn, to draw directly on their knowledge,
experience, vigilance, and operations. The combination is a powerful one.

Going Forward

What does the foregoing suggest for how DHS and its role might best mature in
its second decade? How should the next administration evolve the domestic effort
to prevent terrorism, protect the American homeland (including to ensure the
cybersecurity of the nation’s critical infrastructure), and build capacity to mitigate
and withstand disasters?

Homeland security will provide a platform for the next administration to increase
meaningful cooperation with state, local, tribal, and territorial partners, as well as the
private sector, while strengthening individual privacy, civil rights, and civil liberties
(especially importantin the face of the massive collection and use of data by all manner
of public and private organizations). DHS should also work more aggressively with
state and local partners to provide the public with additional concrete tools (such as
the widely adopted “See Something; Say Something” and “Know Before You Go”
programs) to underscore the importance of the American people as an essential
asset, not obstacle, in the protection of this nation.

Every new administration presents a fresh opportunity to reconsider the alignment
between structure and purpose in the federal space. For DHS, two immediate
suggestions come to mind. First, integrate Homeland Security Investigations
(HSI)—currently part of Immigration and Customs Enforcement (ICE)—with CBP.
Approximately 60 percent of HSI's current work directly supports CBP, and these
elements should be more tightly integrated in the protection mission. They should be
laser-focused on screening, targeting, and leveraging the terabytes of information we
have on the global movement of people and goods while providing state-of-the-art
protections to privacy, civil rights, and civil liberties.
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Second, the next administration should use DHS to elevate preparedness and
mitigation to shore up community resilience. The federal government spends nearly
twenty times more in post-disaster assistance as it does on mitigation. Such spending
is completely out of whack. The federal government should take a much stronger
stand on community preparedness—especially for predictable disasters, such as
seasonal flooding and severe weather—and FEMA should be empowered and funded
to incentivize effective mitigation measures before disaster strikes.

In addition, there are two areas in which the next administration can leverage
DHS more effectively with immediate results: to achieve measurably stronger
cybersecurity and (perhaps somewhat unexpectedly) to advance U.S. international
interests and bolster its foreign policy priorities.

Cybersecurity

To make real progress in cybersecurity, several core issues must be sorted out.
First, we must figure out how to architect systems we can trust from components
we can’t. Second, we must find reliable ways to ensure the integrity of people’s
information and identity while maintaining the openness of the Internet. Third, we
must figure out what role government will play in all of this. What is already clear
is that we cannot run cybersecurity as if it were a massive intelligence program or
military operation. Nor can we sustain the level of effort necessary over time by
treating cyber events as state secrets (secrecy does not scale) nor as serial criminal
investigations.

Cybersecurity will improve when every enterprise does its part, and working on
problems with distributed responsibilities is the natural environment of homeland
security and for DHS. To truly change the game in cybersecurity, enterprises
everywhere must adopt basic cyber hygiene. They should clearly establish what is
connected to their systems and networks as well as understand which applications are
running (or trying to run) on those systems and networks. They should also install
systems that limit and control personnel who have administrative privileges and how
those privileges are being used, and they should make effective use of automated
detection systems that provide alerts on necessary patches or other corrective actions.
These measures alone will measurably reduce vulnerability to 80-90 percent of
known problems today. DHS should be charged with working with industry leaders
and the insurance industry to incentivize and promulgate this basic standard of due
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care. The February 2016 report of California’s Office of the Attorney General offers
one demonstration of the effort described here.

In emphasizing the importance of basic cyber hygiene, the next administration
should underscore how the national security and homeland security teams can
improve the way they work together to support widespread execution of these
foundational protective cyber measures with essential information sharing and
innovation to help enterprises adapt to the changing threat landscape.

The International Reach of Homeland Security

The next administration should also recognize and leverage the unique role and
value that homeland security and DHS have developed internationally over the past
decade. This role for DHS has emerged as officials from interior and public safety
ministries across the globe (including, notably, the EU, India, and China) have sought
the department’s expertise in border operations, immigration, currency integrity,
disaster response, and cybersecurity, among other areas. Expanded dramatically in
the early years of the Obama administration, this international network of domestic
and home ministries has created openings and extended relationships previously
unavailable to Washington and has deeply enriched American engagement with
governments across the world at a critical time.

Homeland security fits well alongside the U.S. national security architecture, which
remains second to none. Yet, to be blunt, without the homeland security dimension,
the national security agencies and processes simply cannot do all that needs doing
to protect the American homeland or ensure the resilience of the American people.
In short, no examination of the U.S. national security architecture today would be
complete without considering the concepts, strategies, and operations of homeland
security. And while the homeland security enterprise remains very much a work in
progress, its contribution can only be fully realized when perceived clearly through its
own lens, as well as respected and valued on its own terms.

In the end, the whole point of homeland security is to help create a safe, secure,
and resilient place where the American way of life can thrive. Homeland security
reveals the simple truth that the success of this task will depend as much on each of
us as it will on us all.
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What Makes the Third Offset
Strategy So Important?

James Cartwright
Harold Brown Chair in Defense Policy Studies
Center for Strategic and International Studies

he basic premise of an offset strategy is to expand the battle space and create

decisive operational advantage. This is accomplished through the integration
of effective organizational, operational, and technical constructs. Historically, these
organizational and operational alternatives gain decisive advantage through advances
in communications (e.g., moving from smoke, bugles, and flags to radios and, to-
day, networks). The doctrinal constructs that underpin these fundamental shifts are
the glue that defines how organizations are employed in operational activities and
which technologies generate the greatest leverage in the battle space. We generally
acknowledge four of these doctrinal constructs, three of which are associated with
modern-day warfare, all of which build on each other in every iteration. The three
modern-day constructs are mass, maneuver, and swarm.

Mass reflects the creation of hierarchical formations, stacked in place and attack-
ing in waves. Maneuver reflects synchronized, three-domain operations, whose mo-
bility increases the battle space and employs flanking and surprise to disrupt and
penetrate enemy formations. Swarm is the latest instantiation, which employs mass
and maneuver through disaggregated, coherent, and autonomous units, exerting a
constant probing pressure across six domains. This employs speed, agility, and lethal-
ity across vast expanses to converge on an adversary.

Why Create a Third Offset Strategy Now!?

The National Intelligence Council’s (NIC) Alternate Worlds assessment identified
ten megatrends, six of which were considered possible game changers. These trends
are listed below and paint a future in which combat operations are increasing in likeli-
hood, lethality, and geographic dispersion.
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Mega trends identified in the NIC’s Alternate Worlds assessment:

© o N AV A SN

The Role of the United States*
Crisis-prone Global Economy*
Governance Gap*

Potential for Increased Conflict*
Wider Scope of Regional Instability*
Impact of New Technologies*
Individual Empowerment

Diffusion of Power

Demographic Patterns

10. Nexus of Food, Water, Energy

*Considered game changers by the NIC

The National Defense Panel (NDP) reviewed the current relevant national secu-
rity documents and highlighted ten risks for which there is a strategy and resource
mismatch; risks were possible, if not likely.

Risks identified by the NDP assessment of the Quadrennial Defense Review

(QDR):

AR Db

e

7.
8.
9.

Ability to address U.S. vital interests informed by adversary capabilities
Ability to provide actionable knowledge

Availability constructs that deter adversary adventurism

The amount of risk we can retire based on what the American people are
willing to pay

The point at which the trade of capacity for quality fails and why

Resource implications and opportunity costs of reconstituting the Strategic
Triad in kind

Strategy implications of the pivot to Asia
A contested space domain

A contested cyber domain

10. Defense of the homeland

Based on these assessments, and many other similar findings, U.S. combat arms’
advantage is eroding. The costs associated with continued bottom-up incremental
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improvements cannot sustain decisive operational advantage. Top-down change is
necessary to reestablish decisive operational advantage (i.e., the third offset strategy).

A sub-panel for the NDP identified attributes for evaluating high-leverage tech-
nologies that could support this new third offset strategy approach. Given the early
stages of implementing a doctrinal swarm strategy, the group sought to define its
key tenants: the ability to command, control, and move forces and/or effects against
an adversary across six domains, synchronized to create constant, probing pressure
in order to penetrate, disrupt, and destroy an adversary’s will. In generating metrics,
effects, and capabilities that created leverage in support of the strategy they identi-
fied, the sub-panel members identified four swarm-enabling vectors against which to
apply technology:

1. Time and Communications
a. Coherent sensing

b. Resilient communications

2. Battle Space
a. Mobility of command, control, and effects across six domains:
i. Air
ii. Land
iii. Sea
iv. Space
v. Cyberspace
vi. Time

o

Automation and robotics
Hypersonics—Mach 20 and greater
Directed energy

Cyber

f. Electronic warfare

o a0

3. Combat Load (the number and type of weapons per entity in the battle
space)
a. Agility to address the planned and unplanned adversary actions

b. The virtual ability to repurpose platforms, delivery systems, and
weapons in near-real time

c. Electric propulsion (e.g., rail gun)
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d. Graduated effects (influence to destruction)

i. Directed energy
ii. Cyber
4. Organization
a. Man-machine partnering (efficient task distribution)
b. Man-machine cognitive interfaces

c. Automation and robotics

In generating these focus technologies, there are numerous opportunities and po-
tential game changers in the making, for which we are truly advantaged. This set
represents the best forecast for prioritized development of technologies that dem-
onstrate 10x leverage over current capabilities, and to further discriminate, were es-
timated to generate greater than $10 billion in offset leverage. While the vectors are
but a forecast of potential, as attributes they highly correlate with the risk factors and
desired end states of the strategy.

The need for a third offset strategy is compelling. The technical innovation to
support the desired attributes that underpin this strategy appear to address the key
risk factors with significant upside potential. Historically, changes of this magnitude
require three to four demographic generations within the armed forces. Sustaining
leadership focus and advocacy is likely the highest risk to success.

James Cartwright currently serves as the inaugural holder of the Harold Brown Chair in Defense Policy Studies for the
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Governors for Wesley Theological Seminary. General Cartwright retired from active duty on 1 September 2011, after 40
years of service in the United States Marine Corps. General Cartwright served as Commander, U.S. Strategic Command,
before being nominated and appointed as the 8th Vice Chairman of the Joint Chiefs of Staff. General Cartwright served
his four-year tenure as Vice Chairman across two Presidential administrations. He became widely recognized for his
technical acumen, vision of future national security concepts, and keen ability to integrate systems, organizations,
and people in ways that encouraged creativity and sparked innovation in the areas of strategic deterrence, nuclear
proliferation, missile defense, cyber security, and adaptive acquisition processes. Born in Rockford, IL, he attended the
University of lowa and was commissioned a Second Lieutenant of the Marines in 1971. He was both a Naval Flight
Officer and Naval Aviator, who flew the F-4 Phantom, OA-4 Skyhawk, and F/A-18 Hornet. General Cartwright is also
an advisor for several corporate entities involved in global management consulting; technology services and program
solutions; predictive and Big Data Analytics; and advanced systems engineering, integration, and decision-support
services. He is a member of the Aspen Strategy Group.
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truly compensate for the ongoing reductions in force structure.”
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Prospects for the Third Offset Strategy

Dov S. Zakheim
Senior Fellow
CNA

S ince the end of World War II, the United States has supported its deterrent posture
and maintained military superiority by virtue of its commanding technological
lead over all adversaries and competitors. In essence, it has emphasized quality—the
quality of its forces, its systems, its support and logistics—over quantity, the raw
numbers of weapons and weapons systems that its rivals could field. Secretary of
Defense Chuck Hagel and then his successor Secretary Ash Carter, and their deputy,
Bob Work, have rightly recognized that America is in danger of losing its technological
edge as a result of the worldwide spread of commercial technology that is, or could
become, available to rivals and potential enemies. As a result, the Department of
Defense (DoD) is pursuing a wide-ranging innovation agenda, encapsulating
initiatives focused on attracting and retaining talent and innovative leadership, and on
advances in technologies, war gaming, operational concepts, and business practices.

Subsumed within the innovation agenda is what Carter and Work have termed
the “third offset strategy.” The strategy is termed the “third offset” because it is meant
to emulate two previous offset strategies that enabled the United States to rely on
the quality of its force posture rather than its quantity. The so-called “first offset”
strategy was implemented in the aftermath of both the huge post-World War 1I
drawdown and the Korean War. Faced with the overwhelming numbers of Warsaw
Pact forces in Eastern Europe and the Soviet Union, the Eisenhower administration
resorted to a strategy of massive nuclear retaliation designed to deter the Pact’s forces
while avoiding the major expenditures that would have been required to match them
quantitatively. The “second offset” took place in the mid-1970s, subsequent to the
post-Vietnam drawdown, where once again, the United States relied on cutting-edge
technological superiority, in this case for its conventional forces, in order to offset the
ongoing numerical superiority of Warsaw Pact force posture in Europe. Thus the
“third offset” is simply a continuation of what has been a key aspect of American
military strategy for the past six-and-a-half decades, namely, to strengthen deterrence
by means of technological superiority.
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As has been widely advertised, the third offset strategy exploits advances in
artificial intelligence and autonomous systems with a focus on six major areas:

e accelerated research on anti-area/access denial (A2/AD) technologies
¢ accelerated research on guided munitions

e accelerated research on addressing submarine and other undersea warfare
challenges

¢ human-machine collaboration and teaming
e cyber and electronic warfare
e war gaming and the testing of operational concepts

To support these efforts, the DoD has allocated $18 billion in the Future Years
Defense Program, with about $6 billion devoted to classified programs and an
initial $3.5 billion included in its fiscal year (FY) 2017 budget. In addition, the DoD
is allocating $1 billion to the Strategic Capabilities Office for offset-related activities.
This office was created in 2012 to repurpose existing weapons for asymmetric
advantage, and it has already managed and fielded over twenty projects. Finally, as
part of the strategy, the DoD has requested $45 million in FY 2017 funds for the
Defense Innovation Unit Experimental, commonly known as DIUx, whose first office
was established in Mountain View, California, to draw upon and incorporate new
technologies developed in Silicon Valley. To get DIUx started, the DoD reallocated
approximately $20 million from the FY 2016 budget. In July 2016, Secretary Carter
opened a second office, located in Cambridge, Massachusetts, near MIT, to tap high-
tech advances emerging along the Route 128 corridor, and in mid-September, he
opened what he termed a “presence” in Austin, in the heart of the “Silicon Hills” of
central Texas. In contrast to the two offices that DIUx currently maintains, the DoD
will have DIUx personnel working part-time at Capitol Factory, an Austin-based high-
tech incubator, and will also work closely with the University of Texas system, led by
retired Admiral William McRaven.

The goal of maintaining America’s technological edge in the military domain
is certainly a worthy enterprise. Once again, America could find itself facing off
against a highly capable, technologically advanced adversary. What is less clear is
whether the third offset can truly compensate for the ongoing reductions in force
structure. America is facing a renewed challenge from Russia, ongoing friction with
China, a long-term commitment to Afghanistan, and a Middle East that continues to
demand intensive American military engagement. Lanchester’s Law, which argues



Chapter 12 | Prospects for the Third Offset Strategy 167

in effect that quantity has a quality all its own, may not be as applicable as it once
was. Nevertheless, technology cannot fully compensate for the depth and worldwide
breadth of demands on and for American military forces. In other words, the third
offset may not be an offset at all if force levels continue to be reduced. Instead, it is
arguable that a new offset strategy can only be viable if it is coupled with an effort to
maintain or even increase current force levels.

The Third Offset Strategy and R&D Budgets

Although the DoD has widely publicized its third offset strategy, many questions
remain about its character and prospects. To begin with, the strategy appears to involve
a redirection of resources rather than any significant increase in funding per se. The
DoD’s total research and development budget request for FY 2017 amounted to $71.8
billion, less than $3 billion—or only 1.8 percent—more in real terms than was approved
the previous fiscal year. Indeed, although this year’s funding level exceeds each of those
of the past four fiscal years, it represents growth from a low baseline; research and
development had suffered from severe spending reductions during those years.

The downward trend in spending began in FY 2012, when the budget dropped by 7.5
percent in real terms from that of the preceding fiscal year. It then dropped by another
13.2 percent in FY 2013. FY 2017 represents the second year of a slow recovery from
a base of just under $66 billion in FY 2015; when measured in constant dollars, the FY
2017 level falls short of R&D spending in each fiscal year from 2003-2012.

This year’s request therefore does not constitute a resurgence in spending on
research and development, the heart of any technologically driven offset strategy. For
the offset strategy to succeed, the R&D budget must grow by larger percentages in
future fiscal years. In fact, total R&D spending is projected once again to decline in FY
2019. This hardly represents the makings of a viable offset strategy.

“Black Programs” and Funding for Cyber Warfare

The DoD has for decades pursued the development of classified, or in common
parlance “black,” programs that are shielded from public scrutiny until they
are virtually ready for production. For example, the B-2 stealth bomber, under
development in the 1970s, was not publicly discussed until 1980. Classified programs
cannot be evaluated outside the Office of the Secretary of Defense in terms of their
costs, effectiveness, efficiency, or the degree to which they are duplicative, because
access to these programs is so heavily restricted.
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There are excellent reasons for not revealing the nature of the programs for which
$6 billion is being allocated as part of the offset strategy. Still, their opaqueness allows
for no way to determine whether the funds for such programs are adequate to the
task, are being spent in a most cost-effective manner, and avoid any overlap with
current projects.

Similar observations apply to the DoD’s plans, as part of the third offset, to
spend $1.7 billion on cyber and electronic warfare. The details of cyber warfare in
particular tend to be highly classified. While there is more visibility into the amounts
of money being spent on cyber programs than on “black programs,” there is far less
clarity about how successful those programs actually are. Indeed, there continues
to be considerable difficulty in determining appropriate output measures for cyber
programs that could allow for cost-effectiveness analyses, at least those that might be
conducted in the unclassified world and perhaps those in the classified world as well.
In effect, the DoD is asking that the classified elements of the offset strategy be taken
on faith alone. One can only hope that the monies will be well spent.

The Cultural and Educational Challenge to the Third Offset Strategy

Technological advances require experimentation; attempts to accelerate those
advances even more so. Experimentation, by its very definition, calls for risk-taking
and a recognition that experiments can and will fail. Yet, experimentation flies in
the face of the DoD’s bureaucratic culture, which has become increasingly more
risk-averse, indeed ossified, over the decades. Fear of failure seems to dominate the
acquisition bureaucracy, yet fearlessness is a necessary condition for experimentation
and, ultimately, for successful technological advances. The offset strategy implicitly
presupposes that the bureaucracy will embrace experimentation and not penalize
failure. How such behavior can be encouraged and ultimately modified in accordance
with the strategy’s urgent timetable remains an open question.

The bureaucracy needs to change in another respect as well. Currently, the DoD
is not a sufficiently educated consumer because continuing advanced technological
education is not a prerequisite for promotion and leadership within its ranks. The
Defense Acquisition University (DAU), which is the primary focal point for the
continuing education of many senior acquisition officials, is too heavily oriented
toward online programs. These programs may or may not successfully educate those
who are taking the DAU’s courses. In any event, the DAU is more a vehicle for training
than education, and there is simply no substitute for the type of education that
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students receive at America’s great institutes of technology, such as MIT, Rensselaer
Polytechnic Institute, Caltech, and the like.

In practice, a civilian member of the defense acquisition corps can advance to the
highest ranks without ever taking another course after his or her master’s-level degree
in physics, computer sciences, engineering, or other technology-related subjects.
This hardly creates educated consumers and could well undermine the types of rapid
breakthrough advances that the third offset strategy presupposes.

The DoD should impose a far more rigorous requirement for civilians to pursue
continuing education in technology-related fields than is currently the case. It should
also initiate a program for civilian officials akin to the Secretary of Defense (SecDef)
Fellows program, which enables some twenty field-grade officers to spend a year
with a commercial firm. In general, these firms are not part of the traditional defense
industrial base, rendering the program exceedingly relevant to Secretary Carter’s
push to reach beyond that base. A requirement for at least one full semester’s course
load at a leading institute of technology, with another half year in a civilian version
of the SecDef Fellows program, could be tied to promotion to the top managerial
and deputy managerial positions in the acquisition corps, and certainly to promotion
to the Senior Executive Service. In that way, the DoD acquisition bureaucracy could
keep up with changes in technology, which are taking place with the speed of Moore’s
Law, and would be in a position to administer the offset strategy more effectively than
is likely to be the case today.

The Strategic Capabilities Office and Accelerated Research

Accelerated research and development is a critical element of the third offset
strategy. Yet the DoD is notorious for its slow-moving bureaucracy. In fact, the DoD
had to implement a “rapid acquisition” system to get around its own acquisition
system! This troublesome reality was a major factor in Secretary Carter’s decision
to create a Strategic Capabilities Office to exploit existing technologies, especially
advanced commercial technology, in novel ways to support military operations—and
to field those technologies far more quickly than usual for DoD. As noted, the office
was created well before the formulation of the offset strategy, and its activities have
now been incorporated into that strategy.

Part of the reason for the bureaucracy’s inability to bring projects to the production
stage more quickly is its above-noted cautiousness and risk-aversion. But there are
other reasons as well. The system has too many review cycles. It requires far too
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many offices to concur before a project can move forward, what has been termed the
“tyranny of consensus.” Ittolerates too many changes to engineering change proposals
(ECPs) during the course of a project’s development, adding unnecessary costs and
schedule delays. Projects can take years, sometimes decades, to reach completion. As
a result, many systems have been terminated well before their anticipated production
runs. In some cases, a weapon system has taken so long to develop that it is virtually
obsolescent upon its incorporation into the force structure and must be terminated.
For example, the Army’s Division Air Defense gun, later called the Crusader, took so
long to develop that it was out-ranged by its anticipated targets. Schedule delays, even
more than cost increases, would completely undermine the intent and potential of
the third offset strategy.

In the context of the third offset strategy, the Strategic Capabilities Office’s mission
is to accelerate DoD’s acquisition of AA/AD programs and submarine acoustic
and related underwater technologies, among others. Yet it is not at all clear what
“acceleration” actually means with respect to these and other ongoing programs
incorporated into the offset strategy. Perhaps it means applying the same methods
that have underpinned the success of the rapid acquisition policy.

Yet one might question why accelerated efforts were not already launched some
time ago, when force levels began to drop. For example, it has been argued that the
new Hypervelocity Gun Weapons System, or HGWS, adapts projectiles originally
developed for the Navy’s electromagnetic rail gun program to artillery systems that
have been in the force for some time. Yet, since hypervelocity development, whether
for projectiles or weapons, has been ongoing for several years, it is unclear why such
adaptation was not contemplated some time ago. After all, adaptation has a long
history in the military, with the land-based SM-3 missile a recent example. Similarly, the
Navy has spent years developing unmanned undersea vehicles (UUVs) and enhancing
submarine acoustics. Presumably it has done so with the utmost urgency, and if not,
one might question why the Office of the Secretary did not mandate that it do so.

In any event, for the Strategic Capabilities Office to have any hope of success, the
acquisition system may have to be modified more than is currently planned. In addition,
radical steps will be necessary to ensure that the acquisition work force is responsive
to those changes. And changing the DoD’s acquisition culture will pose a far more
daunting challenge both for the office and for the strategy it seeks to implement.
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The Prospects for DIUx

In many respects, DIUx is the crown jewel of the third offset strategy. The office
was created to reach out to the commercial high-tech sector, whose advances have
not been fully absorbed by the DoD. With his personal knowledge of developments
in Silicon Valley, Secretary of Defense Carter was particularly well-placed to initiate
such a path-breaking entity.

To succeed, DIUx will have to find ways to enable the commercial sector to work
more closely with DoD than in the past. This is no small matter. Commercial firms
are profit-driven. They invest in research in order to get returns when their products
reach the market. They seek both to develop a competitive advantage and maintain
it during the length of their production runs. They are not averse to selling military
wares—Amazon has reportedly designed drones for Indonesia—but are wary of
doing business with DoD.

Despite protestations to the contrary, DoD’s business practices act as disincentives
to working with firms that are outside the defense industrial base. The DoD
procurement system is complicated, stove-piped, and over-regulated. Its cost
accounting standards require firms to have a second set of financial statements
alongside those that comply with generally accepted accounting principles. Its
emphasis on lowest price, technically acceptable contracting is the polar opposite of
commercial firms’ profit-driven practices.

In addition, few of the Department’s career acquisition officials have any real
experience in the private sector. As a result, even when they do have the opportunity
to acquire commercial items in accordance with Federal Acquisition Regulations (FAR
Part 12), defense officials default to DoD’s traditional contract by negotiation methods
(FAR Part 15), with which they are more familiar and therefore more comfortable. It is
therefore not surprising that many commercial firms, especially technology leaders, are
loath to entangle themselves with DoD’s regulations and bureaucracy.

DIUx’s initial efforts to overcome the suspicions of commercial firms regarding
working with DoD were not very successful. As a result, Secretary Carter announced
an overhaul of the office, bringing in new leadership directly from the commercial
sector. This was an important step. So too was his creation of the Defense Digital
Service, which will bring into DoD technologists from commercial high-tech firms
for a short-term tour of duty. Moreover, DIUx can avoid many of the pitfalls and
associated paperwork of the acquisition system because, thanks to congressional
legislation, DoD has granted DIUx Other Transaction Authority (OTA). Under
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OTA, DIUx can enter into transactions other than contracts, grants, or cooperative
agreements, and these transactions are not covered by the FAR. Finally, DIUx awards
are not subject to audits by the Defense Contract Audit Agency, whose huge backlog
has forced companies to hold funds in reserve in case an audit, when it finally takes
place, requires the company to return funds to the government.

Clearly, DIUx has been given a number of advantages that to some extent already
have enhanced its ability to reach out to the commercial high-tech sector. Still, it
will take much work to convince high-tech companies in Silicon Valley and similar
research hubs, whether these firms are small start-ups or behemoths whose market
capitalization far exceeds those of major defense companies, that it pays to work
with DoD. Moreover, it will be easier to change regulations than the culture of the
entrenched bureaucracy (which, incidentally, may not mesh well with the temporary
imports from the commercial sector), but both are necessary conditions for DoD in
general and DIUx in particular to achieve their objectives.

As noted, the DoD has provided DIUx with about $20 million in initial funding
and has requested just under $45 million in its FY 2017 budget proposal. In mid-
September, when he opened the DIUx office in Austin, Secretary Carter announced
that some $65 million in contracts would soon be awarded. These represent $17
million of DIUx funds matched by $51 million provided by the services. In defense
budget terms, these are paltry sums. Admittedly, any project that DIUx supports
receives matching funds for its sponsoring service, and because of their nature as
technology demonstrators, DIUx projects do not require huge investments. For
example, acting on behalf of the Navy Special Warfare Command, DIUx awarded $1
million to a small California company for a nine-month project to develop a prototype
development of an autonomous tactical airborne drone.

Nevertheless, there are limits to what can be done with $45 million—or even
$135 million, assuming the services continue to be willing to co-invest on a 3:1
basis—when the purpose of an operation like DIUx is to tap the nation’s innovative
capabilities across the range of potential military requirements. Moreover, these
funding levels would have to be maintained, if not grow, for perhaps five years if the
DIUx experiment is to succeed. Disruptions in funding would render it difficult to
sustain cooperation with high-tech innovators.

Insome cases, DIUx already hasachieved success, with the military directly absorbing
the commercial innovations that it has sponsored. Examples include autonomous
unmanned sailboats, neuro-stimulation systems, and removable communications
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devices that can be hidden in one’s mouth. In general, however, a successful prototype
demonstration would still require a major investment for engineering development
and production. Funds for these efforts have yet to be identified, and even if available,
the programs themselves would still confront both the schedule and bureaucratic
challenges that continue to bedevil the acquisition system.

In particular, even if DIUx successfully orchestrates the sale to the military of
high-tech prototypes produced by nontraditional suppliers, these systems may still
have to undergo modification, unless military specification, “milspec,” requirements
are fully waived. Milspec has been the bane of potential foreign supplies to the
U.S. military; foreign systems have at times been changed beyond recognition in
order to meet specification requirements. For DIUx to succeed in generating DoD
acquisition of commercial cutting-edge technologies, encouraging companies to
make such technologies available to the military, and ensuring that commercial high-
tech products are not so transmogrified that their costs skyrocket and their delivery
schedules are seriously delayed, DoD will have to ensure that the military’s approach
to milspec is fundamentally revised.

Finally, it is important that the DIUx managing partners remain in their positions
for a meaningful term. DIUx is caught on the horns of a dilemma: if its leaders hold
their jobs for too long, they will lose the edge that keeps them current with the most
dynamic elements of U.S. high technology. On the other hand, too frequent changes
of leadership will undermine organizational efficiency and effectiveness. A term of
not less than two years, but not more than three, appears appropriate.

DIUx, High-Tech, and the Reserves

As part of his DIUx initiative, Secretary Carter created a Joint Reserve Element,
which, as he noted at the opening of the Austin “presence,” “enables DIUx to leverage
the capabilities and connections of our citizen soldiers who serve as tech industry
leaders when they’re not on duty for us in DoD.” The Element is led by Doug Beck,
a Naval reserve commander, who in civilian life reports to Tim Cook, Apple’s CEO,
and also has advised senior military leaders as a member of the Chief of Naval
Operations Executive Panel. In his remarks in Austin, Carter announced that the
Element would expand its presence to include the Texas high-tech center and would
draw upon Guard and Reserve members who are innovators in their civilian lives.
These personnel will help DIUx develop relationships with people in industry and
academia who are developing the innovative technologies that could have a major
impact on warfighter capabilities.
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Until now, the military has not had a consistent policy of assigning high-tech
experts, whether corporate leaders or staff technologists, to related fields—such as
cyber or defense research—while serving in their capacity in the Reserves. All too
often, a cyber expert or a CEO of a cutting-edge high-tech firm will find him or
herself driving trucks or working in the ship’s engine room when he or she dons
the uniform. The significance of Secretary Carter’s initiative therefore extends well
beyond DIUx. It should serve as both a model for, and a spur to, the services to create
military occupational specialties that relate directly to the high-tech capabilities of
their Reserve personnel.

What Are the Trade-Offs?

Underpinning the third offset strategy is the premise that some research and
development and/or procurement programs previously included in the defense
baseline can be slowed, or even terminated. Many of these programs address shorter-
term concerns; the offset strategy is meant for the medium-to-long term; that is, its
effects will be felt by 2020 and beyond. And, as noted above, the strategy is meant to
serve as an offset in another sense, namely, to compensate for shrinking force levels,
particularly those of land forces.

The reordering of priorities begs the question of whether it makes sense to sacrifice
the near for the longer term, given the speed with which threats can materialize, as
the rapid growth of ISIS clearly demonstrates. While the sequester will be a source of
downward pressure on the budget for several more years, Congress has demonstrated
ways to circumvent its most dire effects. A new budget deal could be struck; or the
Overseas Contingency Account could be increased. In both cases, DoD could sustain
its offset strategy while preserving many programs that the strategy currently is
anticipated to supersede.

Sustainability Is Critical

Secretary Carter and Deputy Secretary Work should be commended for their
formulation of a new offset strategy geared to the evolving international environment
and for their determination to push the strategy along several fronts. These include,
most notably, accelerating research and development programs that for whatever
reason have not matured as quickly as was possible; reaching out to the commercial
sector to inject innovation and new technologies into the current defense base; and
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hiring officials from that sector who understand how to introduce those technologies
with far greater rapidity than has been the case with DoD’s usual processes.

A new administration will take office in January 2017, however, and with it
a potential change of leadership within the DoD. It is crucial that the third offset
strategy be seen as extending over the life of several administrations and be treated
as the strategy of “containment” once was, namely, as a bipartisan strategy that
underwent relatively minor modifications over a period of more than half a century.

The new secretary of defense and his or her deputy must assign the new offset
strategy the same priority that it has received from the current incumbents of those
offices. Indeed, they should build upon the foundation that Secretary Carter and
Deputy Secretary Work have constructed. They should continue to improve the speed
with which systems are developed and acquired. They should focus on transforming
the acquisition corps into an educated consumer that benefits from, and draws upon,
a rigorous program of continuing education. They should maintain, if not increase,
the turnaround in research and development spending that began in FY 2016 and
extend it beyond FY 2018. Finally, they should consider with the utmost care whether
the third offset strategy, as deserving of priority as it is, should be implemented at the
expense of near-term programs. For these programs may continue to be urgently
required in an international environment that has become increasingly unstable and
that continues to call upon American military capabilities more in the near future.
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“In ignoring the ever-greater role of geoeconomics in the international system, the
United States squanders opportunities and dilutes its own foreign policy outcomes. It
weakens the confidence of America’s Asian and European allies.”

—ROBERT D. BLACKWILL AND JENNIFER M. HARRIS
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America’'s Geoeconomic Policy Deficit

espite having the most powerful economy on earth, the United States too often
Dreaches for the gun instead of the purse in its international conduct. America has
hardly outgrown its need for military force, which will remain a central component
of U.S. foreign policy. But Washington in the past several decades has increasingly
forgotten a tradition that stretches back to the founding of the nation—the systematic
use of economic instruments to accomplish geopolitical objectives, what we in this
book term geoeconomics. This large-scale failure of collective strategic memory
denies Washington potent tools to accomplish its foreign policy objectives.

To compound matters, as economic techniques of statecraft have become a lost
art in the United States, the rest of the world has moved in the opposite direction.
Russia, China, and others now routinely look to geoeconomic means, often as a first
resort, and often to undermine American power and influence. In ignoring the ever-
greater role of geoeconomics in the international system, the United States squanders
opportunities and dilutes its own foreign policy outcomes. It weakens the confidence
of America’s Asian and European allies. It encourages China to coerce its neighbors
and lessens their ability to resist. It gives China free rein in vulnerable African and

1 This chapter is an adaptation of excerpts from War by Other Means: Geoeconomics and Statecraft by Robert
D. Blackwill and Jennifer M. Harris, Cambridge, Mass.: The Belknap Press of Harvard University Press,
Copyright © 2016 by Robert D. Blackwell and Jennifer M. Harris.

2 Robert D. Blackwill is Henry A. Kissinger Senior Fellow for U.S. Foreign Policy at the Council on Foreign
Relations. Jennifer M. Harris is a Senior Fellow at the Council on Foreign Relations.
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Latin American nations. It allows Russia to bend much of the former Soviet space
to its will without serious answer from the United States. It reduces U.S. influence
in friendly Arab capitals. It insufficiently acknowledges the economic roots of much
of Islamic radicalism. These costs weigh on specific U.S. policy aims. But they also
risk accumulating over time into a structural disadvantage that Washington may find
hard to reverse. In short, the global geoeconomic playing field is now sharply tilting
against the United States, and unless this is corrected, the price in blood and treasure
for the United States will only grow.

Should Washington send lethal weapons to Ukraine? Should the North Atlantic
Treaty Organization (NATO) reestablish a permanent presence in Eastern Europe?
Should the United States directly arm the Iraqi Kurds in the fight against the Islamic
State of Iraq and al-Sham (ISIS)? Should it intervene militarily in the Syrian civil
war? Should America deploy boots on the ground in Iraq? Was an attack on Iran’s
nuclear facilities really an option for President Obama? What should be the military
components of the Obama administration’s pivot toward Asia? How many U.S.
combat forces should remain in Afghanistan over the long term?

In the current era and across the political spectrum, the United States instinctively
debates the application of military instruments to address all of these complex
challenges. There is no comparable discussion in Washington of returning Ukraine
to economic viability as a way to check Vladimir Putin’s designs for a Novorossiya,
or “New Russia”; of prioritizing economic and financial denial strategies in the fight
against ISIS; of making reform of the Egyptian economy a primary U.S. foreign
policy objective; of strengthening Jordan to withstand the effects of the Syrian
conflict; of building a Middle East coalition to blunt the economic transmission lines
Iran relies upon to project influence in the region; of mounting a major, patient effort
to bolster the faltering Afghan economy, a prerequisite for defeating the Taliban over
the long run; of building into the Trans-Pacific Partnership agreement or into the
Asia pivot more broadly, defenses to help U.S. allies steel themselves against economic
bullying from China.

The decline of geoeconomics in American foreign policy making in recent decades
proves to be a complicated story, with lots of variables, sub-plots, and nuances. But
the short version is a combination of neglect and resistance. American economists
tend to resist putting economic policies to work for geopolitical purposes, in part
because the notion of subjugating economics in this way challenges some of their
deepest disciplinary assumptions. As Michael Mandelbaum put it in his latest book,
“The heart of politics is power; the aim of economics is wealth. Power is inherently
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limited. The quest for power is therefore competitive. It is a zero-sum game’ ...
Wealth, by contrast, is limitless, which makes economics a ‘positive-sum game.”"
Because many U.S. economists and economic policy makers tend to see the world
through this positive-sum logic and have little appreciation for the realities of power
competition among nations, they tend to be skeptical of using economic policies to
strengthen America’s power projection vis-a-vis its state competitors.

The notion has also encountered ambivalence from foreign policy strategists.
Although they are steeped in traditional geopolitics and are not averse to viewing
economic instruments of statecraft within a zero-sum logic, most strategists fail
to recognize the power and potential of economics and finance as instruments of
national purpose.

Thus embraced by neither most economists nor most foreign policy strategists,
the use of economic and financial instruments as tools of statecraft has become
an orphaned subject. For a time, it seemed of no great consequence. In the years
following the Cold War, the United States faced no serious geopolitical rival,
no real struggle for international influence or in the contest of ideas. Liberal
economic consensus pervaded. And as it did, what began as a set of liberal
economic prescriptions aimed at limiting the rightful role of government in the
market morphed over time into a doctrinal unwillingness to accept economics as
subject to geopolitical choices and influence. Thus, certain liberal economic policy
prescriptions, such as trade liberalization, that found favor initially at least in part
because they were seen as advantageous to U.S. foreign policy objectives came over
time to be justified predominantly on the internal logic of laissez-faire liberalism, not
on the basis of (perhaps even in spite of) U.S. geopolitical grounds. “A policy of free
trade logically can—and should—be viewed as a technique of economic statecraft,”
David Baldwin, international relations theorist at Columbia University, once put it.”
“This is not to say, however, that the economic doctrine of laissez faire liberalism [has
been] conducive to viewing free trade in this way, at least not in the 20th century.”

But now, of course, the so-called end of history has itself come to an end.* The
United States once again finds itself competing for global influence and ideas—
and doing so alongside a set of states, many of them rising powers, that pledge no
particular allegiance to these same liberal economic understandings, do not make
any such disciplinary divides between geopolitics and economics in their own policy
making, and are thoroughly comfortable with harnessing economic tools to work
their strategic will in the world. The resultis a set of challenges for which the current
tools of U.S. statecraft, dominated by traditional political-military might, are uniquely
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unsuited. In short, the time has come for America’s foreign policy and national
security establishment to systematically rethink some of its most basic premises,
including the composition of power itself. A new way of addressing U.S. national
interests and power must aim for a foreign policy suited to a world in which economic
concerns often—but obviously not always—trump traditional military ones.

Crafting U.S. Geoeconomic Policies

American geoeconomic potential is inherently promising. But Washington must
first face a set of questions about the country’s overall comfort level with restoring
geoeconomics as a more considered part of its foreign policy. Skeptics will argue that
more straightforward attempts to link economic and geopolitical agendas will result
in a race to the bottom. But the alternative cannot be to do nothing. In any case,
the surest means of avoiding such a downward spiral may be to recognize what the
United States is now dealing with: a set of states thoroughly comfortable employing
most of the tools of geoeconomics to advance state power and geopolitical goals,
often in ways that undermine U.S. national interests and chip away at the U.S.-led
rules-based economic order.

Again, for U.S. policy makers, to recognize this is not to advocate necessarily a
response in kind. On the contrary, America’s long-term prosperity and security are
ultimately staked upon what Benn Steil and Robert Litan call “a liberal, rules-based
international economic and political order to which people around the globe aspire to
be attached ... An enlightened American financial statecraft will always be consistent
with this principle.” It is, though, to advocate a different kind of policy debate, one
where all sides begin from a clear geopolitical objective and where geoeconomic
proposals are measured against that objective and in the context of viable alternatives.
In extreme instances the alternative may be war. Where this is the case, U.S. officials
need to ensure more appropriate standards of debate and comparison in weighing
various options and their relative trade-offs.

To be sure, the United States should not re-create an office focused on “economic
warfare.” But the underlying lesson remains valid. For example, coming to terms
with the uncomfortable reality that markets represented an unavoidable front
in the war on terror was not easy.®* But once this point won reluctant interagency
acceptance following 9/11, the U.S. government launched a range of initiatives that
have since drawn wide praise for their effectiveness in targeting terrorism without
sacrificing American lives and economic liberties.” Paradigm-shifting approaches and
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tools have often seemed impossible or sacrilegious when they were first introduced,
from convincing NATO allies to adopt nuclear “flexible response” at the height of the
Cold War to proceeding with new forms of sanctions (targeting energy and central
banking, for example). But after a hard-fought battle for acceptance, these have proven
crucial in addressing the nuclear ambitions of North Korea and Iran.

In short, vital and very important U.S. national interests are again at stake in how
we wage a very different sort of campaign. This time the goal is to shape the behavior
of states that wield substantial economic and financial muscle and are in some ways,
though not in others, using this leverage to pursue policies that could be damaging
to U.S. national interests. As one market observer summarized the task facing policy
makers, “It’s [about] re-writing the rules of diplomacy to better engage” in a world
where influence “is determined by economic power.”® The United States has such
geoeconomic assets. The abiding question is how effectively it will use them.

What, as a practical matter, would such a geoeconomic-centric U.S. foreign policy
agenda specifically entail? What would it require? We believe it would be animated
by the following presidential and congressional vision: U.S. foreign policy must be
reshaped to address a world in which economic concerns often outweigh traditional
military imperatives and where geoeconomic approaches are often the surest means
of advancing American national interests. It must also systematically address the
domestic economic sources of American power projection.

There will inevitably be times where our security or our democratic values lead us
to act abroad. We will always face international threats. But returning geoeconomics
to the helm of U.S. foreign policy means that, for these cases and indeed every foreign
policy decision we make, we must ask three questions: How does this affect America’s
economic position in the world? How can we use geoeconomic tools to advance our
strategic interests? And how can we shape emerging economic trends to produce
geopolitical results beneficial to the United States, to our allies and friends, and to a
rules-based global order?

U.S. Foreign Policy in an Age of Geoeconomics: A Twenty-Point Agenda

Next comes the difficult task of translating this vision into concrete lines of action.
We offer twenty specific policy prescriptions—by no means an exhaustive list, but
taken together, they would amount to a meaningful and self-reinforcing improvement
in U.S. geoeconomic performance.
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POLICY PRESCRIPTION 1

Nothing would better promote America’s geoeconomic agenda and strategic future than
robust economic growth in the United States.’

Economiists are a contentious lot, but there is a wide, bipartisan consensus—
further backed by the IMF—that U.S. growth over the next decade will require
increased public and private investment in the near term, and a solution to the U.S.
entitlement pressures over the longer term.' Both at the federal level and in most
states, the United States is spending less on education in 2015 than before the 2008
2009 recession—amounting in some cases to a 10 percent drop in spending per child.
And the Congressional Budget Office assesses that federal infrastructure spending
is roughly 60 percent of what is needed to maintain current economic growth
rates. By contrast, according to the U.S. Chamber of Commerce, citing economic
analysis by the University of Maryland, a “targeted and long-term increase in public
infrastructure investments from all public and private sources over the next 15 years
would increase jobs by almost 1.3 million at the onset of an initial boost, and grow
real GDP 1.3% by 2020 and 2.9% by 2030.”"

POLICY PRESCRIPTION 2
The president must speak to geoeconomic policy.

The next president should lay out an affirmative vision for a geoeconomic-
centered foreign policy—backed by a mandate for the changes, big and small, it will
require of her or his foreign policy establishment. Without presidential geoeconomic
leadership, Pavlovian political-military responses are likely to most often carry the
day in Washington, and thus drive the bureaucratic responses to America’s external
challenges.

POLICY PRESCRIPTION 3

The leadership of the Congress should schedule a comprehensive set of hearings on the
potential of the United States to use economic tools to further U.S. geopolitical objectives.

Much of the needed U.S. geoeconomic agenda cannot be implemented without
congressional approval. The Constitution gives Congress the preeminent role in U.S.
trade policy, yet the last significant congressional overhaul came in the Trade Act of
1984. After thirty years, it is time for a broader legislative overhaul of the current
legislative authorities governing U.S. trade policy.
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POLICY PRESCRIPTION 4

Funds should be shifted from the Pentagon to be used to promote U.S. national interests
through geoeconomic instruments.

The administration’s State Department budget request for fiscal year 2016 was
$50.3 billion, while the Department of Defense’s total FY16 request was $585.2
billion."”” The State Department figure is 8.6 percent of the Defense Department’s
request, a ratio that is incompatible with an era of geoeconomic power projection.

POLICY PRESCRIPTION 5

Develop a more concerted understanding of geoeconomics across all executive branch
agencies with responsibilities in U.S. foreign policy and national security.

In order to discern when geoeconomics is at work and how it matters for U.S.
foreign policy, the U.S. government first needs a common understanding of what
ZEe0eCconomics is.

POLICY PRESCRIPTION 6
Pass TPP Round 1.

Geopolitical strategy by the United States in Asia cannot succeed without
delivering on TPP Round 1, bringing a “comprehensive, high-standards regional trade
agreement” to the region.” Even though TPP began as a straightforward exercise
in liberalizing trade barriers, its geopolitical stakes largely brought in as after-the-
fact marketing to win the domestic support needed for its passage in Congress are
now real, and were made all the more so by the Obama administration’s repeated
emphasis.

POLICY PRESCRIPTION 7
Conclude the TTIP agreement with America’s European allies.

Nothing else will so further transatlantic geoeconomic prospects—especially if
both sides seek to make this a trade agreement that prioritizes geoeconomic aims in
its design choices.

POLICY PRESCRIPTION 8

Reboot U.S. alliances for geoeconomic action focused as intensely on shared geoeconomic as
on political and military challenges.
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For a decade or more, America’s economic relationships with many of its closest
allies have lagged behind security cooperation. To push Europe to take responsibility
for its core security interests, Congress, as part of reauthorizing NATO budgets,
should require the secretary of state to certify that the EU has made substantial
progress toward diversifying its energy supplies and building in greater resilience to
threatened shutoffs—always, of course, with a presidential waiver. The same goes
for our treaty allies in Asia. Washington should lead collective negative responses to
economic coercion in the region.

POLICY PRESCRIPTION 9
Construct a geoeconomic policy to deal with China over the long term.

America’s economic pivot to the Asia-Pacific has lagged behind our diplomatic
and military investments. But more than any other region, economics is the coin of
the realm in Asia. As we now work out the content of the rebalancing, our strategy
must change to reflect this basic reality. To help give teeth to the current principles
for resolving the region’s territorial disputes, the United States should build on
recent warnings against the use of force, and make clear to Beijing that economic
coercion, too, will have negative consequences. The United States should work to
fortify countries, from Japan to India, against economic coercion—identifying their
leading vulnerabilities and assisting with resiliency and diversification efforts to plug
these exposures, as well as developing a policy across U.S. treaty allies in the region
to ensure that if one ally suffers economic coercion, another doesn’t take advantage
by filling in behind.

POLICY PRESCRIPTION 10

In another aspect of rebalancing to Asia, the United States should make geoeconomic
investments in India’s emergence as a Pacific power.

With so much staked on an India that is growing economically and engaged
regionally, supporting India in its bid for greater multilateral clout—backing New
Delhi in its long-running desire to join the Asia-Pacific Economic Cooperation
(APEC), for instance—would seem a minimum ante for the United States.

POLICY PRESCRIPTION 11
Construct a geoeconomic policy to deal with Russia over the long term.

Thisincludes working closely with allies, toughening the U.S. posture on backfilling
economic voids created by sanctions, reducing Europe’s dependence on Russian oil
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and gas, increasing economic support for Russia’s neighbors in former Soviet space
(including ramping up support for Western private investment as an alternative to
Russian and Chinese state-led investment, an alternative that many Central Asian
and Eastern European leaders are desperately seeking precisely for this reason), and
punishing Moscow’s neoimperial behavior."

POLICY PRESCRIPTION 12
Convert the energy revolution into lasting geopolitical gains.

The strategic premium the United States can gain from the unconventional energy
boom is just as significant as the improvements seen in U.S. energy production.”

POLICY PRESCRIPTION 13
Meet the test of climate change.

Apart from including climate provisions more explicitly within trade agreements,
the United States should also explore whether there is value in a new form of bilateral
agreement, akin to a scaled-down free trade agreement or bilateral investment treaty.

POLICY PRESCRIPTION 14
Blunt the threat of state-sponsored geoeconomic cyberattacks.

The United States should create more intermediate costs to geoeconomic
cyberattacks through two broad lines of effort. First, Washington should better
empower private U.S. companies to engage in self-help, especially clarifying the rules
surrounding defensive attacks (empowering companies to make their own decisions
on whether to engage in so-called hackbacks, whereby companies hack into an
attacker’s computer, either to ascertain the damage of the initial attack or to nullify its
benefits to the attacker). Second, to help to mitigate the sort of whack-a-mole quality
that remedies can often assume (where exclusion from one market is remedied simply
by shifting to other markets), the United States should work diplomatically to enact
coordinated cyber measures, beginning with enacting binding measures between the
United States and the European Union in the context of T'TIP, and then expanding
toward other major economies from there.

POLICY PRESCRIPTION 15

Reinforce economic foundations for democracy and peace in the Middle East and North
Africa.



186 America’s National Security Architecture: Rebuilding the Foundation

The United States should move immediately to articulate a mid- to long-term
economic vision for the Middle East/North Africa region in order to strengthen U.S.
power and influence there and to help stabilize these societies. For the past few years,
as the Arab revolt has grown darker, the United States has by necessity focused on
immediate stabilization, but with paltry results; a broader, longer-term vision can no
longer wait, especially as the lack of such a vision is hampering our ability to manage
the short-term challenges.

POLICY PRESCRIPTION 16

Refocus U.S. development aid toward cultivating the next generation of emerging markets,
especially in Latin America and Africa.'’

The Overseas Private Investment Corporation (OPIC), the US. government’s
primary private sector development partner, invested $2.58 billionin 2014 and returned
$269 million to U.S. taxpayers (providing a net resource, as opposed to net expense,
to the $56 billion international affairs budget)."” OPIC is likely the most attractive and
efficient foundation on which to build a robust U.S. development finance institution.

POLICY PRESCRIPTION 17
Shore up the rules governing geoeconomic playing fields.

Much as the General Agreement on Tariffs and Trade and the World Trade
Organization offered a global solution to the problem of tariff barriers, the United
States must develop a means of confronting the most salient forms of protectionism
in evidence today, particularly when they are used for coercive purposes.

POLICY PRESCRIPTION 18

If America is going to be effective at exploiting its geoeconomic potential, it needs the right
signals and bureaucratic structures in place, many of which can only come from the White
House.

A new White House entity should be created and tasked with strengthening the
country’s overall understanding and use of geoeconomics and, as noted earlier, the
harmonization of domestic and foreign policies. Housed within the National Security
Council, this office should be staffed with roughly equal numbers of officials from the
State, Intelligence, Defense, Treasury, and Commerce Departments, plus the Office
of the U.S. Trade Representative, and should replace the current NSC International
Economics Directorate.
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POLICY PRESCRIPTION 19
Adopt new rules of engagement with Congress.

Aid budgets continue to shrink. Real questions hang over the fate in Congress of
both TPP and TTIP. The G20 issued an ultimatum to the United States to implement
changes, agreed in 2010, to voting weights and operations of the International
Monetary Fund." Add in Congress’s refusal to renew the U.S. Export-Import
Bank’s license or reauthorize OPIC, and a dismaying picture emerges. Put bluntly,
the U.S. Congress is often a serious impediment to implementing a coherent and
comprehensive American geoeconomic strategy.

POLICY PRESCRIPTION 20
Increase university teaching around geoeconomics.

In order to produce the skills required over the long term to implement this
ambitious geoeconomic agenda, academic preparation needs to go well beyond
narrow disciplinary boundaries. Geoeconomics needs its own disciplinary language,
one that joins the tools of economics with the logic of geopolitics.

The policy prescriptions contained in this chapter, if implemented in a sustained
way, would make the United States a powerful geoeconomic actor in the world. They
would allow the United States to address seriously the growing geoeconomic coercion
practiced by authoritarian governments in Asia and Europe against their neighbors.
They would give the industrial democracies new positive tools to influence regional
and global geopolitics. And they would strengthen the U.S. alliance systems and thus
bolster the current regional and global balance of power. But these measures will, of
course, not be implemented in a day or, in many cases, even a year. They will require
a fundamental redefinition of how America conducts its foreign policy, including in
the first instance presidential leadership and an increased and sustained realization
by the Congress that geoeconomic instruments can frequently promote America’s
national interests.

A Foreign Policy Centered on U.S. National Interests

The post-9/11 United States faces a blizzard of international problems: the rise
of Chinese power, the return of Russian systemic destabilizing policies in Eurasia
and beyond, chaos in the Middle East, the continuing danger of terrorism involving
weapons of mass destruction (WMD). With statesmen rare in any age, perhaps
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it is best to return to a compelling compass for U.S. external behavior—American
national interests as a basis for U.S. grand strategy—and to examine briefly again
how geoeconomic instruments, as informed by history and enumerated in this book,
might promote these interests."

Vital national interests are conditions that are strictly necessary to safeguard and
enhance Americans’ survival and well-being in a free and secure nation. Vital U.S.
national interests are: (1) preventing a WMD, major terrorist, or cyber attack on the
American homeland; (2) maintaining the global balance of power, including through
America’s alliance systems, and preventing the emergence of a hegemonic rival on the
Eurasian landmass; (3) ensuring the survival of U.S. allies and their active cooperation
with the United States in shaping an international liberal order, based on democratic
values and the rule of law, in which the United States can thrive; (4) preventing the
emergence of hostile major powers or failed states on America’s borders; and (5)
ensuring the viability and stability of major global systems (trade, financial markets,
supplies of energy, and the environment).

Extremely important national interests are conditions that, if compromised,
would severely prejudice but not strictly imperil the ability of the U.S. government to
safeguard and enhance the well-being of Americansinafree andsecure nation. Extremely
important U.S. national interests are: (1) preventing, deterring, and reducing the threat
of the use of nuclear, biological, and chemical weapons anywhere; (2) preventing the
regional proliferation of WMD and delivery systems; (3) promoting the acceptance
of international rules of law and mechanisms for resolving or managing disputes
peacefully; (4) promoting the well-being of U.S. allies and friends and protecting them
from external aggression; (5) promoting democracy, prosperity, and stability in the
Western Hemisphere; (6) preventing, managing, and (if possible at reasonable cost)
ending major conflicts in important geographic regions; (7) maintaining a lead in key
military-related and other strategic technologies, particularly information systems;
and (8) preventing genocide.

U.S. military primacy continues to be essential in promoting and defending these
national interests. With respect to international diplomacy, the United States is, as
Secretary of State Madeleine Albright stressed, “the indispensable nation.” At the
same time, geoeconomic tools as defined and discussed in this volume seem especially
relevant to each and every one of these vital and extremely important American
national interests.

America’s problem today is that after many decades of being preoccupied with the
security dimension of American foreign policy, Washington instinctively reaches for
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the military instrument when often it is largely or entirely irrelevant or inappropriate
to the external challenge at hand.

As we have earlier sought to demonstrate in detail, China, in our judgment, seeks a
grand strategy that will end U.S. primacy in Asia and alter the balance of power in that
vast and crucial region. And although the People’s Republic of China is undertaking
an ambitious program of military modernization, its tools in pursuing that grand
strategy for the foreseeable future are primarily geoeconomic and not military.

The strength of the economies of America’s Asian allies and of India will be
crucial factors in their ability to resist Chinese economic coercion and to stand strong
in maintaining the current balance of power in Asia writ large.

A stable and collaborative Egypt is a linchpin of broader U.S. national interests in
the Middle East. Again, however, American military power will have little to do with
whether Egypt overcomes its current monumental economic problems.

Tough international economic sanctions against Iran ultimately brought it to the
negotiating table and to an agreement—a classic use of a geoeconomic instrument.

The future of Jordan—based in large part on the viability of its economy—will be
an important determinant of whether the Middle East can regain a degree of peace
and stability in the period ahead.

Putin’s Russia appears to be embarked on an effort to re-create Soviet-era spheres
of dominating influence on its borders and beyond, witness its military intervention
in Syria. Although NATO allies in Eastern Europe in these circumstances require
reassurance through U.S. military deployments and power projection, the future of
Ukraine, Georgia, Azerbaijan, and the nations of Central Asia will not be decided by
American military capabilities. The only hope for Ukraine to withstand Moscow’s
disruptive policies is to stabilize its economy, and that in turn depends extensively on
American and European use of geoeconomic tools—trade, loans, grants—and the
assistance of international lending institutions.

If Mexico’s economic challenges were to produce deep and prolonged instability
across the border, the United States certainly would be significantly diverted from its
broader international missions and responsibilities.

During World War II, during most of the Cold War period and its aftermath, and
in America’s immediate responses after the 9/11 attacks, the military and security
dimensions of U.S. foreign policy were rightly preeminent. After all, it was U.S.
military power that defeated Germany and Japan, held NATO together, animated
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the U.S.-Japan alliance, deterred the Soviet Union, and killed most of al-Qa’ida’s
leadership. But in the years ahead, U.S. military prowess is not going to ease China’s
economic coercion against the nations of Asia, not going to help rescue Egypt, not
going to promote Ukraine’s independence from Moscow, and not going to assist
Mexico to thrive as a stable modern democracy.

Either the United States will begin to use its geoeconomic power with much
greater resolve and skill, or its national interests will increasingly be in jeopardy.
U.S. domestic economic strength in the decades ahead must have more relevance to
American national interests and the identification of consequent international threats
and opportunities than simply funding a huge defense budget, useful as that is to
U.S. global purposes. To recall Mao, international power and the influence needed to
flourish and to shape the balance of power in America’s favor must derive not only
from the barrel of a gun but also from the strength and geopolitical applications of
the U.S. economy. Whether administrations and the Congress will understand, digest,
and implement this compelling reality with focus, clarity, and a sense of geoeconomic
purpose remains a preeminent issue of American grand strategy in our era.
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Als the world continues to transform from the manufacturing economy of the
industrial age to the digital economy of the information age, our national
security organizations need to transform as well. This has been evident since at least
1999, when then-presidential hopeful George W. Bush said “today our military is still
organized more for Cold War threats than for the challenges of a new century—
for industrial age operations, rather than for information age battles.” American
military forces have been, and continue to be, the most capable in the world, but our
national security infrastructure, refined and perfected during the forty-plus years of
the Cold War, is increasingly ill-suited to the challenges we face today.

Those challenges—increasing volatility, uncertainty, complexity, and ambiguity—
are apparent to all, and even spawned a military acronym: VUCA. And yet our
inherently bureaucratic national security institutions have failed to keep pace. The
Department of Defense (DoD) is still largely governed by the Goldwater-Nichols Act
of 1986, which focused more on procurement efficiency and unity of command than
responsiveness. As a result, the system lacks the speed and agility needed to react to
a rapidly changing world.

Similar changes are roiling the business world. But there, companies are
successfully adapting by flattening their structures, leveraging modern information
technology, and empowering managers to create flatter, faster-moving, and
more flexible organizations. And although some would argue that these new-age
management techniques don’t apply to an organization as large and complex as the
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Pentagon, in fact, they have been successfully deployed in numerous settings in the
defense and security arena. In this chapter, we will examine the conditions that slow
decision-making at the DoD and the techniques of organizational agility that, applied
in ways that recognize the DoD’s unique context, can get this behemoth on its feet
and moving as fast as today’s fluid conditions require.

Too Slow to Adapt

Today’s Defense Department was largely shaped by the Goldwater-Nichols Act
of 1986, which sought to address operational shortcomings, including the failed
Desert One rescue mission in Iran and widespread concerns about inefficiencies in
the acquisition system. The structures, processes, and systems that resulted were like
the body’s slow-twitch muscles, well suited to the stable dynamics of the Cold War,
but inadequate for the pivots and twists now required.

Government acquisition provides a powerful, strategically important example.
Take the quest to secure Mine-Resistant Ambush Protected vehicles (MRAPs) to
protect our forces from improvised explosive devices (IEDs) in Iraq and Afghanistan:
When Robert M. Gates became defense secretary in 2006—describing his priorities
as “Iraq, Iraq, and Iraq”—he was alarmed to see that the Pentagon was slow to
provide protected mobility for soldiers, famously observing that the troops in Iraq
and Afghanistan were operating on a war footing, but the Pentagon was not. By 2007,
IEDs accounted for 69 percent of casualties and 63 percent of combat deaths in Iraq.’
Protected vehicles were few and far between, limited to route clearance and explosive
ordinance disposal. Worryingly, the Pentagon considered the MRAP just another in
a long list of programs they were pursuing. In May 2007, Gates decided it should
be run outside the calcified procurement system. MRAP production surged from 82
vehicles a month in June 2007 to 1,300 vehicles a month in December 2007.

The job of rushing MRAPs to Afghanistan for the troop surge in 2009 fell to then
Under Secretary of Defense Ash Carter. Carter observed, “When the troops said
they needed something, the response of the bureaucracy tended to be, ‘Oh, we're
making one of those. It’ll be finished in 10 years. ...~ We can’t take steps in 15-year
increments.”

The lack of agility directly affects both the current and future strategic options
available to leaders. The current acquisition portfolio contains solutions conceived in
a very different world. More than twenty-five years after the dissolution of the Soviet
Union in 1991, fully a quarter of spending relates to programs formulated during the
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Cold War. Another 55 percent of spending relates to programs conceived after 1991
but before 9/11. Only 20 percent are post-9/11 in vintage. It certainly appears that
there has been little reallocation of defense spending to reflect shifting threats.

The lack of agility extends across the national security apparatus. A government
report on the 2012 attack on the U.S. consulate in Benghazi pointed to bureaucratic
delays, criticizing the system for not being able to respond more quickly to the initial
reports that the American diplomatic compound was under attack. Although it is
now clear that help could not have arrived in time, the report notes that “despite
President Obama and Secretary of Defense Leon Panetta’s clear orders to deploy
military assets, nothing was sent to Benghazi, and nothing was en route to Libya
at the time the last two Americans were killed almost eight hours after the attacks
began.”

Senator John McCain points to this lack of speed as a major issue: “We must face
the uncomfortable fact that, too often, in too many cases, our enemies are getting the
better of us. It is not that they are better led, or better equipped, or better positioned
to succeed, or in possession of better strategies. In fact, the opposite is true. The
problem, too often, is that we are simply too slow—too slow to adapt to changing
circumstances, too slow to gain the initiative and maintain it, too slow to innovate,
and too slow to do the vital work of strategic integration: marshaling the different
functional elements of our defense organization to advance unified strategies, and
implementing them effectively.”

Agility: The Real Third Offset

Many other organizations find themselves in the same position—but not all.
According to Chris Donnelly, director of the Institute for Statecraft, while most
institutions “have been unable to react and adapt fast enough to remain fit for purpose
...[n]otso alot of the West’s competitors. Countries like Russia and China—and sub-
state actors like al-Qaeda or Islamic State—have learned more rapidly how to cope
with today’s instability, complexity, and rapid change. Our success in this competition
will only be guaranteed if we learn to cope with change as they have.””

In his speech that served to launch the third offset strategy, Secretary of Defense
Chuck Hagel set out his vision for coping with change. “Disruptive technologies and
destructive weapons once solely possessed by only advanced nations have proliferated
widely and are being sought or acquired by unsophisticated militaries and terrorist
groups.”® He therefore called upon the US. to seek a new means of “offsetting”
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enemy capabilities, as was done in early 1950s with nuclear weapons and again in
the mid-1970s with stealth and precision-guided weapons. Both the first and second
offsets primarily involved leveraging U.S. technology, and many have assumed that
this will be the core of any third offset. But Secretary Hagel was clear that it won't
be just about technology: “A third offset strategy will require innovative thinking, the
development of new operational concepts, new ways of organizing, and long-term
strategies.”

Likewise, in a recent speech at the Brookings Institution, Senator McCain
highlighted the need not just for new technology but for organizational change:
“Instead of one great power rival, the United States now faces a series of trans-
regional, cross-functional, multi-domain, and long-term strategic competitions that
pose a significant challenge to the organization of the Pentagon and the military,
which is often rigidly aligned around functional issues and regional geography.”

Lessons from the Private Sector

Meanwhile, similar ructions are taking place in the business world. Obviously, the
precise changes confronting companies are different, but here too, VUCA is an apt
term. The average lifespan of a company listed in the S&P 500 has decreased from
sixty-seven years in the 1920s to just fifteen years today. Professor Richard Foster from
Yale University found that on average an S&P 500 company is now being replaced
every two weeks, and he estimates that 75 percent of current S&P 500 firms will be
replaced by new firms by 2027."

In business, massive upheaval is nothing new. In 1990, IBM had its most profitable
year ever. By 1993, the company lost $16 billion, victimized by its lumbering size and
an insular corporate culture. Many thought that Lou Gerstner joined IBM to preside
over its break-up. Instead, he orchestrated a competitive and cultural transformation,
as described in his book Who Says Elephants Can’t Dance?

As disruptors upend markets, treaties dissolve, new regulations shift the rules, and
talent is siphoned off by competitors, companies in every sector are either harnessing
these forces or getting left behind. Winners are redesigning their strategies, rejiggering
their operations, and getting closer to their customers. There is a thread that connects
all of these efforts: a much more important role for cross-organizational teams, and a
willingness to sidestep much of the established structure.
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As they make these moves, companies are seeking the ideal qualities of agility—
the ability to be both highly dynamic and inherently stable at the same time. It sounds
paradoxical, and many organizations struggle with it, mistakenly thinking they only
need to be faster. Those that manage to be both, organizations we call agile, are
not only surviving but even thriving in this increasingly stressful world. As Nassim
Nicholas Taleb wrote, these companies are the opposite of fragile: “The resilient
resists shocks and stays the same; the antifragile gets better.”"

Why are dynamism and stability the hallmarks of agility? Over the past fifteen
years, McKinsey has developed and refined the Organizational Health Index (OHI) to
assess the discrete elements of organizational effectiveness. The OHI dataset includes
more than 1,100 public and private organizations, is global, and spans every major
industry.”? The healthiest companies (i.e., those in the top quartile) deliver returns to
shareholders three times higher than the rest. Similar results are evident in the public
sector.

When we studied speed and stability, we found that organizations had widely
varying capabilities (Exhibit 1)." Relatively few stood out as being especially agile: 58
percent of them had speed, stability, or both that hovered near average. Eight percent
were fast but not stable, similar to the now-familiar start-ups that have pervaded all
areas of business. An additional 22 percent of organizations were either slow and
unstable, a group we describe as trapped (14 percent), or slow and stable, which we
call bureaucratic (the remaining 8 percent).

Twelve percent of our sample were agile: organizations that are both quick
and stable. Intriguingly, these organizations were 70 percent more likely to be in
the top quartile of organizational health than others (Exhibit 2). The bureaucratic
organizations—and though we have not surveyed the DoD, we think it would
probably qualify as one—have by far the poorest organizational health of the three
non-agile types.
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Exhibit 1

Few companies excelled in either relative speed or stability—
58 percent hovered near average.
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Exhibit 2

Seventy percent of agile companies rank in the top quartile of
organizational health.

% of organizations within each category, by quartile, for Organizational Health Index
(OHI) scores' (n = 161)
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Resistance Is Feudal

Of course organizations are by no means monolithic, and some parts can be
much healthier and agile than others. Certainly, exogenous conditions (e.g., the
authorities given to the U.S. Special Operations Command) contribute to differences
in performance. However the vast preponderance of variation comes from three
internal forces of resistance: the desire for control, organizational complexity, and a
cultural aversion to risk. A troubling mindset that sees the organization as a machine
underlies all three.

Desire for control. Layering of management structures and functional silos can
often result in decisions being forced to higher and higher levels of management.
Within each military service, only the secretary has the authority to integrate
across functional, mission, and geographic issues. The only officials with the
authority to integrate across separate warfighting domains are the secretary
and deputy. In organizations as vast as the DoD, that is an impossible burden
to put on two people, no matter how capable. Without question some level of
control is essential in every organization. Checks and balances, independent
reviews, and governance bodies all work to improve decisions. However, national
security organizations have gone far beyond the efficient frontier. A profusion
of leadership “dashboards,” tracking metrics such as recruiting yields, budget
data, unit readiness levels, and operational activity, all tempt the action-oriented
leader to intervene. Peter W. Singer of the Brookings Institution observed that
“although commanders are empowered as never before, the new technologies
have also enabled the old trends of command interference, even taking them to

new extremes of micromanagement.”"

Unbhelpful complexity. Secretary of Defense Robert Gates referred to the Pentagon
as “the largest and most complex organization on the planet.”"” Few would argue.
And the problems of complexity are well known: simply put, it makes it harder for
individuals to get things done. But isn’t complexity part and parcel of being big? Yes
and no. Research suggests that some complexity is essential and value-adding (e.g.,
the range of missions, geography), some is imposed (e.g., federal law), but what
remains is largely dysfunctional, self-imposed, and worth reevaluating.'® Federal
acquisition regulations, for example, have become so complex that the Air Force is
considering building an artificial intelligence system to navigate the thousands of
pages of rules and policies.
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Cultural aversion to risk. Behavioral economics has demonstrated that humans
weigh risk twice as heavily as a similar benefit."” Individuals worry about being
wrong, making a superior angry, or alienating other parts of the organization.
Without an imperative to act (such as the profit motive in the private sector),
individuals rationally seek ever more information, conduct additional analysis,
build consensus, await direction or permission, or optimize for those most
important to them (their “tribe”) rather than the enterprise. This often results in
lowest common denominator recommendations to senior leaders—what former
Undersecretary of Defense for Policy Michele Flournoy calls “the tyranny of
consensus.”** Only when the organization must respond to a crisis will individuals
stick their neck out. As mission needs surge, the risk of inaction is no longer
acceptable, entrepreneurialism and best-effort judgment are rewarded, and errors
become expected, accepted, and corrected. A common refrain we have heard from
national security executives is, “I wish my organization could perform all the time
like it does in a crisis.”

Man vs. Machine—A Blocking Mindset

Influenced by Frederick Taylor’s and Max Weber’s powerful ideas, propounded
roughly a century ago, many large organizations still think their organizations should
operate like a well-oiled machine whose working parts fit together seamlessly. In this
machine view, bureaucracy is prized, as it results in routine, repetitive, orderly action,
with clear boundaries and an established hierarchy for oversight. When decisions
require coordination, committees bring together leaders to share information and
to review proposals. All processes are designed in a precise, deliberate way to ensure
that employees can rely on rules, handbooks, and instructions to execute tasks.

Today’s problem is that by the time organizations have designed this kind of
structure, the world has already moved on, and it’s time to change again. In a 2015
McKinsey survey, more than half of the executives surveyed said their companies are
making significant structural changes, at either the unit or the enterprise level, as
frequently as every two or three years. The redesigns often take one or two years to
complete. Unsurprisingly, only 23 percent of the redesigns were deemed successful
by respondents. The rest failed, in part because they designed solutions to problems
that were already passé. The machine view has much to offer: logic, consistency,
predictability. But if success relies on responding to the unpredictable, this approach
results in almost constant disruption and change fatigue.
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What Does Organizational Agility Look Like?

The ability to be both stable and dynamic, the essence of true organizational
agility, can be seen through a simple product analogy—the smartphone. Smartphones
have become ubiquitous in large part because of their design and functionality. The
hardware and operating system form a stable foundation. On top of this sits a dynamic
application layer where new apps can be added, updated, modified, and deleted over
time as requirements change and new capabilities develop.

In the same way, agile companies design their organizations with a backbone of
stable elements, for example a simple top-level organizational structure or a common
way of doing things that everyone follows. These foundations, like a smartphone’s
hardware and operating system, are likely to endure. Agile companies also have
dynamic capabilities: organizational “apps” to plug in as new opportunities arise or
unexpected challenges threaten to destabilize formerly protected profit streams. In
the national security space, agile would provide a stable framework within which
dynamic cross-functional teams are formed, nurtured, and dissolved. Instead, today
these “apps” exist outside the system or become a permanent part of it (e.g., task
forces, special offices, and new governance committees).

Our work has highlighted three core areas where agile organizations excel:
organizational structure, which defines how resources are distributed; processes,
which determine how things get done; and people.

Structure. Agile organizations set a stable, simple structure as their backbone. The
top team comprises the leaders of the missions and core functions, with mission
leaders typically deciding how budget is allocated. The dynamic dimension is built
from modular teams. The teams have clear missions with autonomy to make
decisions and are charged with end-to-end ownership of a process with a clear
customer (or, in the national security context, with mission outcomes). Firms such
as ING, Google, and Siemens use this structure to great effect. These units can
come in many different sizes, mission sets, and capabilities; they are the “apps” of
the organization.

Process. Agile organizations keep their operations stable by underpinning the way
they work with a standardized, minimally specified set of core processes. These
are usually “signature” processes—the essential activities at which the company
must excel in order to win. These processes are often hard for competitors to
replicate, providing sustained competitive advantage. In a brand- and innovation-
driven consumer-goods company, such as P&G, for example, product development
and external communication are high on the list of signature processes. Amazon’s
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synchronized supply chain, with its common language and standards identifying
clear decision rights and handofs, is another.

People. No matter the structure or processes in place, people ultimately accomplish
the mission. People crave stability and find it in the common values that hold the
organization together. If the values are truly embodied in the organization, they
provide a strong shared culture and purpose. But people also crave the new, and
organizations can tap that to improve their dynamism. Agile organizations focus
on creating strong internal motivation and passion, a culture of self-improvement
and stretch, and an atmosphere of open, honest feedback.

Elephants Learning to Dance

Changing the way the Pentagon operates in an increasingly complex, multi-
threat environment has been intoned so often that it is widely regarded as a truism in
defense circles. The real question is how to do it. Stephen Rosen, one of the leading
thinkers on innovation and the modern military, summarized the problem well when
he said: “Almost everything we know in the theory about large bureaucracies suggests
not only that they are hard to change, but that they are designed not to change.”" If
the system is designed to prevent change, then the forces at work in the system must
be changed. Below are three actions that can disarm the forces of resistance, and
increase the agility of our national security apparatus:

1. Lower decision-making time to within our adversaries’ OODA (observe, orient,
decide, and act) loop. In May 2012, Major General H.R. McMaster admitted: “We have
a perfect record in predicting future wars—right? ... And that record is 0 percent.”*
Given our inability to predict the future, success depends on being able to react
fast enough to effectively cope with the unexpected. To reduce the cycle time, each
organization should identify its signature decision-making processes (e.g., resource
allocation, requirement-to-fielding, deployment training) and start from a blank slate.
In our experience, making incremental adjustments to established processes rarely
works, as it leads inexorably to a prolonged internal battle. The organization should
use as few steps as possible and no more than can fit within the required timeline.
Most importantly, the number of reviews must be drastically shrunk to only those
that can significantly improve the answer. Doing this will unwind the massive, self-
imposed complexity of many of the current processes. For example, in our view, the
planning, programming, budgeting, and execution (PPBE) cycle should be shortened
from 30 months to 12—or, better, might even be made obsolete.
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One example of a fundamental transformation of organizational agility comes
from the Joint Special Operations Task Force (JSOTF), which was commanded by
General Stanley McChrystal and sent to Iraq to kill or capture Abu Musab al-Zarqawi,
the leader of al-Qaeda in Iraq. In its early days, JSOTF found itself outmaneuvered
by a more agile adversary that was organized more like a network than a hierarchy
and leveraged modern communications technology. General McChrystal observed
that “the wickets through which decisions had to pass made even the most efficient
manifestation of our system unacceptably slow.”” He “discarded a century of
management wisdom and pivoted from a pursuit of mechanical efficiency to organic
adaptability.”* The mission, as is well known, was a success.

2. Control that which adds significant value, and let go of the rest. As described
earlier, the current national security system has a massive number of controls in place,
all individually well intended, but in aggregate they create a system that struggles
under its own weight. The controls manifest in three ways: policies (including
regulations, instructions, and laws); governance; and hierarchy.

To become agile, the controls need to be rationalized. The policy aspect is likely
the most complex and requires a “clean-sheet” review, with the goal of defining only
the minimum specifications needed to ensure interoperability. Governance bodies
should be consolidated, creating single decision points. And the hierarchical reviews
of decisions along the chain of command should be cut to a single one. In our
experience, many more decisions can be safely made by the responsible end-to-end
unit, as we discuss next, and not by top leadership.

3. Build end-to-end mission units, embed the enterprise view into each, and link
and support them as needed. In the quest for efficiency and in an effort to minimize
individual risk, many national security organizations have organized along functional
lines, with no single unit having end-to-end accountability, resulting in a lack of
responsiveness. What’s needed now is a structure of many self-contained units,
each with a clear mission, distinct accountability for performance of the mission,
and the resources and access to expertise necessary to execute. The private sector
calls the largest of these organizations business units; the smallest versions are called
integrated product teams.

Agile organizations typically decouple the formal reporting structure
(organization chart and functions) from the daily work management and the
professional development of people. Their driving principle is to build the teams
and individual work around meaningful end-to-end streams of work with a clear
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mission and direct results. The DoD has many excellent examples of high-performing
business units and, especially, smaller self-contained teams. In the national security
arena, the various missions determine the core end-to-end processes. All aspects of
accomplishing a mission (such as training, acquisition, and execution) are managed
by this unit. Functional processes (recruiting, finance, I'T, and so on) provide support
to the end-to-end units. Just as crucially, agile organizational processes include full
transparency on performance and mission outcomes. Examples of this exist already,
but most are on the operational side. The Marine Corps has Marine Expeditionary
Units, the Army has Brigade Combat Teams, the Navy has Carrier Battle Groups,
and the Air Force has Air Expeditionary Forces. But in the intelligence arena and
the entire support side, most functions are siloed, with mission responsibility only
coming together at the agency director or service secretary level.

In the modern era, the enterprise view can be pushed further down into the
organization, enabling units to make fast, efficient decisions based on their in-depth
knowledge of both the frontline situation and the impact on the enterprise. Modeling
can often clarify the complex system interactions with the enterprise. Providing units
access to the relevant “big picture” lets them make choices that align with the broader
goals.

Another Vector of Change: Congress Reconsiders Goldwater-Nichols

Recent reforms, including a set of acquisition reforms advanced by Secretary of
Defense Ash Carter and Under Secretary of Defense for Acquisition, Technology,
and Logistics Frank Kendall, have all been made, naturally enough, in the context of
the existing policy structure. But a consensus is emerging that that structure—the
processes and authorities adopted in line with the Goldwater-Nichols Act of 1986—
needs a refresh in order to bolster America’s military dominance.”

A new series of reforms is underway as part of the National Defense Authorization
Act, with competing versions emerging from the House and Senate Armed Service
Committees. As the House and Senate begin the process of reconciling vastly
different defense policy bills, they are considering a number of proposals to create
nimbler military commands. The current Senate version would require the secretary
of defense to create a series of cross-functional mission teams to integrate across
regions, functions, and domains, with representatives from policy, intelligence,
acquisition, budget, and the services. The differences between the House and Senate
bills will be ironed out in conference before the final version of the bill goes to the
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president before the end of the fiscal year on September 30th. As these reforms
progress, the DoD will surely watch closely and may be spurred to action. A program
of internally designed reforms will likely be more effective than a set of legislative
changes imposed upon the DoD.

The Other Animals at the Dance: Reform Beyond the Pentagon

Although reform to the Pentagon is arguably necessary, it would be wrong to
think that threats to American national security can be addressed by focusing on
DoD alone. Harlan Ullman argues: “The United States has the finest and arguably the
most competent military in the world. Two wars in Iraq and one in Afghanistan, as
well as dozens of smaller engagements have been competently and often brilliantly
conducted by the U.S. military. Failure was not due to the shortcomings of the
American military. Too often, the U.S. military became the surrogate for the inability
to provide a ‘comprehensive’ or whole-government approach to resolving crucial
political problems.”** National security reform must go beyond the Pentagon.

Adjustments to the new world are already taking place elsewhere in the national
security space. Senator McCain has pointed to reforms to overcome similar challenges
at the National Counterterrorism Center, the Joint Special Operations Command,
the National Security Agency, and the CIA.* Although details are appropriately
sparse, the CIA has said that it embarked on a sweeping restructuring earlier this
year that will bring an end to divisions that have been in place for decades, creating
10 new centers that team analysts with operators. The overhaul is designed to foster
deeper collaboration and an intensified focus on a range of security issues and threats,
replacing long-standing divisions that cover the Middle East, Africa, and other regions
with hybrid “mission centers” modeled on the CIA's Counterterrorism Center.*
Similar changes can and should be replicated across the national security arena.

Warren Bennis, widely regarded as a pioneer of the contemporary field of

leadership studies, said it well: Success in management requires learning as fast as the
world is changing.
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he ASG Summer Workshop 2016 covered essentially the same topics that we

explored in Summer Workshop 2008—the last time we had a certain presidential
transition looming. Comparing across those two sessions, I found three important
themes that we can take away from this year’s session.

Theme |: DéjaVu All Over Again

There are striking similarities in the kinds of critiques and recommendations that
the workshop participants flagged in 2008 and again in 2016. That is partly good news
but mostly bad news. Partly good news in that we were able to quickly achieve a
wide degree of bipartisan consensus on the things that were deficient in the national
security architecture and the kinds of reforms we would like to see. Mostly bad news
in that it is the same laundry list of problems and proposed reforms. Clearly, when it
came to managing national security, as a country, we did not make the progress the
ASG Summer Workshop 2008 hoped to foster.

Four items from the 2008 to-do list have eerie echoes in 2016.

1. In 2008, we agreed that the National Security Council (NSC) was too large,
consisted of too much micromanaging, and needed to be made more
strategic. Moreover, we agreed that all the strategic planning the country
needed to do could not be done from the White House, especially not with
only a three- to four-person strategic planning group on the NSC staff. (In
2008, I made the parochial point that, notwithstanding this critique, there
were better strategic planning results from the U.S. government when there
was a well-functioning and empowered strategic planning cell—even a small
group—at the White House, than if there is no such cell and the planning is
left solely to the departments. But that view might have been dismissed as
special pleading from me given that I ran that office.)
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2. In 2008, Tony Blinken wrote a persuasive paper for the group lamenting how
poor executive-congressional relations were under the preceding eight years
and assuring us that the next administration would have much better outreach
down Pennsylvania Avenue.

3. In 2008, there was a strong bipartisan consensus calling for an increase in
civilian capacity to rectify the imbalance with the Department of Defense
(DoD). Many 2008 workshop participants lamented how DoD’s outsized role
had militarized foreign policy.

4. Crucially, the looming geopolitical context participants described this summer
is precisely the one we fretted about in 2008.The next president is inheriting a
geopolitical mess, with the public exhausted and perhaps unwilling to support
what needs to be done and a world eagerly hoping that the next administration
will repair broken relations around the world and America’s reputation. This
is almost a verbatim repeat of 2008.

One important difference between 2008 and 2016: there were more flights of
grandiosity in 2008 promising major change. Perhaps we have been chastened by
the experience and frustration of the last eight years. Consider just one example: if
former Secretary of Defense Robert Gates, former Secretary of State Hillary Clinton,
and a Democratic supermajority in Congress cannot rebalance State and the DoD,
then it will likely not be radically rebalanced in our lifetime. The best we can hope
for may be incremental change. Some humility in this area may be salutary because
of my Iron Law of Interagency Reform (with apologies to Longfellow): “Whom
the gods would destroy, they first convince to embark on a Goldwater Nichols of
the Interagency.” Many of the action items from this year’s workshop were more
granular and practical than in 2008, suggesting that experts in both parties may have
been chastened by experience.

To be sure, the 2016 Workshop did highlight some areas of institutional progress.
We heard compelling cases for how the Department of Homeland Security and the
Department of Commerce are better integrated into the national security architecture
than they were eight years ago. Recently, the administration did launch some NSC
reform efforts that will be useful to continue and expand in the next administration.

However, there is much more continuity in the critique between 2008 and 2016
than one would expect, which leads to two central questions:

(i) Why does it seem like so little progress has been made on the issue of
reform? Why didn’t the current administration adopt the measures the panel
recommended previously?
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(i) What makes experts, officials, and policy makers like us think we can do
better this time?

Theme 2: Political Context

How can we undertake the larger reforms we discussed without a galvanizing crisis?
In fact, some of the reforms we talked about run contrary to the rising tide of populism;
if the tide does not recede, it could undermine the architecture faster than we can repair
it. How do we win America, which we need to win before we can win the world?

In 2008, there was such a crisis, the financial crisis, and it produced a new president
with supermajorities in both the Senate and the House of Representatives. There
are dueling partisan narratives of what came next. The Democrat narrative is that
President Obama’s sincere efforts at bipartisan reform and compromise were rebuffed
by Republicans gripped by the fever of hyper-partisanship. The Republican narrative is
that President Obama followed Rahm Emanuel’s advice and turned the crisis into an
opportunity to do a host of other things that were not necessarily on the ASG agenda.

We do not need to resolve these dueling narratives to see the most important
point for our present situation: the new president is not going to have the luxury, if
we can call it that, of the political clout that comes from a galvanizing crisis. There is
a chance that in the November 2016 elections, the Democrats will narrowly win the
Senate and, in extreme scenarios, also the House. Even if the Democrats sweep both
the executive and legislative branches, there is little likelihood that Hillary Clinton will
have the perceived mandate that Obama had in 2009. The reform issues we discussed
in Summer Workshop 2016 were not debated in the Democratic primary, and Donald
Trump did not raise them in the general election. Instead, it is much more likely
that if there is a crisis, it will be a crisis of political legitimacy, with whomever wins
the White House starting out as the most unpopular incoming president in modern
times—perhaps much less than the 57 percent approval rating that President George
W. Bush started with, and he, as we all remember, started out under the cloud of the
Florida recount controversy.

How does this crisis of political legitimacy constrain or shape the debate over
institutional reform? This summer we only scratched the surface of this thorny question.

This summer we rightly and repeatedly emphasized that personnel are the key
that unlocks policy and organizational effectiveness. Yet we did not apply that insight
as thoroughly as we should have. The discussion was very theoretical, when in fact
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we have a pretty good idea as to what kind of person will be the next U.S. president. In
fact, we can narrow it down to two very distinctive types of personality. If so, then we
should have applied what we know about the traits of the two presidential candidates
to the specific institutional reforms we were debating. Which design features would
work best for this candidate versus that candidate? Would Hillary Clinton opt for and/
or benefit from a White House-centric system? What steps could we take to mitigate
her known weaknesses and maximize her known strengths? Such personality-specific
designing is much harder to do for Donald Trump, but also much more important.

And what about the truly novel aspect of the current political context: the fact
that a large fraction of the foreign policy human capital within the Republican party
has disavowed the Republican nominee? How do we mitigate the downside of the
#NeverTrump movement, which has made it harder to build out a national security
team for President Trump? Perhaps it matters less who is appointed for the core policy
areas he cares about, since, based on his campaign, he seems especially reluctant to
delegate to staff members or rely on their advice. But there are lots of areas he does
not care as much about that might in fact be run by permanent government officials
or an unpredictable political appointee. If there is a President Trump, would not the
highest priority coming out of the deliberations of the ASG Summer Workshop 2016
be helping him assemble the best team he can? After all, personnel are the key to
policy effectiveness.

Such scenario-based planning should go beyond personalities to factor in intra-
party political constraints. Consider one illustrative example: How would President
Clinton find the money to keep the “third offset strategy” going? The third offset
strategy is an anathema to Democratic doves, and may be a hard sell even to
Democratic hawks outside the DoD. How plausible is it that a politically constrained
President Clinton could spend the political capital to move this strategy along when
she looks over her left shoulder and sees an impossible wish list from Democratic
congressional allies and then looks over her right shoulder and sees a frustrated
Republican party disinclined to compromise?

Theme 3: Other Barking Dogs?

Finally, despite covering an impressive portion of the national security waterfront,
we left some important topics unaddressed. We paid inadequate attention to civil-
military relations. Relations between senior civilian and senior military leaders are
under quite a bit of strain now—more so than in 2008—and the natural stress that
comes from transitioning between administrations will only increase the strain. And
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that is if the transition is a normal one, when hardly anything about the 2016 election
cycle has been normal.

Additionally, there is a longstanding Aspen Strategy Group tradition we must
recognize: there will likely be some sort of surprise this fall that was not anticipated
by our workshop agenda. In 2008, it was the Russian invasion of Georgia and the
fall of Lehman House. In 2014, it was a near-death experience for Erbil. What will it
be this year? North Korea? A domestic political crisis? Will that crisis upend reform
efforts, or could it be the opportunity that an adroit president can leverage?

Looking to the future, there are three urgent tasks that fall squarely within the
ASG mandate. First, what can we do to help repair the breaches within the Republican
party, particularly over national security? Second, how do we deal with the Bernie
Sanders and Elizabeth Warren wing of the Democratic party? Lastly, how do we
repair bipartisanship? What are obligations for the party that is out of power? What
are the obligations for the party in power? What are the obligations of outside groups
like the Aspen Strategy Group?

I conclude with one final comparison between the 2016 and 2008 workshops. In
2008, there was a general sense that Obama enjoyed the most favorable electoral
prospects, so discussions about “what the next administration should do” were thinly
veiled discussions about “what we hope Obama will do.” The electoral picture is a
bit murkier in 2016, but, certainly during the August session, the Clinton campaign
seemed to hold the whip hand and this was reflected in our discussions (“The next
president, she. ..."”). But even in August, the possibility of a Trump victory was higher
than many other high-impact contingencies we considered. And since our workshop,
the race has tightened even further. Has our group seriously weighed what must be
considered a plausible contingency: What would we do if Trump wins?
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